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Privacy Invading TechnologyPrivacy Invading Technology

There are often legitimate needs There are often legitimate needs 
for identifying, tracking, and for identifying, tracking, and 
monitoring capabilities, e.g., monitoring capabilities, e.g., 
safety, security audit, safety, security audit, 
automation, management, which automation, management, which 
can be misused or abusedcan be misused or abused
PIT is becoming pervasivePIT is becoming pervasive

Exploiting technology capabilityExploiting technology capability
““Knowledge is PowerKnowledge is Power””
Financial opportunitiesFinancial opportunities

Exploiting vulnerabilitiesExploiting vulnerabilities
Financial gainsFinancial gains

Business/individuals Business/individuals laxeslaxes
Ignorance or overIgnorance or over--enthusiasm enthusiasm 
(CRM, safety/security concerns)(CRM, safety/security concerns)
Simply bad practicesSimply bad practices

Many forms of PITMany forms of PIT
User devices (installed software, User devices (installed software, 
active contents, browser active contents, browser 
extensions, toolbars)extensions, toolbars)
On the Internet (Internet On the Internet (Internet 
gateways, email servers, proxies, gateways, email servers, proxies, 
web sites)

Some recent cases:Some recent cases:

•• Tracked behavior across sitesTracked behavior across sites
•• Stored personal information and sold Stored personal information and sold 
it to various third partiesit to various third parties

•• RealJukeboxRealJukebox unique identifierunique identifier
•• Info on every track ripped or played was Info on every track ripped or played was 
returned to returned to RealNetworksRealNetworks along with the along with the 
IDID

•• Toolbar purports to enhance searching Toolbar purports to enhance searching 
and purchasing experiencesand purchasing experiences
•• Tracks sites, full URLs, IP addresses, Tracks sites, full URLs, IP addresses, 
emails, search results, products exploredemails, search results, products explored

web sites)







Deceptive Software Deceptive Software -- SpywareSpyware
FunctionFunction DescriptionDescription ExamplesExamples

No potential harm

Remotely uses resources

Collects personal data

Displays ads

Changes settings

Auto-dials toll numbers

Clearly malicious    (virus, 
worm, trojan)

InnocuousInnocuous

Data CollectionData Collection

AdvertisingAdvertising

ConfigurationConfiguration
ChangesChanges

Remote Remote 
Resource UseResource Use

DialingDialing

Malicious Malicious 
ActivityActivity

MonitoringMonitoring Records keystrokesPo
te

nt
ia

l f
or

 h
ar

m
Po

te
nt

ia
l f

or
 h

ar
m

NoneNone

+ Notepad

+ ISP software
– Porn dialer

+ Parental controls
– Key-loggers

+ Authorized search toolbar
– Surreptitious data collector

+ Ad-supported software
– Unauthorized pop-ups

+ Settings utilities
– Browser hijacker 

+ Cycle sharing apps
– Backdoor software

– Sasser

ExtremeExtreme

Spyware and other Potentially Unwanted Software: Spyware and other Potentially Unwanted Software: 
Programs that perform certain functions without Programs that perform certain functions without 

appropriate user consent and controlappropriate user consent and control



Strider Strider HoneyMonkeyHoneyMonkey (MSR) (MSR) 

Exploit Data Analysis Exploit Data Analysis –– Suspicious List (Suspicious List (May~JuneMay~June 2005) 2005) 
Gathered 16,190 suspicious URLs through Web search and exploit Gathered 16,190 suspicious URLs through Web search and exploit 
neighborhood crawlingneighborhood crawling

Identified 288 of them as exploit URLs Identified 288 of them as exploit URLs 1.28%1.28%

Expanded into 752 exploit URLs after autoExpanded into 752 exploit URLs after auto--visit URL analysis visit URL analysis 263% 263% 
expansionexpansion

# Exploit URLs# Exploit URLs # Exploit Sites# Exploit Sites

TotalTotal 752752 288288

WinXP SP1WinXP SP1--UPUP 688688 268268

WinXP SP2WinXP SP2--UPUP 204204 115115

WinXP SP2WinXP SP2--PPPP 1717 1010

WinXP SP2WinXP SP2--FPFP 00 00



Networks wormsNetworks worms

Denial of ServiceDenial of Service
Phishing / Social Phishing / Social 
EngineeringEngineering

BotnetsBotnets

RootkitsRootkits

TechnicallyTechnically--oriented social oriented social 
engineering attacksengineering attacks

CrossCross--device attacksdevice attacks

Financially Financially 
motivated attacksmotivated attacks

Specific target Specific target 
attacksattacks

Broadcast attacksBroadcast attacks

VirusVirus
WormWorm

ScamsScams
PhishingPhishing URLURL

SpywareSpyware
TrojansTrojans

Identity TheftIdentity Theft

Data Leakage/TheftData Leakage/Theft

DDoSDDoS ExtortionExtortion

FraudsFrauds

Software PiracySoftware Piracy

Illegal DownloadsIllegal Downloads

Child ExploitationsChild Exploitations

OthersOthers



Recent losses of dataRecent losses of data
WhenWhen WhatWhat HowHow

2/15/2005

2/25/2005

3/8/2005

3/9/2005

3/17/2005

4/14/2005 180,000 credit 
cards

Employees

4/19/2005 200,000 items Backup computer tape was lost in 
shipping

145,000 addresses 
and SSNs

5/2/2005

1,200,000 SSNs

Bought data posing as legitimate 
customers

Computer backup tapes were lost.

Hackers stole data from a database 
from 108 stores

Unauthorized use of customer logins

Intruder hacked into a school computer

1,400,000 credit 
and debit cards

310,000 SSNs and 
driver's licenses

Backup computer tape was lost in 
shipping

120,000 addresses 
and SSNs 

600,000 SSNs

When Security slacks, Privacy is at RiskWhen Security slacks, Privacy is at Risk



Expanding threat boundaryExpanding threat boundary

MphasisMphasis Call Center Call Center 
(India)(India)

Four bank accounts, Four bank accounts, 
defrauding up to defrauding up to 
US$300,000/US$300,000/-- by three by three 
BPOBPO’’ss employeesemployees

Implication extended Implication extended 
beyond security and beyond security and 
privacy of outsourcing privacy of outsourcing 
providersproviders

Cost and challenges of Cost and challenges of 
restoring trust (many restoring trust (many 
entities)entities)

When Privacy is risk, Trust is at stakeWhen Privacy is risk, Trust is at stake



Privacy Is Only As Strong As The Privacy Is Only As Strong As The 
Weakest LinkWeakest Link

Technology is neither the whole problem nor Technology is neither the whole problem nor 
the whole solutionthe whole solution

Privacy enhanced systems depend upon Privacy enhanced systems depend upon 
Technology, Processes (including Policies) and Technology, Processes (including Policies) and 
People (including Organization)People (including Organization)



Privacy enhancing technologies Privacy enhancing technologies 
and featuresand features

Privacy statement (short Privacy statement (short 
notices)notices)

Platform for Privacy Platform for Privacy 
Protection (P3P) integrationProtection (P3P) integration

Privacy settings and Privacy settings and 
centralized managementcentralized management

Ability to see whatAbility to see what’’s being s being 
transmittedtransmitted

Ability to clear tracks and Ability to clear tracks and 
stored informationstored information

Documentation of privacyDocumentation of privacy--
related datarelated data

Unsubscribe featureUnsubscribe feature

Access controlAccess control

Encryption

AnonymizerAnonymizer -- proxyproxy

MixMix
Anonymous communicationsAnonymous communications

Unlink, or remove Unlink, or remove 
correspondences between in correspondences between in 
incoming and outgoing incoming and outgoing 
messagesmessages

Mix unrelated messages to Mix unrelated messages to 
remove linkagesremove linkages

…… see see www.petworshop.orgwww.petworshop.org
and and www.cfp.org

Encryption

www.cfp.org

http://www.petworshop.org/
http://www.cfp.org/


Privacy enhancing technologiesPrivacy enhancing technologies
HistoryHistory--clearing toolsclearing tools

http://http://www.historykill.comwww.historykill.com

Popup blockersPopup blockers

AntiAnti--spam, antispam, anti--phishingphishing

AntiAnti--spywarespyware
www.spychecker.com/software/antispy.htmlwww.spychecker.com/software/antispy.html

www.microsoft.com/antispywarewww.microsoft.com/antispyware

Cookie managersCookie managers

Secure file deletionSecure file deletion
cipher.execipher.exe //w:w:directorydirectory

Online privacy protection suitesOnline privacy protection suites
http://http://www.junkbusters.comwww.junkbusters.com

http://http://www.synomos.comwww.synomos.com (enterprise)(enterprise)

http://www.spychecker.com/software/antispy.html
http://www.microsoft.com/antispyware


Microsoft Microsoft PETsPETs
BizTalk HIPPA BizTalk HIPPA 

AcceleratorAccelerator
Permits BizTalk users to protect medical information included inPermits BizTalk users to protect medical information included in
transactionstransactions

CryptoAPICryptoAPI Data encryption APIs in Data encryption APIs in VisualStudio.NETVisualStudio.NET

EFSEFS Protects confidential files at the operating system levelProtects confidential files at the operating system level

Internet Explorer Internet Explorer 
popup blockerpopup blocker

Blocks ads and other privacyBlocks ads and other privacy--invading devices on web sitesinvading devices on web sites

AntiAnti--PhishingPhishing Toolbar & integration (IE7)Toolbar & integration (IE7)

RMS and IRMRMS and IRM Protect and restrict documents (Office 2003)Protect and restrict documents (Office 2003)

Internet ExplorerInternet Explorer P3P integration helps for managing cookiesP3P integration helps for managing cookies

MSMS--CRMCRM Email privacy settingsEmail privacy settings

MSNMSN Parental controls; spam protection; email certification and sealParental controls; spam protection; email certification and sealing ing 
(beta); popup (beta); popup ““pusherpusher””; anti; anti--spywarespyware (MSN Premium)(MSN Premium);; SenderSender--lDlD

OutlookOutlook AntiAnti--spam; support for IRMspam; support for IRM;; Secure remote accessSecure remote access

Office hidden data Office hidden data 
removal toolremoval tool

Removes metadata from Word, Excel, and PowerPoint documentsRemoves metadata from Word, Excel, and PowerPoint documents

Windows Windows 
MessengerMessenger

Control visibility of state and who can send you messagesControl visibility of state and who can send you messages



AntiAnti--PhishingPhishing in IE7in IE7



Key Trends in Digital IdentityKey Trends in Digital Identity……

Company User Name Password
eBay john658739 football
MSDN john@home.comgohawksMy Bank My Account # gohawks1

WSJ john@wsj.com gohawksMy Broker My SS# Go#Hawks1.
.
.
.
.
.

.
.
.
.
.
.

.
.
.
.
.
.

Is the IndustryIs the Industry
Finished Innovating?Finished Innovating?

Number of Passwords Growing Number of Passwords Growing 

New Threats EmergingNew Threats Emerging

Mobile Identities On the RiseMobile Identities On the Rise

Applications Increasingly Applications Increasingly 
ConnectedConnected



Lessons from Passport & othersLessons from Passport & others

Passport designed to solve two problemsPassport designed to solve two problems
Identity provider for MSNIdentity provider for MSN

250M+ users, 1 billion logons per day250M+ users, 1 billion logons per day

Identity provider for the InternetIdentity provider for the Internet
UnsuccessfulUnsuccessful

Identity efforts succeed and fail for reasons Identity efforts succeed and fail for reasons 
both technological and sociologicalboth technological and sociological
Solution must move beyond single technology Solution must move beyond single technology 
and single providerand single provider
Solution must withstand the tests of a set of Solution must withstand the tests of a set of 
fundamental principles or propositions, i.e., the fundamental principles or propositions, i.e., the 
Laws of Identity.Laws of Identity.



The Laws of IdentityThe Laws of Identity
Established Through Industry DialogueEstablished Through Industry Dialogue

1.1. User control and consentUser control and consent

2.2. Minimal disclosure for a defined useMinimal disclosure for a defined use

3.3. Justifiable partiesJustifiable parties

4.4. Directional identity (public versus private identity)Directional identity (public versus private identity)

5.5. Pluralism of operators and technologiesPluralism of operators and technologies

6.6. Human integrationHuman integration

7.7. Consistent experience across contextsConsistent experience across contexts

Join the discussion atJoin the discussion at www.identityblog.comwww.identityblog.com

Identity Metasystem whitepaper -
http://msdn.microsoft.com/webservices/webservices/understanding/advancedwebservices/default.
aspx?pull=/library/en-us/dnwebsrv/html/identitymetasystem.asp

http://www.identityblog.com/
http://msdn.microsoft.com/webservices/webservices/understanding/advancedwebservices/default.aspx?pull=/library/en-us/dnwebsrv/html/identitymetasystem.asp
http://msdn.microsoft.com/webservices/webservices/understanding/advancedwebservices/default.aspx?pull=/library/en-us/dnwebsrv/html/identitymetasystem.asp




Individual control Individual control 
of personal dataof personal data

Products, online Products, online 
services adhere to services adhere to 
fair information fair information 
principlesprinciples

Protects right to be Protects right to be 
left aloneleft alone

Resilient toResilient to
attackattack

Protects Protects 
confidentiality, confidentiality, 
integrity, availability integrity, availability 
of data and systemsof data and systems

Engineering Engineering 
ExcellenceExcellence

Dependable, Dependable, 
performs at performs at 
expected levelsexpected levels

Available when Available when 
neededneeded

Open, transparent Open, transparent 
interaction with interaction with 
customers customers 

Address issues with Address issues with 
products and products and 
servicesservices

Help customers find Help customers find 
appropriate appropriate 
solutionssolutions



Support the Support the Trust Trust 
EcosystemEcosystem through through 

accountable identitiesaccountable identities

Engineering for Engineering for 
SecuritySecurity

Embrace secure Embrace secure 
coding practices coding practices 

incorporating incorporating TwCTwC
D3+CD3+C

Drive for Drive for SimplicitySimplicity

Fundamentally Secure PlatformsFundamentally Secure Platforms
Develop products, services, Develop products, services, 

and platforms using standards and platforms using standards 
and best practices and best practices 
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Customer TrustCustomer Trust

PrivacyPrivacy
““Know me & respect Know me & respect 

my choicesmy choices””

ConfidenceConfidence
““Give me products Give me products 

that worksthat works””

SecuritySecurity
““Protect me from Protect me from 
intrusion and lossintrusion and loss””

Help realize the potential of TechnologyHelp realize the potential of Technology

SatisfactionSatisfaction
LoyaltyLoyalty

LeadershipLeadership

ITIT
NetworkNetwork
ProductsProducts

ProductsProducts
ServicesServices
BrandBrand



MicrosoftMicrosoft’’s Approach to Privacys Approach to Privacy

Customers make Customers make 
choices and set choices and set 

preferencepreference

Protecting Protecting 
informationinformation

Clearly defined Clearly defined 
guidelines on guidelines on 
information information 

collection and usecollection and use

Global Policy meets Global Policy meets 
& exceeds high legal & exceeds high legal 

requirementsrequirements

Provide customers Provide customers 
experience they experience they 

expectexpect

Putting Customers in Control of their InformationPutting Customers in Control of their Information



PD3+C Privacy FrameworkPD3+C Privacy Framework

Analyst reviews and white papersAnalyst reviews and white papers
Content on MS.com, MSN.com privacy sitesContent on MS.com, MSN.com privacy sites
Participation in privacy & tech conferencesParticipation in privacy & tech conferences

Put users in charge of their informationPut users in charge of their information
Address needs of enterprises and parentsAddress needs of enterprises and parents
Comply with corporate policiesComply with corporate policies

Collect only data that is requiredCollect only data that is required
Get appropriate consentGet appropriate consent

Protect the storage and transfer of dataProtect the storage and transfer of data

Privacy deployment guidelines for users
Offer comprehensive privacy options
Privacy response team for all products

PDPD33 + Communications+ Communications

Privacy Privacy 
in Designin Design

PrivacyPrivacy
by Defaultby Default

PrivacyPrivacy in in 
DeploymentDeployment

CommunicationsCommunications



 




