November 10, 2008


APEC Digital Prosperity Checklist

There is a strong international consensus on the significant benefits of information and communication technologies (ICTs) to economies.  Specifically, ICTs provide cost savings through efficiencies and economies of scale, enable the wider dissemination of needed services of societal benefit, and afford opportunities to develop new services industries and markets that create jobs, return income, and drive growth.  

APEC has a long history of undertaking work to assist economies in fully participating in the digital economy, beginning in 1996 with APEC’s endorsement of the WTO Information Technology Agreement.  Most recently, in Hanoi in 2006, APEC Ministers extended this APEC tradition by encouraging “member economies to more deeply engage in building information and communications technologies (ICT) infrastructure and capacity to support strong efforts made in reaching the Brunei Goals on Internet access in the region,” and welcoming APEC’s collaboration with the private sector to “develop a framework for ICT-enabled growth in the region.”

The ICT-enabled growth initiative is designed to assist APEC economies in promoting the use and development of ICTs as a means to enhance their ability to participate in the global digital economy.  To that end, the Digital Prosperity Checklist will provide a unique, yet critical tool for individual APEC economies to evaluate whether their domestic legal, regulatory, and trade policy frameworks are designed to positively impact the capacity of ICTs to generate value for their economies.  
The Checklist outlines specific actions or steps economies could take in six key areas – or “I’s” – that would enable them to promote the use and development of ICTs as catalysts for economic growth and development, as well as the benefits associated with each action.  The six “I’s” include: 

1. Infrastructure:  The need for an appropriate supply chain, communications, and applications infrastructure;

2. Investment:  The ability to promote and support a range of investment opportunities from Foreign Direct Investment to capital flows;

3. Innovation:  The ability to foster and support innovation, including the ability to protect innovation and investment in research and development;
4. Intellectual Capital:  The ability to foster the appropriate skills and training from technological to linguistic to entrepreneurship;

5. Information Flows:  The ability to use, transfer, and process information – the currency of the digital economy – while promoting privacy and a trusted Internet environment; and

6. Integration: The ability to connect domestic industries with the global economy. 

Where appropriate, the Checklist refers to existing APEC and international initiatives that relate to the content of each of the six “I’s”.  
The Checklist, through the presentation of these combined resources, will not only enable economies to better tailor their policy, legal, and regulatory environments to be successful in competing in the digital economy, it will also provide a framework for APEC to consider future work in this area.

The Checklist reflects the general APEC principle of voluntarism.  Its elements are neither mandatory nor exhaustive, and it will not prejudice the current or future policy of APEC members.
APEC Digital Prosperity Checklist 

	ACTIONS
	BENEFITS

	I. INFRASTRUCTURE
	

	· Supply Chain
	

	1. Integrate ICT considerations into national infrastructure development planning – emphasizing capacity of ICT to improve efficiency of physical supply chain (through better design and modeling of road/port/rail links)


	Integration of services along the physical supply chain (e.g., port-rail and port-highway links) can increase speed of trade.

	2. Adopt policies (particularly in investment) to encourage public-private partnerships in capital investment in infrastructure.
	Leveraging private capital can expand the scale of infrastructure investment, and create space for investment in ICTs that accelerate improvements in supply chain efficiencies.

	3. Promote the acceptance of electronic documents as equivalent to physical documents in the supply chain process.
	Facilitates the adoption of supply-chain related e-business solutions, which will improve customer relationships and enhanced market reach, and greatly improve the ability of business and governments to conduct paperless trading.

	4. Promote the use of internationally recognized and widely adopted standards to help support exchanges of information that occur in paperless trading.
	Widely adopted data standards will promote harmonization and efficient sharing of information among APEC economies.

	
	

	· Communications
	

	1. Promote through investment and liberalization Internet access expansion and development of telecommunications infrastructure.
	Enable greater and more cost effective penetration of services to broader segments of the population.

	2. Adopt policies that enable the development, implementation, and application of advanced technologies and services.  These efforts should include innovative policies, regulatory frameworks, and programs to meet the needs of unserved or underserved communities used in a sustainable manner.
	Advanced technologies and services make it possible to expand access to unserved and underserved areas, which ensures that all areas of an economy can benefit from the efficiencies brought by ICTs.

	3. Adopt policies that encourage facilities-based competition, notably among public telecommunications services operators.
	Ensures that users benefit from the innovation, resiliency, and long-term cost benefits of having infrastructure-based alternatives for communications services.

	4. Encourage incentives that facilitate build-out of communications networks (e.g., tax incentives, grants, loans).
	The creation of broadband networks offer individuals and businesses the ability to utilize applications that enhance their productivity and enable them to compete on a global basis, which in turn, contributes significantly to generating economic growth and increased number of jobs. Additionally, broadband networks enhance government’s ability to deliver higher quality and lower cost services.

	5. Encourage deployment of robust broadband networks, implement the APEC Key Principles for Broadband Development, and take action to realize the goal of achieving universal access to broadband by 2015 as set by APEC TEL Ministers in 2008.
	High-bandwidth broadband networks provide a platform for productivity increases and innovation; low-bandwidth networks limit applications, productivity and network efficiencies.  The more robust the network, the more flexible it can be in adapting new applications, including those important for growth, economic development, and sustainability, such as health care, education, telecommuting, and entertainment.  Also, mobility is easier to accommodate with a robust network.  Using the capacity afforded by these networks, providers can offer highspeed wireless connections to residents in indoor and outdoor public spaces throughout a community.

	6. Encourage a more efficient use of the radio frequency spectrum to facilitate access to the Internet and the introduction of new and innovative services, while taking into account public interest objectives.
	Ensures that administration of this scarce resource takes into account the value to consumers of having access to innovative technologies that can expand usage of the radio frequency spectrum and promote technology-based competition, as well as other public interest goals.

	7. Implement the 1998 APEC TEL Mutual Recognition Arrangement for Conformity Assessment. 
	Expedites trade of telecom equipment by streamlining conformity assessment processes, eliminating redundant testing and promoting more efficient certification.

	8. Adopt security policies consistent with the 2002 APEC Cybersecurity Strategy and the 2005 APEC Strategy to Ensure a Trusted, Secure, and Sustainable Online Environment
	Acceptance of agreed APEC Cybersecurity Strategy concepts can foster cooperation between national law enforcement agencies, which in turn can promote investor confidence in the framework of laws.

Ability to protect networks and citizens from cybercrime and cyberattacks, including through the implementation of the APEC Strategy to Ensure a Trusted, Secure, and Sustainable Online Environment, increases trust in the online environment, thereby increasing the ability for it to contribute to increasing productivity and fostering economic growth.

	
	

	· Applications
	

	1. Promote customer-centric e-government supported by backend software and systems, and other collaborative Internet tools, organized around the needs of individual government agencies and bureaus.  This would include providing information regarding regulations and policies, including documentation, online.
	Customer-focused e-government efforts spur not only the adoption of e-government services, but broader digital use.  They also provide for greater accountability and transparency in government functions, allow governments to more closely interact with citizens, enable citizens to more easily and efficiently navigate government processes, and provide government agencies and bureaus with a greater ability to collaborate.

	2. Promote opportunities for development and knowledge exchange on software and ICTs in cooperation with the private sector. 
	Acquisition of knowledge related to software and development of opportunities leads to local capacity and the ability to develop local industries in support of related services, which will contribute to the development of local software development industry.

	
	

	II. INTELLECTUAL CAPITAL
	

	· Skills and Capacity Development
	

	1. Adopt policies to promote information/computer-literacy to achieve a critical mass of trained ICT professionals and users – skills training should range from functional familiarity with software to software programming to network architecture.
	Critical mass of trained ICT professionals could create "network economies". Enables ICT benefits to be diffused throughout the economy, to improve productivity in other sectors including agriculture and manufacturing, transport and logistics, and finance and business services.

	2. Emphasize vocational training programs to develop skills in management of an ICT workforce and ICT enterprise.
	Greater investment in education has inherent productivity raising effects, and assists economy in competing for higher value functions in the global economy.

	3. Adopt policies to encourage the private sector to invest in the development of ICT-related professionals, including through international exchange programs.
	Leveraging private sector resources and expertise in education, professional development and international exchange/employment opportunities can increase the pool of skilled ICT professionals, who can deploy that expertise broadly through the economy to increase productivity.

	4. Promote the use of new e-commerce systems, including by offering practical advice and support to users.
	Practical advice and support from governments, such as on how to implement electronic security and authentication measures, is necessary to encourage and facilitate e-services migration processes and the use of government-to-business e-platforms.

	5. Adopt policies to promote development of SMEs across all sectors through the adoption and use of ICTs and Internet tools by SMEs.
	SME development creates potential to exploit niche markets and enhance high-value employment.

Capacity development in ICT related skills and uses can enhance competitiveness of SMEs which are an important growth vector of the economy.

	6. Encourage the development of information literacy.
	Increased information literacy expands the benefits of the information society to a broader range of citizens.

	7. Adopt policies to promote e-learning, which will enable a wider group of citizens to take advantage of training opportunities.
	Widespread availability of e-learning will contribute to the increased development of social and intellectual capital by enabling a greater number of people to benefit from expert training.

	
	

	· ICT Education
	

	1. Ensure the availability of strong, forward looking curricula – at all levels of education – in ICT education, including foundation elements of ICT capacity (mathematics, computer science and engineering, design).
	Emphasis on core curricula has network effects – greater competency in core science and engineering disciplines can raise productivity throughout the economy, not just in the ICT sector.

	2. Ensure the availability of curriculum on information security and privacy at all levels of education.
	Providing education on these issues will promote the responsible and trustworthy use of ICTs.

	3. Ensure that education policies promote interaction between domestic education institutions and international institutions through the use of ICTs.
	Greater interaction between domestic and international institutions in ICT and through the offering of on-line coursework can accelerate the development of a critical mass of skilled professionals and strengthen partnerships between institutions.

	4. Provide ICT-capacity building for teachers at all levels of education.
	Ensuring that teachers understand the benefits of ICTs will result in a better prepared workforce.

	
	

	III. INVESTMENT
	

	· FDI Promotion/Policy
	

	1. Implement the 1998 APEC Options for Investment Liberalization and Business Facilitation (“Menu of Options”) and the 2008 APEC Investment Facilitation Action Plan (IFAP)
	Attracts investment through creation of a positive investment climate, which will in turn promote economic development, stimulate growth, create jobs, and increase technology flows in the Asia-Pacific region.

	2. Adopt policies that reflect 1994 APEC’s Non-Binding Investment Principles
	Increase investment, including in small and medium-sized enterprises, and develop supporting industries.

	
	

	· Fluid Capital Markets
	

	1. Commit to policies which adhere to the highest financial data quality standards and work amongst APEC members to assure the maximum comparability of data on economic activity. 
	Improvement in speed and quality of data dissemination will provide relevant information concerning economic fundamentals available to investors and other market participants and allow for more efficient asset pricing, which will diminish market volatility and prevent accelerated adverse capital flows.

	
	

	· Electronic Payments
	

	1. Adopt policies that foster an open, robust, competitive, and secure electronic payments industry.  
	Electronic payments are not only the backbone of the modern economy, ensuring safe and efficient transactions, but also a primary entry point to the formal banking sector for those without existing access.  An open, robust, competitive, and secure electronic payments industry is the most efficient way to achieve these benefits as it will lead to the greatest degree of overall investment, innovation, and consumer choice.

	2. Adopt policies that promote the use of available technology (e.g,, mobile telephony and the Internet) to facilitate electronic payment transactions.
	Increased access to a wider variety of services with lower cost of delivery, and increased speed and efficiency.



	
	

	IV. INNOVATION
	

	· Creative Individuals/Industries
	

	1. Implement the APEC Technology Choice Pathfinder. 
	The APEC Technology Choice Pathfinder ensures that businesses, government agencies, and citizens have maximum access to different types of technologies and services.  Both experience and research have shown that the best way to encourage competition, promote efficiency, and spur innovation is through adherence to principles that allow market forces to determine the availability, commercialization, deployment, and use of technologies.

	2. Maintain an open environment that supports the free flow of information, research, innovation, entrepreneurship, and business transformation.
	Promotes the Internet as a reliable, efficient, and adaptable platform for both domestic and cross-border trade.

	3. Adopt national policies that promote innovation in ICT, particularly through government support for mechanisms that link private capital with basic research (e.g., developing commercial “clusters” around universities). 
	Fostering the local development of innovation will encourage venture capital investment and provide market signals to promote individual investment in skills.  Capitalizing on the results of local innovation will promote further private investment in technology infrastructure and human capital development.

	
	

	· R&D
	

	1. Prioritize the use of ICTs in major research-intensive industry sectors (e.g., life sciences, energy, engineering)
	ICT tools can create scale for research in knowledge industries (better use of databases, replication of experiments).

	2. Encourage basic and applied research conducted through the Internet and related ICTs.
	Both basic an applied research in areas from boolean search to mathematics and algorithms used for encryption and traffic management can be of great benefit to the development and application of ICTs to a number of industries that drive economic growth and underpin new business models.

	3. Encourage universities, governments, public research, users, NGOs, and business to work together in collaborative innovation networks and to make use of shared experimental Internet facilities.
	The Internet is both the engine as well as the beneficiary of global collaboration and is the home for the greatest marketplace of ideas ever known.  The Internet also facilitates collaboration with less cost, lower environmental impact and greater breadth of participation to enable more inclusive discussions.  New virtual spaces are creating new paradigms of social and commercial interaction in more realistic contexts to allow a broader and richer range of interaction and collaboration.

	
	

	· Intellectual Property System
	

	1. Develop a comprehensive and balanced intellectual property system. 
	Comprehensive and balanced intellectual property systems encourage creation and innovation, and provide the tools for successful management and exploitation of IPR.

	2. Implement the 2006 APEC Anti-Counterfeiting and Piracy Initiative Model Guidelines for Effective Public Awareness Campaigns on Intellectual Property Rights (IPR) and to Strengthen IPR Capacity Building to improve consumer awareness of the importance of IPR in promoting a vibrant and sustainable digital based economy.


	The Model Guidelines for Effective Public Awareness Campaigns on Intellectual Property Rights and to Strengthen IPR Capacity Building are intended to assist economies in building regional capacity among IPR policy and enforcement personnel and improving public awareness and appreciation of the role of IPR in promoting a vibrant and innovative economy.  These measures will also assist in fostering the legitimate development of an ICT and Internet-based economy by reducing or eliminating illegal activity over the Internet; encouraging an appreciation of the role of effective and predictable IPR policies in allowing legitimate digitally based business models to develop; and providing for future innovation in the ICTs that underpin the digital economy.


	3. Protect against unauthorized copies in any manner or form in line with relevant international norms.  Implement the 2005 APEC Model Guidelines to Protect Against Unauthorized Copies.  

	Establishing effective legal regimes and enforcement systems in the digital arena, and providing an effective level of protection for copyrights and related rights for creators is necessary for the development of innovative and effective digitally-based business models for a range of creative industries, and is particularly important for commercial competitiveness, especially for small businesses.

	4. Facilitate the acquisition of high quality patents in the APEC region through effective implementation of the 2007 APEC Cooperation Initiative on Patent Acquisition Procedures (consistent with the principle on patent independence set forth by the Paris Convention for Protection of Industrial Property, while taking into account of the existing international framework, particularly the Patent Cooperation Treaty (PCT) administered by WIPO), which calls for improved cooperation in the areas of patent examination, including work sharing practices, human resources development, computerization, and capacity building.
	Improvements in the efficiency and quality of patent examination will better encourage investment in innovation and promote the dissemination of new technologies, including in the ICT sector, throughout the APEC region.

	5. Implement the 2005 APEC Model Guidelines to Reduce Trade in Counterfeit and Pirated Goods and the 2006 APEC Model Guidelines to Secure Supply Chains against Counterfeit and Pirated Goods, explore innovative techniques for border enforcement, and explore other avenues for raising the standard for combating counterfeiting and piracy.
	Improved enforcement at the borders to identify, seize and destroy counterfeit and pirated material is a critical component for reducing the incidence of these materials in international supply chains.

	
	

	V. INFORMATION FLOWS
	

	· Privacy
	

	1. Promote the development and operation of data privacy frameworks that maximize both privacy protection and the continuity of cross-border information flows consistent with the 2004 APEC Privacy Framework.
	The ability to use information flows in an accountable manner will help drive industry and investment to the economy.  The lack of consumer trust and confidence in the privacy and security of online transactions and information networks is one element that may prevent economies from gaining all of the benefits of electronic commerce.  Therefore, a key part of efforts to improve consumer confidence and ensure economic growth in an information society must be cooperation to balance and promote both effective information privacy protection and the free flow of information.  

	2. Establish appropriate and effective data privacy protection
	Appropriate and effective data privacy protection, as outlined in the APEC Privacy Framework, can promote consumer and business confidence and encourage the development of a wide-range of ICT-enabled commercial activities.  Confidence in online commercial activities not only promotes the development of the websites that facilitate commercial transactions, but also the e-business models and related technologies upon which they depend, such as communications systems, payment systems and distribution and delivery mechanisms and related technologies.   


	3. Participate in a regionally recognized system of cross-border privacy rules
	Participation in a regionally recognized system of cross border privacy rules will reduce the transaction costs associated with global transfers of personal data.  For those businesses sending data from one APEC economy to another, regional compliance with a broad range of divergent data privacy regulations can be costly.  Such burdens can discourage the kind of investment realized through the development of a regional business processing model.   Reducing these costs can facilitate ICT and related investment in your economy. 



	4. Participating in a voluntary, multilateral system of data privacy investigation and enforcement cooperation
	Participation in a voluntary, multilateral system of data privacy investigation and enforcement cooperation can both reduce unnecessary administrative burdens and facilitate regulatory predictability.  Such predictability is essential to ICT development, particularly in a global context.   

	· Trusted Environment
	

	1. Implement policies to promote a trusted, secure, and sustainable online environment, consistent with the 2002 APEC Cybersecurity Strategy and 2005 APEC Strategy to Ensure a Trusted, Secure, and Sustainable Online Environment, including with respect to emerging technologies.
	The ability to use ICTs in a safe and secure manner will help promote accountability, and drive industry and investment to the economy in ICT-related sectors and more broadly.

	2. Implement the 2005 APEC Principles for Action Against Spam and the 2005 APEC Implementation Guidelines for Action Against Spam.


	

	3. Promote effective consumer protection regimes that provide meaningful access to fair, easy-to-use, and effective dispute resolution mechanisms, including appropriate redress for economic harm resulting from online transactions.
	

	4. Promote policies that increase security and authentication in electronic documents and transactions.
	As the paperless trading environment becomes more prevalent, the security of documents and transactions will need to be assured to maintain consumer trust in Internet-based services.

	5. Explore public-private partnerships related to securing elements of the online environment that have an impact on economic security.
	Many day-to-day Internet transactions are subject to compromise via viruses, botnets, other malware, as well as fraudulent actors that use the online environment for malicious ends.  These issues have the potential to erode consumer and citizen trust of online environments and serve to limit or retard the growth of Internet-based services.  Cooperative work between governments and the private sector on awareness and the development of tools and practical guidance related to these threats would help address these issues by improving confidence in the online environment.

	6. Promote research to address emerging security threats.
	Ability to protect networks and citizens from cybercrime increases trust in the online environment, thereby increasing the ability for it to contribute to increasing productivity and fostering economic growth.

	7. Adopt policies that foster the adoption and deployment of electronic or digital signature technologies.
	Increase the security assurance and speed of processing for documents in the supply chain, and further enhance the reliability of and confidence in electronic payments.

	8. Adopt policies that foster the adoption and deployment of sensor-based technologies.
	Increase the security, cost effectiveness, and traceability of products in the supply chain.

	
	

	VI. INTEGRATION
	

	· Products
	

	1. Implement the WTO Information Technology Agreement (ITA) by eliminating tariffs on all ITA-covered products at the broadest level possible, while also working to eliminate duties on additional IT products.
	Will ensure access to low-cost information technology products that will enable broad adoption of these critical enabling technologies.

	2. Do not impose customs duties on digital products.
	The absence of tariffs on digital products has encouraged vigorous competition, innovation, and entrepreneurship.  As a result, consumers benefit by having almost instant access to a wider array of less expensive electronically transmitted products, businesses benefit from the disciplines of the marketplace, and the overall economy benefits from enhanced growth and efficiency.

	3. Provide non-discriminatory treatment for digital products.
	Trade in the digital economy has largely flourished because barriers in this area have been minimal.   Ensuring that digital products will not be subject to protectionist measures will foster the development and use of these products.

	4. Employ ICT-based “Single Window” trade facilitation measures utilizing e-signature or digital signature technologies, and the use of electronic documents in cross-border trade in goods and related services.
	Single window trade screening utilizes ICTs to reduce administrative costs of trade and fosters export competitiveness.

	5. Allow for testing outside borders for electronic and IT equipment and for self-declaration of conformity where regulators determine that products pose a low risk.
	For products and technologies with an established track-record, reduce testing and certification that may no longer be necessary to ensure compliance with public interest objectives.

	
	

	· Services
	

	1. Reduce or eliminate restrictions on the provision of key ICT-related services, including professional, telecommunications, value-added, computer and related, and consulting services. 
	Granting full market access and national treatment to ICT-related services provides businesses in all industry sectors access to the best ICT-related services from around the world, so that they can become competitive on a global basis.  ICT-related services are increasingly important to the smooth operation of economies, driving overall economic efficiency and productivity.  They also enable a business or government to obtain the benefits of information technology quickly and without making major investments to purchase, install, and operate its own computer equipment and without having to hire and retain a full IT staff.   Benefits can be gained even if a country does not make the strategic decision to develop its own software and ICT-related services industry.  Liberalization of ICT-related services globally will foster the development of a highly competitive ICT-related services industry.  This will lower prices and encourage innovation, benefitting businesses and governments that use these services and ultimately translating into benefits for consumers.

	2. Reduce or eliminate restrictions on key supporting services – services that are needed in order to complete an electronic commerce transaction. (e.g., advertising, distribution, and express delivery).
	Having access to the best supporting services will assist development in the fullest capability of the digital economy.  Opening markets in these areas will also help to build-out infrastructure in key IT services.

	3. Reduce or eliminate restrictions on services that can be delivered electronically or ICT-enabled services.
	Provide easy access to a broad range of advanced services to support an efficient, modern, information economy.

	4. Implement the WTO Reference Paper in line with 2005 APEC Best Practices for Implementing the WTO Reference Paper.
	Ensures that regulators are empowered to institute transparent, pro-competitive rules and policies, and that new entrants are ensured fair access to networks of incumbent operators.
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