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Information Privacy Individual Action Plan 
Philippines (2009)
	
	APEC Principle /  Commentary
	Privacy Protection Scheme (legislation, rules, codes, frameworks, and other) 

	Provision

	Sanction

	Results/ Status


	The Philippines recognizes that there is a need for the enactment of a data privacy law to give more teeth to existing data protection guidelines [i.e., Department of Trade and Industry (DTI) Department Administrative Order (DAO) No. 08, Series of 2006 (issued July 21, 2006), entitled Prescribing Guidelines for the Protection of Personal Data in Information and Communications System in the Private Sector].  The proposed data privacy legislation, House Bill No. 3828 entitled, “An Act Protecting Individual Personal Information in Information and Communications Systems in the Government and the Private Sector, Creating for this Purpose a National Data Privacy Commission, and for Other Purposes,” has been approved in principle by the Lower House Joint Committee on ICT and Government Reorganization in June 2009. The bill is aligned with the APEC Privacy Framework.  It is set to be scheduled for third reading in the Lower House Plenary Session, once the Committee Report is issued (within the second semester of 2009).  Several data privacy bills are currently pending in the Senate. 


	A
	Is privacy a constitutionally protected right in your economy?


	1987 Philippine Constitution


	Article II – Declaration of Policy

Section 5.  The maintenance peace and order, the protection of life, liberty and property, and the promotion of the general welfare and essential for the enjoyment by all the people of the blessings of democracy.

Section 28.  Subject to reasonable conditions prescribed by law, the State adopts and implements a policy of full public disclosure of all its transactions involving public interest.

Article III - Bill of Rights

Section 1. Congress shall give highest priority to the enactment of measures that protect and enhance the right of the people to human dignity.

Section 2. The right of the people to be secure in their persons, houses, papers, and effects against unreasonable searchers and seizures of whatever nature and for any purpose shall be inviolable, and no search warrant or warrant of arrest shall be issued except upon probable cause to determined personally by the judge after examination under oath or affirmation of the complainant and the witness he may produce, and particularly describing the place to be searched and the persons or things to be seized.

Section 3. The privacy of communication and correspondence shall be inviolable except upon lawful order of the court, or when public safety or order requires otherwise as prescribed by law.

Section7. The right of the people to information on matters of public concern shall be recognized.  Access to official records, and to documents and papers pertaining to official acts, transactions, or decisions, as well as to government research data used as basis for police development, shall be afforded the citizen, subject to such limitations as may be provided by law.


	Any evidence obtained in violation of this or the preceding section shall be inadmissible for any purpose in any proceeding.
	Implemented

	B
	If not, what other available legislation deals with privacy or confidentiality of personal information.


	
	
	
	

	1
	I Preventing Harm

(Ref. Para. 14)

Recognizing the interests of the individual to legitimate expectations of privacy, personal information protection should be designed to prevent the misuse of such information. Further, acknowledging the risk that harm may result from such misuse of personal information, specific obligations should take account of such risk, and remedial measures should be proportionate to the likelihood and severity of the harm threatened by the collection, use and transfer of personal information.


	RA 386 (June 18, 1949)

The Civil Code of the Philippines
	Article 26.  Every person shall respect the dignity, personality, privacy, and peace of mind of his neighbors and other persons.  The following and similar acts, though they many not constitute criminal offense, shall produce a cause of action for damages, prevention and other relief:

(1) Prying into the privacy of another’s residence;

(2) Meddling with or disturbing the private life or family relations of another;

(3) Intriguing to cause another to be alienated from his friends;

(4) Vexing or humiliating another on account of his religious beliefs, lowly station in life, place of birth, physical defect, or other personal condition.

Article 32.  Any public officer and employee, or any private individual, who directly or indirectly obstructs, defeats, violates or in any manner impedes or impairs any of the following rights and liberties of another person shall be liable to the latter for damages:

x x x

(6) The right against deprivation of property without due process of law;

x x x

(9)  The right to be secure in one’s person, house, papers, and effects against unreasonable searches and seizures;

x x x

(11)  The privacy of communication and correspondence;

x x x

(17)  Freedom from being compelled to be a witness against one’s self, or from being forced to confess guilt, or from being induced by a promise of immunity or reward to make such confession, except when the person confessing becomes a State witness;


	Action for damages, prevention and other relief
	Implemented

	
	
	Act No. 3815, as amended (Dec. 8, 1930)

The Revised Penal Code
	Article 290 penalizes “any private individual who, in order to discover secrets of another, shall seize his papers or letters and reveal the contents thereof.”  (This provision is not applicable to parents, guardians or persons entrusted with custody, nor to spouses with respect to the papers or letters of either of them).

Article 291 penalizes “any manager, employee or servant who, in such capacity, shall learn the secrets of his principal or master and shall reveal such secrets.”

Article 292 penalizes “the person in charge, employee, or workman of any manufacturing or industrial establishment who, to the prejudice of the owner thereof, shall reveal the secrets of the industry of the latter.”
	Art. 290 – Prision correccional (6 months and 1 day to 6 years) in its minimum and medium periods and a fine not exceeding Php500.00.  If the secret is not revealed by the offender, penalty shall be arresto mayor (1 month and 1 day to 6 months) and a fine not exceeding PhP500.00

Art 291 – Arresto mayor (1 month and 1 day to 6 months) and a fine not exceeding PhP500.00

Art. 292 – Prision correccional (6 months and 1 day to 6 years) in its minimum and medium periods and a fine not exceeding PhP500.00


	Implemented

	
	
	RA 4200 (June 19, 1965)

Anti Wire-Tapping Law


	SECTION 1. It shall be unlawful for any person, not being authorized by all the parties to any private communication or spoken word, to tap any wire or cable, or by using any other device or arrangement, to secretly overhear, intercept, or record such communication or spoken word by using a device commonly known as a dictaphone or dictagraph or detectaphone or walkie-talkie or tape recorder, or however otherwise described:

It shall also be unlawful for any person, be he a participant or not in the act or acts penalized in the next preceding sentence, to knowingly possess any tape record, wire record, disc record, or any other such record, or copies thereof, of any communication or spoken word secured either before or after the effective date of this Act in the manner prohibited by this law; or to replay the same for any other person or persons; or to communicate the contents thereof, either verbally or in writing, or to furnish transcriptions thereof, whether complete or partial, to any other person:..

SECTION 3. Nothing contained in this Act, however, shall render it unlawful or punishable for any peace officer, who is authorized by a written order of the Court, to execute any of the acts declared to be unlawful in the two preceding sections in cases involving the crimes of treason, espionage, provoking war and disloyalty in case of war, piracy, mutiny in the high seas, rebellion, conspiracy and proposal to commit rebellion, inciting to rebellion, sedition, conspiracy to commit sedition, inciting to sedition, kidnapping as defined by the Revised Penal Code, and violations of Commonwealth Act No. 616, punishing espionage and other offenses against national security:..


	Imprisonment for not less than six months or more than six years and with the accessory penalty of perpetual absolute disqualification from public office if the offender be a public official at the time of the commission of the offense, and, if the offender is an alien he shall be subject to deportation proceedings.
	Implemented

	
	
	DTI Department Administrative Order (DAO) No. 08, Series of 2006 (July 26, 2006)
Prescribing Guidelines for the Protection of Personal Data in Information and Communications System in the Private Sector
	Section 1. Declaration of Policy

“1.3.  Whereas, the issuance of clear, transparent, predictable and enforceable rules to clarify and ensure the protection of personal data in an information and communications system in the private sector will encourage and promote the development of Electronic Commerce in the Philippines, enhance its competitiveness in the new economy, protect the consumer, and encourage efficiency and transparency in commercial transactions.

“1.4.  Whereas, the protection of users, in particular with regard to privacy, confidentiality, anonymity and content shall be pursued through policies driven by choice, individual empowerment, and industry-led solutions.  It shall be in accordance with applicable laws.  Subject to such laws, business should be made available to consumers and, where appropriate, business users, the means to exercise choice to privacy, confidentiality, content control and, under appropriate circumstances, anonymity.”

Section 2. Objectives and Sphere of Applications

“2.1.  These “Guidelines” are intended to encourage and provide support to private entities to adopt privacy policies for the protection of personal data in information and communications system in the private sector.”


	No sanction as the adoption of privacy policies by the private sector is voluntary.

The contract/ agreement between the following parties governs their relations:

(a) data subject and the data controller;

(b) data controller and the processor;

(c) data controller and/or data processor and the data protection certifier

As regards the data protection certifier – revocation and suspension of accreditation

(The foregoing applies to succeeding provisions mentioned/cited in this matrix/ report)


	Implemented

	2
	II Notice

(Ref. Para. 15-17)

Personal information controllers should provide clear and easily accessible statements about their practices and policies with respect to personal information that should

include:

a) the fact that personal information is being collected;

b) the purposes for which personal information is collected;

c) the types of persons or organizations to whom personal information might be disclosed;

d) the identity and location of the personal information controller, including information on how to contact them about their practices and handling of personal information;

e) the choices and means the personal information controller offers individuals for limiting the use and disclosure of, and for accessing and correcting, their personal information.

All reasonably practicable steps shall be taken to ensure that such notice is provided either before or at the time of collection of personal information.  Otherwise, such notice should be provided as soon after as is practicable.

It may not be appropriate for personal information controllers to provide notice regarding the collection and use of publicly available information.


	RA 8792 (June 14, 2000)

The Electronic Commerce Act of 2000
	Section 27 directs all government instrumentalities to “ transact the government business and/or perform governmental functions using electronic data messages or electronic documents, and for the purpose, are authorized to adopt and promulgate … the appropriate rules and regulations, or guidelines, to, among others, specify - … the manner and format in which such electronic data messages or electronic documents shall be filed, created, retained or issued; … the control process and procedures as appropriate to ensure adequate integrity, security and confidentiality of electronic data messages or electronic documents or records or payments; other attributes required of electronic data messages or electronic documents or payments; and the full or limited use of the documents and papers for compliance with the government requirements…”

Section 31.  Lawful Access – Access to an electronic file, or an electronic signature of an electronic data message or electronic document shall only be authorized and enforced in favor of the individual or entity having a legal right to the possession or the use of the plaintext, electronic signature or file and solely for the authorized purposes.  The electronic key for identity or integrity shall not be made available to any person or party without the consent of the individual or entity in lawful possession of that electronic key. 


	For Sec. 31, a minimum fine of P100,000 and prison term of six months to three years for unlawful and unauthorized access to computer systems.
	Implemented

	
	
	DTI Department Administrative Order (DAO) No. 08, Series of 2006 (July 26, 2006)
Prescribing Guidelines for the Protection of Personal Data in Information and Communications System in the Private Sector
	Section 4.1. Personal data must be:

4.1.1. Collected for specified and legitimate purposes determined before collecting personal data and are later processed in a way compatible with those purposes.

Section 4.5.  Rights of the data subject – The data subject is entitled:

4.5.1. To be informed by any data controller whether personal data of which that individual is  the data subject are being processed by or on behalf of that data controller.

4.5.1.1. If that is the case, to be given by the data controller a description of:

4.5.1.1.1. The personal data of which that individual is the data subject;

4.5.1.1.2. The purposes for which they are being or are to be processed; and

4.5.1.1.3. The recipients or classes of recipients to whom they are or may be disclosed.

4.5.2. To be notified –

4.5.2.1. The information constituting any personal data of which that individual is the data subject, and

4.5.2.2. Any information available to the data controller as to the source of those data.

Section 4.6. Rights to information – A data subject also has the right to request the following information:

4.6.1. The designation, or name and surname, and address of the data controller;

4.6.2. The purpose, scope and method of the personal data processing;

4.6.3. The date when the personal data concerning the data subject was last rectified;

4.6.4. The source from which the personal data were obtained unless the disclosure of such information is prohibited by law; and

4.6.5. The processing methods utilized for the automated processing systems, concerning the application of which individual automated decisions are taken.”


	
	Implemented

	3
	III Collection Limitation

(Ref. Para. 18)

The collection of personal information should be limited to information that is relevant to the purposes of collection and any such information should be obtained by lawful and fair means, and where appropriate, with notice to, or consent of, the individual concerned.


	RA 8792 (June 14, 2000)

The Electronic Commerce Act of 2000
	Section 31. Lawful Access – Access to an electronic file, or an electronic signature of an electronic data message or electronic document shall only be authorized and enforced in favor of the individual or entity having a legal right to the possession or the use of the plain text, electronic signature or file and solely for the authorized purposes. The electronic key for identity or integrity shall not be made available to any person or party without the consent of the individual or entity in lawful possession of that electronic key.


	A minimum fine of P100,000 and prison term of six months to three years for unlawful and unauthorized access to computer systems.
	Implemented

	
	
	DTI Department Administrative Order (DAO) No. 08, Series of 2006 (July 26, 2006)
Prescribing Guidelines for the Protection of Personal Data in Information and Communications System in the Private Sector


	Section 4.1.  Personal data must be:

“4.1.4.  Identical, adequate and not excessive in relation to the purposes for which they are collected and processed.

“4.1.5.  Kept in form, which permits identification of data subjects for no longer than is necessary for the purposes for which the data were collected an processed.”

	
	Implemented

	4
	IV Use of Personal Information

(Ref. Para. 19)

Personal information collected should be used only to fulfill the purposes of collection and other compatible or related purposes except:

a) with the consent of the individual whose personal information is collected;

b) when necessary to provide a service or product requested by the individual; or,

c) by the authority of law and other legal instruments, proclamations and pronouncements of legal effect.

	RA 1405 (Sept. 9, 1955)

Bank Secrecy Act 

RA 6426 (1971)

Secrecy of Bank Deposits Act.  


	Section 2.  All deposits of whatever nature with banks or banking institutions in the Philippines including investments in bonds issued by the Government of the Philippines, its political subdivisions and its instrumentalities, are hereby considered as of an absolutely confidential nature and may not be examined, inquired or looked into by any person, government official, bureau or office, except upon written permission of the depositor, or in cases of impeachment, or upon order of a competent court in cases of bribery or dereliction of duty of public officials, or in cases where the money deposited or invested is the subject matter of the litigation.

  
	Imprisonment of not more than 5 years or a fine of not more than twenty thousand pesos or both, in the discretion of the court.
	Implemented. 



	
	
	RA 9160, as amended by RA 9194 (Set. 29, 2001)

The Anti-Money Laundering Act of 2001
	The Anti-Money Laundering Act allows exceptions to the Bank Secrecy Act and the Secrecy of Bank Deposits Act.  Section 9(c) of the Act requires bank, insurance companies, financial institutions, and “other entities administering or otherwise dealing in currency, commodities, or financial derivatives” to report to the Anti-Money Laundering Council of the Bangko Sentral ng Pilipinas all covered and suspicious transactions.  The institutions does not have to report the transaction if it involves a “properly identified client and the amount is commensurate with the business or financial capacity of the client; or those with an underlying legal or trade obligation, purpose, origin, or economic justification.”

Section 11.  Authority to Inquire into Bank Deposits – Notwithstanding the provisions of RA 1405, as amended, RA 6426, as amended, RA 8791, and other laws, the Anti-Money Laundering Council may inquire into or examine any particular deposit or investment with any banking institution or non-bank financial institution upon order of any competent court in cases of violation of this Act, when it has been established that there is probable cause that the deposits or investments are related to an unlawful activities …”


	For breach of confidentiality [Sec. 9(c)] – imprisonment ranging from 3 to 8 years and a fine of not less than PhP500,000.00 but not more than PhP1 M.
	Implemented

	5


	V Choice

(Ref. Para. 20)

Where appropriate, individuals should be provided with clear, prominent, easily understandable, accessible and affordable mechanisms to exercise choice in relation to the collection, use and disclosure of their personal information. It may not be appropriate for personal information controllers to provide these mechanisms when collecting publicly available information.


	RA 8792 (June 14, 2000)

The Electronic Commerce Act of 2000
	Section 5(j).  Service provider refers to – (i) On-line service of network access, or the operator of facilities therefore, including entities offering the transmission, routing, or providing of connections for on-line communications, digital or otherwise, between or among points specified by a user, of electronic documents of the user’s choosing; or (ii) The necessary technical means by which electronic documents of an originator may be stored and made accessible to a designated or undesignated third party.


	
	Implemented

	
	
	DTI Department Administrative Order (DAO) No. 08, Series of 2006 (July 26, 2006)
Prescribing Guidelines for the Protection of Personal Data in Information and Communications System in the Private Sector
	Section 4.2.  Criteria for lawful processing of personal data. – Personal data processing is permitted only if not prescribed otherwise by law, and at least one of the following conditions exists:

4.2.1. The data subject has given his or her unambiguous consent;

4.2.2. The personal data processing results from contractual obligations of the data subject;

4.2.3. The data processing is necessary to a data controller for the performance of his or her lawful obligations but in such cases, the processing shall be permitted only to fulfill the intention of the parties; or

4.2.4. The data processing is necessary to protect vitally important interests of the data subject, including life and health.”
	
	Implemented

	6
	VI Integrity of Personal Information

(Ref. Para. 21)

Personal information should be accurate, complete and kept up-to-date to the extent necessary for the purposes of use.


	RA 8792 (June 14, 2000)

The Electronic Commerce Act of 2000
	Section 10. Original Documents – (1) Where the law requires information to be presented or retained in its original form, that requirement is met by an electronic data message or electronic document, if: (a) the integrity of the information from the time when it was first generated in its final forms, as an electronic data message or electronic document is shown by evidence aliunde or otherwise; and (b) where it is required that information be presented, that the information is capable of being displayed to the person to whom it is to be presented.


	
	Implemented

	
	
	DTI Department Administrative Order (DAO) No. 08, Series of 2006 (July 26, 2006)
Prescribing Guidelines for the Protection of Personal Data in Information and Communications System in the Private Sector
	Section 4.1.  Personal data must be:

4.1.2. Processed accurately, fairly and lawfully.

4.1.3.  Accurate, and, where necessary for the processing of personal data, kept up to date; inaccurate or incomplete data must be rectified, supplemented, destroyed or their further processing must be restricted.

Section 4.4.  Storage of data – Personal data may be stored and used only for as long as it is necessary to achieve the purpose for which it was processed.  Unless otherwise stipulated in acts of individual types of personal data, personal data shall either be deleted from a personal data or blocked once the purpose from the preceding paragraph has been achieved.


	
	Implemented

	7
	VII Security Safeguards

(Ref. Para. 22)

Personal information controllers should protect personal information that they hold with appropriate safeguards against risks, such as loss or unauthorized access to personal information, or unauthorized destruction, use, modification or disclosure of information or other misuses. Such safeguards should be proportional to the likelihood and severity of the harm threatened the sensitivity of the information and the context in which it is held, and should be subject to periodic review and reassessment.


	RA 8792 (June 14, 2000)

The Electronic Commerce Act of 2000
	Section 24. Choice of Security Methods – Subject to applicable laws and/or rules or guidelines promulgated by the Department of Trade and Industry with other appropriate government agencies, parties to any electronic transaction shall be free to determine the type and level of electronic data message and electronic document security needed, and to select and use or implement appropriate technological methods that suit their needs.


	
	Implemented

	
	
	DTI Department Administrative Order (DAO) No. 08, Series of 2006 (July 26, 2006)
Prescribing Guidelines for the Protection of Personal Data in Information and Communications System in the Private Sector
	Section 6.  Lawful Access to Personal Data in an Information and Communications System – Access to personal data in an information and communications system shall only be authorized in favor of the individual or entity having a legal right to the possession or the use of the file and solely for the authorized purposes.  It shall not be made available to any person or party without the consent of the individual or entity in lawful possession, or in the absence of court order.

Section 8.  Security of Data

8.1. The data controller and data processor must implement appropriate organizational and technical measures intended for the protection of personal data against any accidental or unlawful destruction, alteration, and disclosure as well as against any other unlawful processing.  These measures must ensure a level of security appropriate to the nature of the data to be protected and the risks represented by the processing and must be specified in a written document or its equivalent (data processing regulations approved by the data controller, a contract concluded by the data controller and the data processor, etc.)

8.2. The data controller shall himself process personal data and/or shall authorize the data processor to do so.  If the data controller authorizes the data processor to process personal data, he/she must choose a processor providing guarantees in respect of adequate technical and organizational data protection measures and ensuring compliance with those measures.

8.3. When authorizing the data processor tp process personal data, the data controller shall stipulate that personal data must be processed only on instructions form the data controller.

8.4. The relations between the data controller and the data processor who is not the data controller shall be regulated by a written contract except where such relations are provided for by laws or other legal acts.

8.5. The employees of the data controller, the data processor and their representatives who are processing personal data must keep confidentiality of personal data if these personal data are not intended for public disclosure.  This obligation shall continue even after their transfer to another position or upon termination of employment or contractual relations.


	
	Implemented

	8
	VIII Access and Correction

(Ref. Para. 23-25)

Individuals should be able to:

a) obtain from the personal information controller confirmation of whether or not the personal information controller holds personal information about them;

b) have communicated to them, after having provided sufficient proof of their identity, personal information about them;

i. within a reasonable time;

ii. at a charge, if any, that is not excessive;

iii. in a reasonable manner;

iv. in a form that is generally understandable; and,

c) challenge the accuracy of information relating to them and, if possible and as appropriate, have the information rectified, completed, amended or deleted.

Such access and opportunity for correction should be provided except where:

(i) the burden or expense of doing so would be unreasonable or disproportionate to the risks to the individual’s privacy in the case in question;

(ii) the information should not be disclosed due to legal or security reasons or to protect confidential commercial information; or

(iii) the information privacy of persons other than the individual would be violated.

If a request under (a) or (b) or a challenge under (c) is denied, the individual should be provided with reasons why and be able to challenge such denial. 


	RA 8792 (June 14, 2000)

The Electronic Commerce Act of 2000
	Section 11.  Authentication of Electronic Data Messages and Electronic Documents – Until the Supreme Court by appropriate rules shall have so provided, electronic documents, electronic data messages and electronic signatures, shall be authenticated by demonstrating, substantiating and validating a claimed identity of a user, device, or another entity in an information or communication system, among other ways, as follows:

(a) The electronic signature shall be authenticated by proof that a letter, character, number or other symbol in electronic form representing the persons named in and attached to or logically associated with an electronic data message or electronic document;

(b) The electronic data message and electronic document shall be authenticated by proof that an appropriate security procedure, when applicable was adopted and employed for the purpose of verifying the originator of an electronic data message and/or electronic document, or detecting error or alteration in the communication, content or storage of an electronic document or electronic data message from a specific point, which using algorithm or codes, identifying words or numbers, encryptions, answers back or acknowledgement procedures, or similar security devices.


	
	Implemented

	
	
	DTI Department Administrative Order (DAO) No. 08, Series of 2006 (July 26, 2006)
Prescribing Guidelines for the Protection of Personal Data in Information and Communications System in the Private Sector
	Section 4.7. Data subject’s right of access to his or her personal data.  A data subject has the right, within a period of thirty (30) days from the date of submission of the relevant request, to receive from the data controller or data processor the information specified in the preceding Section in writing. (Refer to Section 4.6 under IV Notice)

Section 4.8.  Data subject’s right to request rectification, destruction of his personal data or restriction of further processing of his personal data.

4.8.1. A data subject has the right to request that his or her personal data be supplemented or rectified, as well as that their processing be suspended or that the data be destroyed if the personal data are incomplete, outdated, false, unlawfully obtained or are no longer necessary for the purposes for which they were collected.  If the data subject is able to substantiate that the personal data included in the personal data processing system are incomplete, outdated, false, unlawfully obtained or no longer necessary for the purposes for which they were collected, the data controller has an obligation to rectify this inaccuracy or violation without delay and notify third parties who have previously received the processed data of such.  If information has been retracted, a data controller shall ensure the accessibility of both the new and the retracted information, and that the information mentioned is received simultaneously by recipients thereof.

Section 4.9. Right to object. – A data subject has the right to object (inwriting, orally or in any other form) to the processing of his or her personal data if such will be used for commercial purposes.


	
	Implemented

	9
	IX Accountability

(Ref. Para. 26)

A personal information controller should be accountable for complying with measures that give effect to the Principles stated above. When personal information is to be transferred to another person or organization, whether domestically or internationally, the personal information controller should obtain the consent of the individual or exercise due diligence and take reasonable steps to ensure that the recipient person or organization will protect the information consistently with these Principles.


	RA 8792 (June 14, 2000)

The Electronic Commerce Act of 2000
	Sec 32.  Obligation of Confidentiality. – Except for the purposes authorized under this Act, any person who obtained access to any electronic key, electronic data message, or electronic document, book, register, correspondence, information, or other material pursuant to any powers conferred under this Act, shall not convey to or share the same with any other person.


	A minimum fine of PhP100,000.00 and a maximum commensurate to the damage incurred and a mandatory imprisonment of 6 months to 3 years.


	Implemented

	
	
	RA 3019 (Aug. 17, 1960)

Anti-Graft and Corrupt Practices Act
	Section 3 – Corrupt practices of public officers

(k) Divulging valuable information of a confidential character, acquired by his office or by him on account of his official position to unauthorized persons, or releasing such information in advance of its authorized released date.”
	Imprisonment for not less than 6 years and 1 month nor more than 15 years

Perpetual disqualification from public office  

Confiscation or forfeiture in favor of the government of any prohibited interest and unexplained wealth manifestly out of proportion to his salary and other lawful income


	Implemented

	
	
	RA 1405 (Sept. 9, 1955)

Bank Secrecy Act
	Section 3. It shall be unlawful for any official or employee of a banking institution to disclose to any person other than those mentioned in Section two hereof any information concerning said deposits.


	Imprisonment of not more than 5 years or a fine of not more than twenty thousand pesos or both, in the discretion of the court.


	Implemented

	
	
	RA 6713 (Feb. 20, 1989)

Cod of Conduct and Ethical Standards for Public Officials and Employees
	Section 5 – Duties of Public Officials and Employees

(e) Make documents accessible to the public – All public documents must be made accessible to, and readily available for inspection by, the public within reasonable working hours.

Section 7 – Prohibited Acts and Transaction

(c) Disclosure and/or misuse of confidential information – Public officials and employees shall not use or divulge, confidential or classified information officially known to them by reason of their office and not made available to the public, either;

x x x

(5) to further their private interest, or give undue advantage to anyone, or;

(6) to prejudice the public interest.


	Fine not exceeding the equivalent of 6 months’ salary or suspension not exceeding 1 year, or removal depending on the gravity of the offense.  (If violation is punishable by a heavier penalty under another law, he shall be prosecuted under the latter statute).

For Section 7 – imprisonment not exceeding 5 years, or a fine not exceeding PhP5,000.00, or both, and, in the discretion of the court of competent jurisdiction, disqualification to hold public office.

Any violation proven in a proper administrative proceeding shall be sufficient cause for removal or dismissal of a public official or employee, even if no criminal prosecution is instituted against him.


	Implemented

	
	
	DTI Department Administrative Order (DAO) No. 08, Series of 2006 (July 26, 2006)

Prescribing Guidelines for the Protection of Personal Data in Information and Communications System in the Private Sector
	Section 4.3. Disclosure of Personal Data to Data Processor

3.3.1. A data controller may entrust personal data processing to a personal data processor provided a written contract is entered into between them

3.3.2. A personal data processor may process personal data entrusted to him or her only within the scope determined in the contract and in accordance with the purposes provided for therein;

3.3.3. Prior to commencing personal data processing, a personal data processor shall perform safety measures determined  by the data controller for the protection of the system in accordance with the requirements in this Guidelines and the E-Commerce Law

Section 7.  Obligation of Confidentiality – Except for the purposes under these Guidelines, any person who obtained access to personal data in an information and communications system pursuant to any power conferred under the E-Commerce Law, shall not convey to or share the same with any other person.


	
	Implemented

	
	
	Presidential Decree No. 1718 (Aug. 21, 1980)

Providing For Incentives in the Pursuit of Economic Development Programs Restricting The Use of Documents and Information Vital to The National Interest in Certain Proceedings and Processes.


	Section 1. It is hereby declared a policy of the State that any and all documents and information possessed by or in the custody of Philippine corporations, entities or individuals doing business in the pursuit of the national economic development programs of the Government and/or engaged in the development, promotion, protection and export of Philippine products to increase foreign currency revenues, are vital to the national interest and should not be utilized by any foreign person or government to the prejudice and/or detriment of said corporations, entities or individuals, including their officers and employees.

Section 2. To implement this policy, no person shall take or cause to be taken, send or cause to be sent, or remove or caused to be removed from the territorial jurisdiction of the Philippines, or deliver in any manner or form to any foreign person or government or its agent or representative, any document or information as herein defined relating in any manner to any business carried on in the Philippines, unless such taking, sending or removal is consistent with and forms part of a regular practice of furnishing to a head office or parent company or organization outside of the Philippines, or is in connection with a proposed business transactions requiring the furnishing of the document or information, or is required or necessary for negotiations or conclusions of business transactions, or is in compliance with an international agreement to which the Philippines is a party, or is made pursuant to the authority granted by the designated representative(s) of the President as herein described.

	Imprisonment of not more than 3 years or a fine of not more than P100,000.00 or both, in the discretion of the court.
	While the law was passed in 1980, it lacks force because rules and regulations have not been issued to allow enforcement.

	C
	Network point of contact arrangements

	
	Contact details will be made available to APEC members through the APEC Secretariat.
	
	


-- // --
� Note here the legislation, rule, code, framework or other privacy protection scheme. Where possible please provide the URL for the website where the legislation or arrangement is available.


� Insert the full text or summary of the provisions of your privacy protection scheme(s) that correspond to the  APEC Privacy Principles identified in the column titled “APEC Principle/ Commentary”.


� Sanctions should include the nature of the remedies available, the means by which they are obtained, and by whom (for example, government, local law enforcement, private right of action, etc.).  


� Identify areas where the practice and the intent of the principle need further consideration; and identify the status of the economies’ practice, for example enacted, introduced, draft.  If your legislation, rule, code, framework or other privacy protection scheme is at the drafting or proposal stage and has not yet been enacted or implemented, please indicate here and provide any other useful comments."


� Please provide contact details such as name and/or title, address, telephone and email contacts.  This information will not be published but will be made available to economies.
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