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PRESENTATION 

 
The terrorist threat in the APEC region (and around the world) is growing. As a result, 
economies must equip themselves with the tools and expertise to derail terrorist financing, 
as part of a multidimensional preventive approach to tackling this problem at the domestic 
level, but also strengthening the region’s counter-terrorism capacity as a whole.  
 
The response from the international community lies in the United Nations Security Council 
(UNSC) Resolutions and Financial Action Task Force (FATF) 40 Recommendations. These 
regimes are becoming more complex, primarily in response to the fact that, terrorist groups 
themselves – the Islamic State being a chief example – are becoming more dynamic, covering 
greater geographical space, and in constant need of diversifying their sources of funding to 
adapt to the international community’s responses and fulfill their illicit objectives. Terrorist 
groups are increasingly delving into other aspects of transnational crime (human and drug 
trafficking, money laundering, etc.) to acquire funds, further hindering member economies’ 
ability to detect and deny their access to the international financial market. 
 
The following E-Booklet was elaborated under the scope of APEC project CTWG 01 2017 – 
“Halting Terrorist Financing: APEC Workshop on Targeted Financial Sanctions Regime” and  
captures the content of the three-day workshop held in November 2017 in Santiago, Chile 
on Targeted Financial Sanctions regime related to terrorism and terrorist financing. The 
project aimed to increase APEC members’ understanding of the targeted financial sanctions 
regime as stated in the resolutions issued by the United Nations Security Council and the 
FATF 40 Recommendations relating to the prevention and suppression of terrorism and 
terrorist financing, and assist economies in strengthening the development and 
implementation of the terrorist financing preventive regime. 
 
The e-booklet contains the core content of the presentations and concrete 
recommendations presented at the workshop, to be circulated digitally to the participants 
and made available through the APEC website. 
 
The Project Overseers want to thank Mr. Javier Martínez, Counter-Terrorism Committee 
Executive Directorate (CTED), United Nations; Mr. Juan Cruz Ponce, Latin American Financial 
Action Task Force (GAFILAT); Mr. Esteban Fullin, Regional Advisor AML/CFT Latin America 
and the Caribbean, International Monetary Fund (IMF); Mr. Hagan Barnett, Chief, 
Counterterrorism Section, Office of Foreign Assets Control, Department of the Treasury of 
the United States; Mr. Dmitry Vitashov, Deputy Head of the Counter-Terrorism Financing 
Department, Russian Federation and Mr. James Nachipo, Director, Counter-Terrorism Asia 
Pacific & Multilateral, Counter Terrorism Branch, Department of Foreign Affairs and Trade, 
Australia, for their outstanding presentations. 
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CHAPTER I:  
 
UNITED NATIONS´ SECURITY COUNCIL (UNSC) RESOLUTIONS 
ON FINANCING OF TERRORISM AND PROLIFERATION OF 
WEAPONS OF MASS DESTRUCTION (WMD). 
 

 

1. Key elements and requirements of UNSC Resolutions on Terrorism 

and Terrorist financing. 

1.1 Security Council Committee established pursuant to resolution 1267 (1999) 
concerning Al-Qaida and the Taliban and associated Individuals and entities. 
 
Establishment and Mandate 
 
The Committee was established on 15 October 1999 under resolution 1267 which previously imposed 
sanctions measures on Taliban-controlled Afghanistan for its support of Usama Bin Laden and Al-
Qaida. The sanctions regime was modified and strengthened by subsequent resolutions, including 
resolutions 1333 (2000), 1390 (2002), 1455 (2003), 1526 (2004), 1617 (2005), 1735 (2006), 1822 
(2008) and 1904 (2009). On 17 June 2011, with the adoption of resolutions 1988 (2011) and 1989 
(2011), the Security Council split the 1267 Committee into two Committees, namely, the Al-Qaida 
Sanctions Committee and the 1988 Sanctions Committee. The names of the individuals and entities 
on the Al-Qaida Sanctions List against whom the 3 sanctions measures (assets freeze, travel ban and 
arms embargo) continue to be applied by all States can be found at: 
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml. The Al-Qaida Sanctions 
Committee continues to oversees the implementation by UN Member States of these 3 sanctions 
measures; considers names submitted for listing and de-listing as well as any additional information 
on listed individuals and entities; and considers exemptions to the assets freeze and travel ban 
measures. Since March 2009, the Committee has made accessible on its website, narrative 
summaries of reasons for listing for the individuals and entities on the Al-Qaida Sanctions List. The 
Security Council also recognized the need for the 1988 Sanctions Committee to maintain contact with 
the Al-Qaida Sanctions Committee, the CTC and the 1540 Committee, particularly given the 
continuing presence and negative influence on the Afghan conflict by Al-Qaida, and any cell, affiliate, 
splinter group or derivative thereof. 
 
Expert Group 
 
The Al-Qaida Sanctions Committee is assisted by a Monitoring Team of 8 experts established under 
resolution 1526 (2004) with expertise related to activities of the Al-Qaida organization and/or the 
Taliban, including: counter-terrorism and related legislation; financing of terrorism and international 
financial transactions, including technical banking expertise; alternative remittance systems, 
charities, and use of couriers; border enforcement, including port security; arms embargoes and 
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export controls; and drug trafficking. The Team is ready to assist Member States on any issue related 
to the Al-Qaida sanctions regime and can be contacted by email at: 1267mt@un.org. The Monitoring 
Team has been extended under resolution 1989 (2011) to continue to assist the Al-Qaida Sanctions 
Committee and under resolution 1988 (2011) to also support the 1988 Sanctions Committee for a 
period of 18 months until 31 December 2012. 
 
Measures 
 
The Al-Qaida Sanctions Committee monitors a sanctions regime which requires all UN Member States 
to:  
 

1. Freeze without delay, the funds and other financial assets or economic resources of the 

individuals and entities designated on the Al-Qaida Sanctions List. There is no requirement 

to seize or confiscate/forfeit these assets, funds and resources.  

2. Prevent the entry into or the transit through their territories of the individuals designated on 

the Al-Qaida Sanctions List. There is no requirement to arrest or prosecute these individuals.  

3. Prevent the direct or indirect supply, sale or transfer, from their territories or by their 

nationals outside their territories, or using their flag vessels or aircraft, of arms and related 

materiel of all types, including military equipment, spare parts and technical advice, 

assistance, or training related to military activities, to the individuals and entities on the Al-

Qaida Sanctions List.  

 
All three measures are preventive in nature and are not reliant on criminal standards set out under 
domestic law.  
 
More information can be found on the Committee’s website at:  
 
http://www.un.org/sc/committees/1267/index.shtml 

 
 

1.2 Security Council Committee established pursuant to Resolution 1373 (2001) 
concerning Counter-Terrorism. 
 
Establishment and Mandate 
 
Following the adoption of resolution 1368 (2001), in the wake of the attacks of 11 September 2001, 
the Security Council adopted resolution 1373 (2001) which, inter alia, requires States to combat 
terrorism through a series of actions that are best carried out through the adoption of laws and 
regulations and the establishment of administrative structures. Resolution 1373 (2001) also called 
upon States to work together to prevent and suppress terrorist acts, including through increased 
cooperation.  
It also established the Counter-Terrorism Committee (CTC) to monitor implementation of the 
resolution by all States and to increase the capability of States to fight terrorism. In carrying out its 
mandate, the CTC liaises with international, regional and subregional organizations and devotes 

http://www.un.org/sc/committees/1267/index.shtml
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substantial attention to facilitating the provision of assistance to those States that require such 
assistance for the effective implementation of the resolution. The CTC conducts visits to Member 
States and works closely with donors, organizations and recipient States regarding facilitation of 
technical assistance and capacitybuilding.  
 
The CTC is also mandated to maintain a dialogue with States on the implementation of resolution 
1624 (2005) on prohibiting incitement to commit terrorists acts and promoting dialogue and 
understanding among civilizations. The CTC developed a Preliminary Implementation Assessment 
(PIA) and a Technical Guide to assist States identify steps that should to taken to implement Security 
Council resolution 1373 (2001) effectively. 
 
On 28 September 2011, the CTC held a special meeting commemorating the adoption of Security 
Council resolution 1373 (2001) ten years ago. The meeting resulted in an outcome document and 
launched the updated version of the Global Implementation Survey of resolution 1373 (2001). The 
Survey outlines areas of priorities for Member States, the Committee, and CTED on the effective 
implementation of resolution 1373 (2001).  
 
The Global Implementation Survey of resolution 1373 (2001) can be found at: 
 
https://www.un.org/sc/ctc/wp-content/uploads/2016/10/Global-Implementation-Survey-
1373_EN.pdf 
 
A similar survey on the implementation of Security Council resolution 1624 (2005) was also adopted 
by the Committee, in 2016. Pursuant to this resolution, which is aimed primarily at the threat posed 
by incitement to commit a terrorist act or acts, the survey considers all operative elements in 
resolution 1624 (2005), including human rights aspects, identifies trends and developments that have 
emerged since the last report in 2012, and ends with conclusions and recommendations for its 
enhanced implementation. 
 
The Global Implementation Survey of resolution 1624 (2005) can be found at: 
 
https://www.un.org/sc/ctc/wp-content/uploads/2016/10/Global-Implementation-Survey-
1624_EN.pdf 
 
 
Expert Group 
 
The CTC was originally assisted by a group of 10 experts. Subsequently, in seeking to revitalize the 
CTC, the Security Council established the CounterTerrorism Committee Executive Directorate (CTED) 
pursuant to resolution 1535 (2004), in order to enhance the ability of the CTC to monitor the 
implementation of resolution 1373 (2001) and effectively continue its capacity-building work. The 
mandate of CTED was extended until 31 December 2013 under resolution 1963 (2010).  
 
CTED is headed by an Executive Director with the rank of Assistant Secretary-General. It consists of 
the Executive Director’s office; the Assessment and Technical Assistance Office (ATAO), comprising 
the Head of Office, three Geographical Clusters and five thematic Working Groups, including a Senior 

https://www.un.org/sc/ctc/wp-content/uploads/2016/10/Global-Implementation-Survey-1373_EN.pdf
https://www.un.org/sc/ctc/wp-content/uploads/2016/10/Global-Implementation-Survey-1373_EN.pdf
https://www.un.org/sc/ctc/wp-content/uploads/2016/10/Global-Implementation-Survey-1624_EN.pdf
https://www.un.org/sc/ctc/wp-content/uploads/2016/10/Global-Implementation-Survey-1624_EN.pdf
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Human Rights Advisor. CTED’s Administration and Information Office (AIO), comprises of the Head of 
Office and support staff.  
CTED can be contacted by email at: cted@un.org 
 
Measures 
 
Legal, institutional and practical measures related to resolution 1373 (2001), including their related 
technical assistance measures, fall under the following categories:  
 

1. Counter-terrorism law and practice (e.g. international counterterrorism instruments)  

2. Financial law and practice (e.g. criminalization of the financing of terrorism, establishing a 

Financial Intelligence Unit (FUI), freezing of funds, etc.) 

3. Customs and border controls  

4. Police and law enforcement  

5. Immigration law and practice to prevent movement of terrorists  

6. Extradition law and practice (e.g. mutual legal assistance)  

7. Training and capacity-building for the judiciary  

8. Expert monitoring and illegal arms trafficking  

9. Civil aviation security 10. Maritime security  

10. Transportation security  

11. Military counter-terrorism training  

12. National security  

Website: http://www.un.org/sc/ctc/ 
 
 

 

2. Key elements and requirements of designated financial sanctions 

regimes.  

Differences and Similarities between Resolution 1267 (1999) and Resolution 1373 (2001) 
Comparative Table 
 

Characteristics and conditions  Resolution 1267 (1999) 
 

Resolution 1373 (2001) 
 

Security Council Sanction 
Committee Designates 

Yes No 

Member State Designates No Yes 

Designation Decision is taken ex 
parte (without the knowledge of 
the individual or entity being 
proposed) 

Yes Yes 

Designation decision maybe made 
by EITHER Judicial Proceedings or 
Executive Authority 

No Yes 

mailto:cted@un.org
http://www.un.org/sc/ctc/
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Designation includes Asset Freeze, 
Travel Ban, Arms Embargo 

Yes No 

The test applied for designation is 
‘reasonable grounds’ or ‘reasonable 
basis’ 

Yes Yes 

Designation is a finding of criminal 
guilt 

No No 

The Designated Party must be 
provided with a summary of reasons 
for their designation and outlining 
what activities they are prohibited 
from engaging in. 

Yes Yes 

Freeze “without delay” upon 
designation 

Yes Yes 

The Designated Party must be 
informed when their assets are 
frozen by the Private Sector 

No No 

Member States can remove freeze 
where Mistaken identity occurs 

Yes Yes 

Sanctions have transnational / 
extra-territorial effect 

Yes No 

A Member State may make a ‘Third 
Party’ Request to another Member 
State for freezing action 

No Yes 

Penalties for non-compliance 
administered by Security Council 

No No 

Penalties for non-compliance 
administered by Member State 

Yes Yes 

The work of the Sanctions regime is 
conducted by Committee that 
reports to the Security Council 

Yes No 

Identity of Member State proposing 
designation made public 

Yes Yes 

Is part of Anti-Money Laundering No No 

Is part of Counter-Terrorist 
Financing 

Yes Yes 

Requires a predicate criminal 
offence 

No No 

The objective to prevent terrorism Yes Yes 

Requires criminal proceedings or a 
criminal investigation 

No No 

Member States responsible for 
licensing transactions 

No Yes 

Security Council Sanction 
Committee responsible for 
Exemptions 

Yes No 
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Member State responsible for 
creating offences in domestic law 
for breach of sanctions 

Yes Yes 

Member State must have an appeals 
process for de-listing 

No Yes 

Member State can delist Designated 
Party 

No Yes 

UN Sanction Committee has power 
to delist 

Yes No 

Human Rights should be applied 
when taking decisions in relation to 
sanctions implementation 

Yes Yes 
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CHAPTER II:  
 
FINANCIAL ACTION TASK FORCE (FATF) RECOMMENDATIONS 
ON TERRORIST FINANCING AND TARGETED FINANCIAL 
SANCTIONS.  
 

1. Overview of Recommendations 5, 6 and 7 of the 40 FATF 

Recommendations. 
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2. View and analysis of APEC´s weaknesses and strengths in the 

implementation of Targeted Sanctions Regime according to the results 

of Mutual Evaluations Reports in the region.  
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CHAPTER III:  
 
EMERGING ISSUES AND TRENDS RELATED TO TERRORISM AND 
TERRORIST FINANCING. 
 
1. Relevant aspects of FATF Recommendation 8. 
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CHAPTER IV:  
 
GOOD PRACTICES AND RECOMMENDATIONS. 
 

1. United States´ Targeted Financial Sanctions Regime: Implementation 
of UNSC Resolutions and FATF Recommendations. 
 

 
 

 
 



 

 

39 

 
 

 
 



 

 

40 

 
 

 
 
 



 

 

41 

 
 
 

 
 



 

 

42 

 
 

 
 



 

 

43 

 
 
 

 
 



 

 

44 

 
 

 
 



 

 

45 

 
 

 
 



 

 

46 

 
 

 
 



 

 

47 

 
 
 

 
 
 



 

 

48 

 
 
 

 
 
 



 

 

49 

2. The Russian Federation´s Targeted Financial Sanctions Regime: 
Implementation of UNSC Resolutions and FATF Recommendations. 
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3. Australia´s Targeted Financial Sanctions Regime: Implementation of 
UNSC Resolutions and FATF Recommendations. 
 
Guiding principles / recommendations 
 

 Detecting and disrupting the financing of terrorism is crucial to combating terrorism. Without 

finance, terrorists cannot buy materials they use to carry out attacks. 

 

 Countering terrorist financing requires an understanding of the typologies that are used to move 

or transfer money from one location to another.  

 

 Economies must understand current patterns and channels used by terrorist networks, and the 

profiles of the individuals and entities involved. That understanding is crucial in assisting 

economies, banks, and financial institutions to identify transactions relating to the financing of 

terrorism or the circumvention of financial sanctions and take appropriate action.  

 

 Economies must ensure that all relevant entities remain compliant with UNSC sanctions and FATF 

recommendations. 

 

 Australia encourages all economies to fully adhere to the FATF standards on terrorist financing 

and counter-proliferation financing. 
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 Australia is committed to continuing to work to improve the effectiveness of its counter-terrorism 

and counter-proliferation financing regimes in a manner consistent with the requirements of the 

FATF standards. 

 

Australia’s Targeted Financial Sanctions Regime 
 

 Australia has three separate UNSC counter-terrorism sanctions regimes: 

 UNSC ISIL (Da’esh)/Al-Qaida sanctions regime (UNSC resolutions 1267/1989/2253) 

 UNSC Taliban sanctions regime (UNSC resolution 1988) 

 UNSC 1373 sanctions regime (UNSC resolution 1373) 

 

 All UNSC sanctions regimes are implemented by Australia within the same legislative framework, 

known as the Charter of the United Nations Act 1945 and its various sets of Regulations.   

 

 Under said law, listings under the UNSC ISIL (Da’esh)/Al-Qaida and UNSC Taliban sanctions regimes 

are immediately and automatically incorporated in Australian law. 

 

 Listings under the UNSC 1373 sanctions regime can be made by the Minister for Foreign Affairs, 

who has the legal authority to impose targeted financial sanctions on entities and individuals who 

commit, attempt to commit, participate in or facilitate terrorist acts.  

 

 Listings under the 1373 regime must be reviewed every three years. A listing ceases to have effect 

on the third anniversary of the day the listing took effect, unless the Minister has declared, that 

the listing continues to have effect. 

 

 To ensure due process after a listing, the law contains review rights for listed a person or entity. A 

person may apply to the Minister in writing to have the listing revoked. 

 

 A person who suffers loss as a result of another person’s good faith, non‐negligent but mistaken 

compliance with the asset freeze is entitled to be compensated by the Australian Government. 

 

 In Australia, contravening a sanctions measure is a serious offence. It is a serious criminal offence 

under Australian law for any person to: 

 make assets available, directly or indirectly, to or for the benefit of a designated person 

or entity 

 use or deal with assets owned or controlled by a designated person or entity. 

 

 Australia defines the following as “assets”: 

 an asset of any kind or property of any kind, whether tangible or intangible, movable or 

immovable, however acquired, and; 

 A legal document or instrument in any form, including electronic or digital, evidencing title 

to, or interest in, such an asset or such property, including, but not limited to, bank credits, 

travelers’ checks, bank checks, money orders, shares, securities, bonds, debt instruments, 

drafts and letters of credit. 
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Outreach 
 

 The Department of Foreign Affairs and Trade (DFAT) undertakes regular outreach sessions in 

major cities to assist the public, financial institutions and relevant entities to understand the 

sanctions regimes. 

 

 Comprehensive guidance on the DFAT web site at www.dfat.gov.au/sanctions, where the public 

can: 

 find out what sanctions measures may apply to their situation; 

 check the DFAT Consolidated List, which includes the names of all designated persons and 

entities; 

 subscribe to receive notification of Consolidated List updates 

 inquire about whether a specific activity requires a permit  

 

Listing of terrorist organizations 
 

 The Australian Commonwealth Attorney-General can also list terrorist organizations under 

Australia’s Criminal Code Act 1995. 

 

 Under the law, there are two ways for an organization to be identified as such:by a court, as 

part of the prosecution of a terrorist organization offence. 

 by being ‘listed’ by the Government under the Criminal Code Regulations. 

 

 Before listing a terrorist organization, the Australian Commonwealth Attorney-General must be 

satisfied on reasonable grounds that the organization: 

 is directly or indirectly engaged in, preparing, planning, assisting in or fostering the doing of 

a terrorist act, or 

 advocates the doing of a terrorist act. 

 

 The Australian Security Intelligence Organisation (ASIO) and the Attorney-General’s Department 

have lead roles in providing support to the Attorney-General in relation to the listing of terrorist 

organizations. 

 

 A regulation listing a terrorist organization ceases to have effect three years after it commences. 

This ensures that there is regular review as to whether the organization continues to meet the 

legislative criteria for listing. 

 

 Currently, 24 organizations are listed as terrorist organizations under the Criminal Code. An 

updated list is available on the Australian National Security website. 

 

 The Department of Foreign Affairs and Trade communicates designations to financial institutions 

by publishing a Consolidated List of all designated persons and entities on the DFAT web site 

(updated within one business day of new designations). 

http://www.dfat.gov.au/sanctions
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FATF recommendations 
 

 Australia’s FATF Mutual Evaluation in 2015 concluded that its technical compliance with its 

counter-terrorism targeted financial sanctions obligations were positive with an overall rating of 

compliant. 

 

 However, in its assessment of effectiveness, the FATF found that Australia did not adequately 

monitor or supervise the financial sector’s compliance with the targeted financial sanctions 

requirements. The absence of a supervisory body for TFS was recognized by the FATF as a major 

shortcoming in Australia’s supervisory regime. 

 

Reforms to Australia’s anti-money laundering and counter-terrorism financing regime. 
 

 The reforms were prompted by a statutory review of Australia's AML/CTF regime, which made 84 

recommendations to shape a modern and efficient regulatory regime that can respond to new 

and emerging threats. 

 

 The Government is progressing the implementation of the recommendations of the review in 

phases. Phase once has commenced and it encompasses: 

 

 a Bill has been introduced into Parliament, which includes regulation of digital currencies and 

provides for more flexible and effective powers for the regulator; 

 a proposal for a second Bill for introduction in 2018 that includes an overhaul of the 

framework for accessing and disclosing AUSTRAC information; 

 industry will continue to be closely consulted on the design of reforms to the AML/CTF 

regime. 

 

 


