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PRESENTATION

The terrorist threat in the APEC region (and around the world) is growing. As a result,
economies must equip themselves with the tools and expertise to derail terrorist financing,
as part of a multidimensional preventive approach to tackling this problem at the domestic
level, but also strengthening the region’s counter-terrorism capacity as a whole.

The response from the international community lies in the United Nations Security Council
(UNSC) Resolutions and Financial Action Task Force (FATF) 40 Recommendations. These
regimes are becoming more complex, primarily in response to the fact that, terrorist groups
themselves —the Islamic State being a chief example —are becoming more dynamic, covering
greater geographical space, and in constant need of diversifying their sources of funding to
adapt to the international community’s responses and fulfill their illicit objectives. Terrorist
groups are increasingly delving into other aspects of transnational crime (human and drug
trafficking, money laundering, etc.) to acquire funds, further hindering member economies’
ability to detect and deny their access to the international financial market.

The following E-Booklet was elaborated under the scope of APEC project CTWG 01 2017 —
“Halting Terrorist Financing: APEC Workshop on Targeted Financial Sanctions Regime” and
captures the content of the three-day workshop held in November 2017 in Santiago, Chile
on Targeted Financial Sanctions regime related to terrorism and terrorist financing. The
project aimed to increase APEC members’ understanding of the targeted financial sanctions
regime as stated in the resolutions issued by the United Nations Security Council and the
FATF 40 Recommendations relating to the prevention and suppression of terrorism and
terrorist financing, and assist economies in strengthening the development and
implementation of the terrorist financing preventive regime.

The e-booklet contains the core content of the presentations and concrete
recommendations presented at the workshop, to be circulated digitally to the participants
and made available through the APEC website.

The Project Overseers want to thank Mr. Javier Martinez, Counter-Terrorism Committee
Executive Directorate (CTED), United Nations; Mr. Juan Cruz Ponce, Latin American Financial
Action Task Force (GAFILAT); Mr. Esteban Fullin, Regional Advisor AML/CFT Latin America
and the Caribbean, International Monetary Fund (IMF); Mr. Hagan Barnett, Chief,
Counterterrorism Section, Office of Foreign Assets Control, Department of the Treasury of
the United States; Mr. Dmitry Vitashov, Deputy Head of the Counter-Terrorism Financing
Department, Russian Federation and Mr. James Nachipo, Director, Counter-Terrorism Asia
Pacific & Multilateral, Counter Terrorism Branch, Department of Foreign Affairs and Trade,
Australia, for their outstanding presentations.

UNIDAD DE
ANALISIS FINANCIERO

GOBIERNO DE CHILE




Asia-Pacific
Economic Cooperation

CHAPTER I:

UNITED NATIONS® SECURITY COUNCIL (UNSC) RESOLUTIONS
ON FINANCING OF TERRORISM AND PROLIFERATION OF
WEAPONS OF MASS DESTRUCTION (WMD).

1. Key elements and requirements of UNSC Resolutions on Terrorism
and Terrorist financing.

1.1 Security Council Committee established pursuant to resolution 1267 (1999)
concerning Al-Qaida and the Taliban and associated Individuals and entities.

Establishment and Mandate

The Committee was established on 15 October 1999 under resolution 1267 which previously imposed
sanctions measures on Taliban-controlled Afghanistan for its support of Usama Bin Laden and Al-
Qaida. The sanctions regime was modified and strengthened by subsequent resolutions, including
resolutions 1333 (2000), 1390 (2002), 1455 (2003), 1526 (2004), 1617 (2005), 1735 (2006), 1822
(2008) and 1904 (2009). On 17 June 2011, with the adoption of resolutions 1988 (2011) and 1989
(2011), the Security Council split the 1267 Committee into two Committees, namely, the Al-Qaida
Sanctions Committee and the 1988 Sanctions Committee. The names of the individuals and entities
on the Al-Qaida Sanctions List against whom the 3 sanctions measures (assets freeze, travel ban and
arms embargo) continue to be applied by all States can be found at:
http://www.un.org/sc/committees/1267/aq_sanctions_list.shtml. The Al-Qaida Sanctions
Committee continues to oversees the implementation by UN Member States of these 3 sanctions
measures; considers names submitted for listing and de-listing as well as any additional information
on listed individuals and entities; and considers exemptions to the assets freeze and travel ban
measures. Since March 2009, the Committee has made accessible on its website, narrative
summaries of reasons for listing for the individuals and entities on the Al-Qaida Sanctions List. The
Security Council also recognized the need for the 1988 Sanctions Committee to maintain contact with
the Al-Qaida Sanctions Committee, the CTC and the 1540 Committee, particularly given the
continuing presence and negative influence on the Afghan conflict by Al-Qaida, and any cell, affiliate,
splinter group or derivative thereof.

Expert Group

The Al-Qaida Sanctions Committee is assisted by a Monitoring Team of 8 experts established under
resolution 1526 (2004) with expertise related to activities of the Al-Qaida organization and/or the
Taliban, including: counter-terrorism and related legislation; financing of terrorism and international
financial transactions, including technical banking expertise; alternative remittance systems,
charities, and use of couriers; border enforcement, including port security; arms embargoes and
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export controls; and drug trafficking. The Team is ready to assist Member States on any issue related
to the Al-Qaida sanctions regime and can be contacted by email at: 1267mt@un.org. The Monitoring
Team has been extended under resolution 1989 (2011) to continue to assist the Al-Qaida Sanctions
Committee and under resolution 1988 (2011) to also support the 1988 Sanctions Committee for a
period of 18 months until 31 December 2012.

Measures

The Al-Qaida Sanctions Committee monitors a sanctions regime which requires all UN Member States
to:

1. Freeze without delay, the funds and other financial assets or economic resources of the
individuals and entities designated on the Al-Qaida Sanctions List. There is no requirement
to seize or confiscate/forfeit these assets, funds and resources.

2. Prevent the entry into or the transit through their territories of the individuals designated on
the Al-Qaida Sanctions List. There is no requirement to arrest or prosecute these individuals.

3. Prevent the direct or indirect supply, sale or transfer, from their territories or by their
nationals outside their territories, or using their flag vessels or aircraft, of arms and related
materiel of all types, including military equipment, spare parts and technical advice,
assistance, or training related to military activities, to the individuals and entities on the Al-
Qaida Sanctions List.

All three measures are preventive in nature and are not reliant on criminal standards set out under
domestic law.

More information can be found on the Committee’s website at:

http://www.un.org/sc/committees/1267/index.shtml

1.2 Security Council Committee established pursuant to Resolution 1373 (2001)
concerning Counter-Terrorism.

Establishment and Mandate

Following the adoption of resolution 1368 (2001), in the wake of the attacks of 11 September 2001,
the Security Council adopted resolution 1373 (2001) which, inter alia, requires States to combat
terrorism through a series of actions that are best carried out through the adoption of laws and
regulations and the establishment of administrative structures. Resolution 1373 (2001) also called
upon States to work together to prevent and suppress terrorist acts, including through increased
cooperation.

It also established the Counter-Terrorism Committee (CTC) to monitor implementation of the
resolution by all States and to increase the capability of States to fight terrorism. In carrying out its
mandate, the CTC liaises with international, regional and subregional organizations and devotes
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substantial attention to facilitating the provision of assistance to those States that require such
assistance for the effective implementation of the resolution. The CTC conducts visits to Member
States and works closely with donors, organizations and recipient States regarding facilitation of
technical assistance and capacitybuilding.

The CTC is also mandated to maintain a dialogue with States on the implementation of resolution
1624 (2005) on prohibiting incitement to commit terrorists acts and promoting dialogue and
understanding among civilizations. The CTC developed a Preliminary Implementation Assessment
(PIA) and a Technical Guide to assist States identify steps that should to taken to implement Security
Council resolution 1373 (2001) effectively.

On 28 September 2011, the CTC held a special meeting commemorating the adoption of Security
Council resolution 1373 (2001) ten years ago. The meeting resulted in an outcome document and
launched the updated version of the Global Implementation Survey of resolution 1373 (2001). The
Survey outlines areas of priorities for Member States, the Committee, and CTED on the effective
implementation of resolution 1373 (2001).

The Global Implementation Survey of resolution 1373 (2001) can be found at:

https://www.un.org/sc/ctc/wp-content/uploads/2016/10/Global-Implementation-Survey-
1373 EN.pdf

A similar survey on the implementation of Security Council resolution 1624 (2005) was also adopted
by the Committee, in 2016. Pursuant to this resolution, which is aimed primarily at the threat posed
by incitement to commit a terrorist act or acts, the survey considers all operative elements in
resolution 1624 (2005), including human rights aspects, identifies trends and developments that have
emerged since the last report in 2012, and ends with conclusions and recommendations for its
enhanced implementation.

The Global Implementation Survey of resolution 1624 (2005) can be found at:

https://www.un.org/sc/ctc/wp-content/uploads/2016/10/Global-Implementation-Survey-
1624 EN.pdf

Expert Group

The CTC was originally assisted by a group of 10 experts. Subsequently, in seeking to revitalize the
CTC, the Security Council established the CounterTerrorism Committee Executive Directorate (CTED)
pursuant to resolution 1535 (2004), in order to enhance the ability of the CTC to monitor the
implementation of resolution 1373 (2001) and effectively continue its capacity-building work. The
mandate of CTED was extended until 31 December 2013 under resolution 1963 (2010).

CTED is headed by an Executive Director with the rank of Assistant Secretary-General. It consists of

the Executive Director’s office; the Assessment and Technical Assistance Office (ATAQ), comprising
the Head of Office, three Geographical Clusters and five thematic Working Groups, including a Senior
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Human Rights Advisor. CTED’s Administration and Information Office (AlO), comprises of the Head of
Office and support staff.
CTED can be contacted by email at: cted@un.org

Measures

Legal, institutional and practical measures related to resolution 1373 (2001), including their related
technical assistance measures, fall under the following categories:

1.

©oo N U AW

Counter-terrorism law and practice (e.g. international counterterrorism instruments)
Financial law and practice (e.g. criminalization of the financing of terrorism, establishing a
Financial Intelligence Unit (FUI), freezing of funds, etc.)

Customs and border controls

Police and law enforcement

Immigration law and practice to prevent movement of terrorists

Extradition law and practice (e.g. mutual legal assistance)

Training and capacity-building for the judiciary

Expert monitoring and illegal arms trafficking

Civil aviation security 10. Maritime security

10. Transportation security
11. Military counter-terrorism training
12. National security

Website: http://www.un.org/sc/ctc/

2.

Key elements and requirements of designated financial sanctions

regimes.

Differences and Similarities between Resolution 1267 (1999) and Resolution 1373 (2001)
Comparative Table

Characteristics and conditions Resolution 1267 (1999) Resolution 1373 (2001)
Security Council Sanction Yes No
Committee Designates

Member State Designates No Yes
Designation Decision is taken ex Yes Yes

parte (without the knowledge of
the individual or entity being
proposed)

Designation decision maybe made No Yes
by EITHER Judicial Proceedings or
Executive Authority
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Designation includes Asset Freeze, Yes No
Travel Ban, Arms Embargo

The test applied for designation is Yes Yes
‘reasonable grounds’ or ‘reasonable

basis’

Designation is a finding of criminal No No
guilt

The Designated Party must be Yes Yes
provided with a summary of reasons

for their designation and outlining

what activities they are prohibited

from engaging in.

Freeze “without delay” upon Yes Yes
designation

The Designated Party must be No No
informed when their assets are

frozen by the Private Sector

Member States can remove freeze Yes Yes
where Mistaken identity occurs

Sanctions have transnational / Yes No
extra-territorial effect

A Member State may make a ‘Third No Yes
Party’ Request to another Member

State for freezing action

Penalties for  non-compliance No No
administered by Security Council

Penalties for  non-compliance Yes Yes
administered by Member State

The work of the Sanctions regime is Yes No
conducted by Committee that

reports to the Security Council

Identity of Member State proposing Yes Yes
designation made public

Is part of Anti-Money Laundering No No
Is part of Counter-Terrorist Yes Yes
Financing

Requires a predicate criminal No No
offence

The objective to prevent terrorism Yes Yes
Requires criminal proceedings or a No No
criminal investigation

Member States responsible for No Yes
licensing transactions

Security Council Sanction Yes No
Committee responsible for

Exemptions
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Member State responsible for Yes Yes
creating offences in domestic law

for breach of sanctions

Member State must have an appeals No Yes
process for de-listing

Member State can delist Designated No Yes
Party

UN Sanction Committee has power Yes No
to delist

Human Rights should be applied Yes Yes

when taking decisions in relation to
sanctions implementation

UAF
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CHAPTER Il

FINANCIAL ACTION TASK FORCE (FATF) RECOMMENDATIONS
ON TERRORIST FINANCING AND TARGETED FINANCIAL
SANCTIONS.

1.Overview of Recommendations 5, 6 and 7 of the 40 FATF
Recommendations.

Halting Terrorist Financing: APEC Workshop on Targeted
Financial Sanctions Regime

Santiago, 6-8 Movember, DoubleTree by Hilton
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|) Overview of FATF Recommendations

Il) View and analysis common weaknesses and strengths
in the implementation of TFS - MERs

Ill) Q&.A - Discussion

|} Overview of FATF Recommendations

FATF international anti-money laundering and combating the
financing of terrorism and proliferation (AML/CFT) standards

40 Recommuedations +
Interpretative Notes
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|) Overview of FATF Recommendations

METHODOLOGY FOR ASSESSING TECHNICAL COMPLIANCE WITH THE
FATF RECOMMENDATIONS AND THE EFFECTIVENESS OF AML/CFT
SYSTEMS

. Technical Compliance: oddresses the specific
requirernents af the FATF  Recommendabions,
principally @5 they refate to the relevant legal and
Istitutional fraomework of the country, and the
powers and  procedures  of the  competent

-\_mmf&'s y

 EMectiveness: It ossess the odequocy af the
implementation of the FATF Recommendotions,
and identiies the extent to which o coumirg
achlaves o deflined set of outcornas that ane central
to o robust AMLACFT system (11 Imwmediote

|) Overview of FATF Recommendations
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|) Overview of FATF Recommendations

RECOMMENDATION 5 TERRORIST FINANCING OFFEMNCE

OBIECTIVE
Countries should criminalise TF on the basis of the Terrorist Financing Convention:

“any person who wilfully provides or collects funds by any means, directly or
indirectly, with the unlawful intention that they should be used, or Inthe
knowledge that they are to be used, infull or in part: (a) to carry outa terrorist
actls); or (b) by a terrorist organisation or by an individual terrorist”

not require that the funds: () were actually used to carry out or attempt a

tarrorist act(s); or (b) be linked to a specific terrorist act(s).

|} Overview of FATF Recommendations

OBIECTIVE
+  Legitimate or illegitimate source |Difference with ML)
+  TF offences should be designated a: ML predicate offences.

*  Proportionate and dissuasive criminal sanctions should apply to natural and
legal persons convicted of TF.

TF offences should include financing the travel of individuals who travel to a
State other than their States of residence or nationality for the purpose of the

perpetration, planning, or preparation of, or participation in, terrorist acts or the
providing or recelving of terrorist training.
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|) Overview of FATF Recommendations

(NS BERCN O EL Il Terrorist financing offences and activities are investigated and
persons who finance terrorism are prosecuted and subject to
effective, proportionate and dissuasive sanctions.

Characteristics of an effective system

Terrorist financing activities are investigated: offenders are successfully prosecuted; and courts
apply effective, proportionate and dissuasive sanctions to those convicted. When appropriate,
terrorist financing is pursued as a distinct criminal activity and finandal investigations are
conducted to support counter terrorism Investigations, with good co-ordination between relevant
authorities. The components of the system (investigation, prosecution, conviction and sanctions)
are functioning coherently to mitigate the terrorist financing risks. Ultimately, the prospect of
detection, conviction and punishment deters terrorist financing activities.

|) Overview of FATF Recommendations

To what extent are the different types of TF activity (eg. collection. movement and use of
funds) prosecuted and offenders convicted? Is this consistent with the country’s TF risk
profile?

How well are cases of TF identified, and investigated? To what extent do the investigations
identify the specific role played by the terrorist financier?

To what extent is the investigation of TF integrated with, and used to support. national
countertervorism strategies and Investigations (eg. identification and designation of
terrorists, terrorist organisations and terrorist support networks)?

To what extent are the sanctions or measures applied against natural and legal persons
convicted of TF offences effective. proportionate and dissuasive?

To what extent is the objective of the outcome achleved by employing other criminal
justice. regulatory or other e to disrupt TF activities where It is not practicable to
secure a TF conviction?
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|) Overview of FATF Recommendations

Ll DR G U  TARGETED FINANCIAL SANCTIONS RELATED TO TERRORISM AND
TERRORIST FINANCING

OBIECTIVE
Requires to implement TFS to comply with the UNSCR that require countries to:

» freeze, without delay, the funds ar other assets,

+ ensure that no funds and other assets are made available to or for the benefit of:
(i} any person or entity designated as per UNSCR 1267
(il any person or entity designated by thot country pursuant to UNSCR 1373,

i O abligatio = in d o reph ather m
may already be in place for deallng with funds or other o
imvestigation or proceeding, as is required by Rec. 4

|) Overview of FATF Recommendations

Ll DR G U  TARGETED FINANCIAL SANCTIONS RELATED TO TERRORISM AND
TERRORIST FINANCING

Measures under Recommendation & may complement criminal

proceedings, but are not conditional upon the existence of such
proceedings.

The focus of R. 6 s on the preventive measures that are necessary and
unigue in the context of stopping the flow of funds or other assets to
terrorist groups; and the use of funds or other assets by terrorist groups.

Countries must also respect human rights, respect the rule of law, and
recagnise the rights of innocent third parties.

2 2
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|) Overview of FATF Recommendations

RECOMPMENDATION B TARGETED FINANCIAL SANCTIONS RELATED TO TERRORISM AND
TERRORIST FINANCING

General aspects:

UNSCR 1267 (1999)

* designations relating to Al-Oaida are made by the 1367 Committee.

+  designation: pertaining to the Taliban and related threats to Afghanistan are made
by the 1988 Committee,

UNSCR 1373 (2001)

* designations are made at the national or supranational level by a country or
countries acting on their own motion, or at the request of another country

Competent authorities should have legal powers and procedurss or mechanisms to:
Collect or solicit information to identify persons ond entities that meet the
criteria for designation
Operate ex parte against o person or entity who has been identified

|) Overview of FATF Recommendations

LB LIS eEh el L TARGETED FINANCIAL SANCTIONS RELATED TO TERRORISM AND
TERRORIST FINANCING

UMNSCR 12671989 and 1988 — Countries should:
=) Identify authority with responsibility for proposing
designations
Mechanisms for identifying targets for designation
Proposal or designation:

* evidentiary standard of proof: “reasonable

grounds/basis”

* should not be conditional upon the existence of a
criminal proceeding;

= contains as much detail as possible.

\ 2 4
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|) Overview of FATF Recommendations

RECOMPMENDATION B TARGETED FINANCIAL SANCTIONS RELATED TO TERRORISM AND
TERRORIST FINANCING

UNSCR 1373 - countries should:

Identify authority with responsibility for proposing designations
[either on the country’'s own mation ar by the request of another
country).

Mechanisms for identifying targets for designation

When receiving a request, make a prompt determination of whether
the request is supported by reasonable grounds, or a reasonable
basis, to suspect that the proposed designee mests the criteria for
designation in UNSCR 1373,

When reguesting another country to give effect to the freezing
mechanisms, provide as much information as possible,

3§ 33 3

|) Overview of FATF Recommendations

RECOMPMENDATION B TARGETED FINANCIAL SANCTIONS RELATED TO TERRORISM AND
TERRORIST FINANCING

FREEZING AMD PROHIBITING DEALING IN FUNDS OR OTHER ASSETS
Important: Countries should:

Require all natural and legal persons within the country to freeze
‘ without delay and without prior notice, the funds or other assets of
designated persans and entities.

Prohibit their nationals, or any persons and entities within their

‘ jurisdiction, from making any funds or other assets, economic
resources, or financial or other related services, available, directly
or indirectly, wheally ar jointly, for the benefit of designated persons
and entities

‘ Have mechanisms for communicating designations to the financial
sector and the DMFBEP: immediately and providing clear guldance
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|) Overview of FATF Recommendations

Ll DR G U  TARGETED FINANCIAL SANCTIONS RELATED TO TERRORISM AND
TERRORIST FINANCING

DE-LISTING, UNFREEZING AND PROVIDING ACCESS TO FROZEN FUNDS OR
OTHER ASSETS

Countries should:

‘ Have publicly known procedures to de-list and unfreeze (when do
nat, or no longer, meet the criteria for designation).

‘ Mechanismsto authorize access to funds in accordance to UNSCRs

I) Overview of FATF Recommendations

(TR IR R TG TR LR Terrorists, terrorist organisations and terrorist financiers are
prevented from raising, moving and using funds, and from abusing
the NPO sector.

Characteristics of an effective system

Terrorists, terrorist organisations and terrorist support networks are identified and deprived of the
resources and means to finance or support terrorist activities and organisations. This includes
proper implementation of targeted financial sanctions against persons and entities designated by
the United Nations Security Council and under applicable national or regional sanctions regimes,
The country also has a good understanding of the terrorist financing risks and takes appropriate
and proportionate actions to mitigate those risks, including measures that prevent the raising and
moving of funds through entities or methods which are at greatest risk of being misused by
terrorists. Ultimately, this reduces terrorist financing flows, which would prevent terrorist acts,

This outcome refates primarily to Recommendations 1, 4, 6 and 8, and also elements of
Recommendations 14, 16, 30 to 32, 37, 38 and 40,
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I) Overview of FATF Recommendations

Core Issues to be considered in determining if the Outcome is being achieved

10.1. How well is the country implementing targeted financial sanctions pursuant to (i)
UNSCR1267 and its successor resolutions, and (i) UNSCR1373 (at the supra-national or
national level, whether on the country’s own motion or after examination, to give effect to
the request of another country)?

10.2.  To what extent, without disrupting or discouraging legitimate NPO activities, has the
country applied focused and proportionate measures to such NPOs which the country has
identified as being vulnerable to terrorist financing abuse, in lne with the risk-based
approach?

103. To what extent are terrorists, terrorist organisations and terrorist financiers deprived
(whether through criminal, dvil or administrative processes) of assets and
instrumentalities related to TF activities?

104 To what extent are the above measures consistent with the overall TF nisk profile”

|) Overview of FATF Recommendations

Gldaal B e [ R TARGETED FINANCIAL SANCTIONS RELATED TO PROLIFERATION

OBJECTIVE
R. 7 requires to implement TFS to comply with UNSCR that reguire
countries to freeze, without delay, the funds or other assets of. and to
‘ ensure that no funds and other assets are made available to, and for
the benefit of, any person or entity designated by the UNSCR related
to the prevention and disruption of the financing of PWMD.

‘ MNone of the requirements in R. 7 is intended to replace other
measures or obligations that may already be in place

The focus of R. 7 is on preventive measuresthat are necessary and
unigue in the context of stopping the flow of funds or other assets to
proliferators or proliferation: and the use of funds or other azsets by
proliferators or proliferation, 2s required by the UNSC,

U

Ministerio de

UNIDAD DE
ANALISIS FINANCIERO

GOBIERNO DE CHILE

Rel
. Exteriores U




Asia-Pa;cific
Economic Cooperation

|) Overview of FATF Recommendations

TARGETED FINANCIAL SANCTIONS RELATED TO PROLIFERATION

FREEZIMG AND PROHIBITING DEALING IN FUNDS OR OTHER ASSETS OF
DESIGMATED PERSONS AND ENTITIES
» Implement TFS without delay

have the legal authaority and identify domestic competent authorities
for implementing and enforcing TFS

ensure that any funds or other assets are prevented from being made

‘ available by thelr nationals or by any persons or entities within their
territories, to or for the benefit of designated persons or entitie:s unless
licensed, authorized in accordance with UNSCR,

‘ have mechanisms for communicating designations to the financial
sector and the DNFBPs immediately upon taking such action, and
providing clear guidance

|) Overview of FATF Recommendations

Gldaal B e [ R TARGETED FINANCIAL SANCTIONS RELATED TO PROLIFERATION

UMITED NATIONS DESIGMATION CRITERIA

(a) On DPRE - Resolutions 1718 (2006), 2087 (2013), 2094 (2013) and 2270
(2018)
{i] any person or entity engoged in the Democratic People’s Republic of
Korea (DPRK)s nucleor-related, other WAD-reloted and ballistic missile-

related programimes:
{if) amy person or @ntity providing support for DPRK's nuclear-reloted, other

WD related and baliistic missile-related progrommes, including through
ilicit means;

{iii) any person or entity acting on behalf of or at the direction of any
person or antity designated under subsection 13(alfi) or subsection
13(alfii);
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|) Overview of FATF Recommendations

Gldaal B e [ R TARGETED FINANCIAL SANCTIONS RELATED TO PROLIFERATION

{iv} any legal person or entity owned or controlied, directly or indirectly, by any
person or entity designated under subsection 13{a)(i) or subsection 13{a)(iil20;
(vl any person or entity that has assfsted in the evasion of sanctions of in
viglating the provisions of resolutions 1718 (2008) and 1874 (2008);

{wi) any persen or entity that has contributed to DPRK's prohibited programimes,
activities prohibited by the DPRK-related resolutions, or to the evasion of
provisions; ar

{wif} any entity of the Government of the DPRK ar the Worker's Party of Kerea, or
persan or @ntity acting on their behalf or ot their direction, or by ony entity
owned or controlled by them, that countries determine are associoted with the
DPRE's nuclear or ballistic missile progrommes or other activities prohibited by
resolution 1718 [2008) ond successor resolutions.

|) Overview of FATF Recommendations

Gldaal B e [ R TARGETED FINANCIAL SANCTIONS RELATED TO PROLIFERATION

(k) On Iran - Resolution 2231 (2015):
{1l any person _or entity having engaged in, directly ossocioted with or
provided support for lran’s praliferation sensitive nuclear achivities contrary to
Iran’s commitments in the Joint Comprehensive Plan of Action (ICFOA) ar the
development of nuclear weapon delivery systems, including through the
invalvernent in procurement of prohibited items, goods, eguipment, materials
and technology specified in Annex B to resolution 2231 (2015);

{1} any person or entity assisting designated persons or entities in evading or
acting inconsistent!y with the JCPOA or resolution 2231 (2015); and

{iii) any person_or entity octing on behalf or at a direction of any person or
entity in subsection 13(b)(il, subsection 13{b){ii) andfor subsection 13{bJ(ifi),
ar by any entities owned or controlled by them,
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|) Overview of FATF Recommendations

DTS IRIER AU Sl Persons and entities involved in the proliferation of weapons of mass
destruction are prevented from raising, moving and using funds,
consistent with the relevant UNSCRs.

Characteristics of an effective system

Persons and entities designated by the United Nations Security Council Resolutions (UNSCRs) on
proliferation of weapons of mass destruction (WMD) are identified, deprived of resources, and
prevented from raising moving, and using funds or other assets for the financing of proliferation.
Targeted financial sanctions are fully and properly implemented without delay; monitored for
compliance and there is adequate co-operation and co-ordination between the relevant authorities
to prevent sanctions from being evaded, and to develop and implement policies and activities to
combat the financing of proliferation of WMD.

This outcome relates to Recommendation 7 and elements of Recommendation 2.

|) Overview of FATF Recommendations

Core Issues to be considered in determining if the Outcome is being achieved

11.1. How well is the country implementing without delay, targeted financial sanctions
concerning the UNSCRs relating to the combating of financing of proliferation?

11.2.  To what extent are the funds or other assets of designated persons and entities (and those
acting on their behalf or at their direction) identified and such persons and entities
prevented from operating or from executing financial transactions related to proliferation?

113. To what extent do financial institutions and DNFBPs comply with, and understand their
obligations regarding targeted financial sanctions relating to financing of proliferation?

114, How well are relevant competent authorities monitoring and ensuring compliance by
financial institutions and DNFBPs with their obligations regarding targeted financial
sanctions relating to financing of proliferation?

Ministerio de
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2. View and analysis of APEC’s weaknesses and strengths in the
implementation of Targeted Sanctions Regime according to the results
of Mutual Evaluations Reports in the region.

GAFILAT

1) View and analysis common weaknesses and
strengths in the implementation of TFS - MERs

GAFILAT

1) View and analysis common weaknesses and
strengthsin the implementation of TFS - MERs

METHODOLOGY FOR ASSESSING TECHNICAL COMPLIANCE WITH THE
FATF RECOMMENDATIONS AND THE EFFECTIVENESS OF AML/CFT
SYSTEMS

| Technical Complianee: oddresses the specific
requirernents of the FATF  Recommendations,
principally @5 they refate to the relevant kegal and
institutional framework of the country, and the
powers ond  procedures  of  the  competent

l.\‘_mmmes 4

/" EMectiveness: It assess the odequocy of the
implementation of the FATF Recommendmbions,
and identifies the extent to which o coumine
aehleves o defined set of outcormes that ane central
o o robust AMUCFT spstem (11 Immediofe
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Il) View and analysis common weaknesses and
strengthsin the implementation of TFS - MERs

Ath Roud ME = APEC Members assessed so far:

' - 109 1010 1011 | RS RS RT RBE
Australia SE ME SE L
Canada SE | SE | ME | LC
Malaysi SE | ME LC
Singapore ME | SE Lc | LC
United States HE LC LS LC

* Mexico is currently being assessed by the IMF and the FATF. Peru will
be assessed in 2018 by GAFILAT

I} View and analysis common weaknesses and
strengths in the implementation of TFS - MERs

REC 6 - Some of the usual shortcomings identified:

Persons are not prohibited from providing finandal services to
entities owned or controlled by designated persons.

No authority has been designated for monitoring complionce with
the provisions related to TFS.

Competent authorities only indirectly receive reports on assets
frozen or actions taken In compliance with the prohibition
requirements of relevant UNSCRs.

There are no measures which protect the rights of bona fide third
parties.

Sanctions for leqal persons not being sufficiently dissuasive.

38 3 33
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I} View and analysis common weaknesses and
strengths in the implementation of TFS - MERs

REC 7 - 5ome of the usual shortcomings identified:

with the provisions.

Little information provided to the public on the procedures

‘ No mechanisms for monitoring and ensuring compliance

to submit delisting requests to the UN on behalfof a
designated person or entity.

‘ There is no prowision in accordance with the exemptions
under the UNSCRs and the implementation is left to the
discretion of the authorities.

I} View and analysis common weaknesses and
strengths in the implementation of TFS - MERs

Effectiveness — Strengths

33338 3 3

Good understanding TF risk.

Good level of policy and eperational cooperation between the relevant
aguthorities including those involved in export control, border control, law
enforcement and AML/CFT supersision.

Intelligence services, LEAs and FIU regularly exchange information,
which notably contributes to support prioritization of TF investigotions.

Development of outreach plan which reflects the best practices of the
FATF,

Updated lists of designoted persons available on the agencies websites.
Success in freezing funds of designated persons.

Terrorists and terrorist organisations are being identified in an effort to
deprive them of the resources and means to finance terrorist activities.

ackones
Exteriores
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I} View and analysis common weaknesses and
strengths in the implementation of TFS - MERs

Effectiveness - Strengths

The country adopted a strong multi-agency approach with Joint
Terrorism Task Forces

The country proactively and aggressively investigates,
prosecutes and convicts Individuals involved Ina wide range of
TF schemes

Where a TF charge is not possible, the country employs an “all
tools’ approach to prosecute and convict terrorists or would-be
terrorists.

Authorities engage extensively with the private sector enabling
constructive information sharing on TF and terrorism-related
threats,

Both PF and TF are considered a high priority.

Il) View and analysis common weaknesses and
strengthsin the implementation of TFS - MERs

Effectiveness — Shortcomings

Large Fls implement TFS without deloy, but DNFBPs do not seem to
have a good understanding of their obligations

There hove been no separate and independent TF criminal
investigations. It does not appear that financial investigations hove
ever been undertaken in relation to TF

NPOs are monitored on a risk basis, but the number of inspections
conducted does not reflect thase TF risks.

No outreach to the NPO sector regarding TF risks,

Further implementation guidance is needed.

Delay in transposing UN designations to domestic freezing
obligations and prohibitions,

Little information provided to the public on the procedures to submit
delisting requests fo the UN on behalf of o designoted person ar entity
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CHAPTER I11:

EMERGING ISSUES AND TRENDS RELATED TO TERRORISM AND
TERRORIST FINANCING.

1. Relevant aspects of FATF Recommendation 8.

Halting Terrorist Financing: APEC Workshop on Targeted
Financial Sanctions Regime

Santiago, 6-8 November, DoubleTree by Hilton
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idale U LNTS e (o] - B NOM-PROFIT ORGANISATIONS (NPOS)

NPOs definition and FATF 5tandards:

NPO refers to o legal person or arrangement or organisation
that primarily engoges in raising or disbursing funds for
purposes such as charitable, religious, cultural, educational,
social or fraternal purposes, or for the carrying out of other
types of “good works”,

Definition is bosed on those activities and characteristics aof an
organisation which put it ot risk of terrorist financing abuse,
rather than on the simple foct that it is cperating on o non-profit
basis,

FATF recognises the vital importance of NPOs in providing these
important charitable services, as well s the difficulty of providing
wssistance to those in need, often inhigh risk areas ond conflict
zones, and applouds the efforts of NPOs to meet such needs,

2ale] NI To ] TR NOM-PROFIT ORGANISATIONS (NPOS)

NPOs may be vulnerable to TF abuse by terrorists for a variety of

reasons:

‘ They enjoy the public trust,
Hove occess to considerable sources of funds, often cash-
» intensive,
Seme NPOs have o global presence that provides o
- framewuork for national and international operations and
financial transactions, often within or rear those areas that
are most exposed to terrorist activity.

ort, e 5
perations. es
create sham charities or engage in fraudulent fundraising for these purposes.
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e 0TI [T F:- B NON-PROFIT ORGANISATIONS (NPOS)

REC &: OBJECTIVES AND GENERAL PRIMCIPLES

Objective of Rec 8 is to ensure that NPOs are not misused by
terrorist organisations:

(i} to pose as legitimate entities;

{ii} to expleit legitimate entities as conduits for TF, including for
the purpose of escaping asset freezing measures; or

(iii} to conceal or obscure the clandestine diversion of funds
intended for legitimate purposes, but diverted for terrorist
PUrpPOsES,

{Zale TN Te TR NON-PROFIT ORGANISATIONS (NPOS)

General principles:

(ol A RBA applying focused measures in dealing with identified threats of
TF gbuse to NPOs is essential given the diversity within individual notional
sectors,

(b} Flexibility in developing o nationol response to TF abuse of NFOs is
essential, in order to allow it to evolve over time as It foces the changing
nature of the TF threat.

(c} TF abuse of NFOs reguires countries to odopt effective ond
proportionate measures, which shouwld be commensurate to the risks
identified,

(dl Measures should not disrupt or discourage legitimate activities,

(e) Identifi and toke effective and proportionate action against NPOs that
are exploited by, or knowingly supporting, terrorists or ferrorist
organisations taking into account the specifics of the case.

{f! Developing cooperative relationships among the public ond private
sectors and with NPOs is critical

$4484 ¥ 3 3
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e 0TI [T F:- B NON-PROFIT ORGANISATIONS (NPOS)

MEASURES
Countries should:

Identify which subset of organisations fall within the FATF definition of
NPO. Should use all relevant sources of information (n order to identify
features and types of NFOs, which, by virtue of thelr activities or
characteristics, are (ikely to be of risk of TF abuse.

Identify the nature of threats posed by terrorist entities to the NPOs which
are at risk as well as how terrorist octors obuse those NPOs.

Review the adequacy of measures, including laws and regulations, that
relate to the subset of the NPO sector in order to be able to take
proportionate and effective actions to address the risks identified,
Periodically reassess the sector by reviewlng new information on the
sector’s potentiol vulnerabilities

{Zale TN Te TR NON-PROFIT ORGANISATIONS (NPOS)

Approaches to NPO should involve the following
elements:

» (o) sustained outreach,
(b) targeted risk-based supervision or monitaring,

{c] effective investigation and information
gathering and

{d] effective mechanisms for international
cooperation (effective capacity to respond to
international requests for information about an
NPO of concern).

4 33
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e 0TI [T F:- B NON-PROFIT ORGANISATIONS (NPOS)

RESOURCES FOR SUPERVISION, MONITORING, AND
INVESTIGATION

Countries should provide their appropriate authorities,
which are responsible for supervision, monitoring and
investigation of their NPO sector, with adequate financial,
human and technical resources

T Terrorists, terrorist organisations and terrorist financiers are
prevented from raising, moving and using funds, and from abusing
RELUULR R the NPO sector.

Core Issues to be considered in determining if the Outcome is being achieved

10.1. How well is the country implementing targeted financial sanctions pursuant to (i)
UNSCR1267 and its successor resolutions, and (ii) UNSCR1373 (at the supra-national or
national level, whether on the country’s own motion or after examination, to give effect to
the request of another country)?

10.2. To what extent, without disrupting or discouraging legitimate NPO activities, has the
country applied focused and proportionate measures to such NPOs which the country has
identified as being vulnerable to terrorist financing abuse, in line with the risk-based
approach?

10.3. To what extent are terrorists, terrorist organisations and terrorist financiers deprived
(whether through criminal, civil or administrative processes) of assets and
instrumentalities related to TF activities?

104, To what extent are the above measures consistent with the overall TF nsk profile?

Ministerio de
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Emerging issues and
trends related to
terrorism and terrorist
financing

Halting Terrorist Financing: APEC
Workshop on Targeted

Financial Sanctions Regime
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wNATy,,

Evolution of TF

76

® Traditional Terrorism

Structured
® Well defined tasks

Local terrorism
Armed front and political front

Traditional sources of funds

® International Terrorism

® Unstructured

® International terrorism

® Religious and armed front

® New sources of funds and self founding

Evolution of TF (cont.)

*isiL
® Control over territory
¢ Well structured

® New sources of financing

llicit proceeds from occupation of territory. TAX

Bank looting, extortion and human trafficking

Control of oil and gas reservoirs (50.000 daily)

Extorting agriculture (tax and machinery — 50 % fertile)
Cultural artefacts (20%)

Kidnapping for ransom (salaries)

Donations including by or through non-profit organizations
¢ Abused

¢ Accomplice
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Evolution of TF (cont.)

FATF REPORT

Financing of the Terrorist
Organisation Islamic State
in Irag and the Levant
(1SIL)

F,q TF

February 2015

ISIL
Terrorist Financial Management

Financial management is central to terrorist operations, asitis a significant

factor in decision making to plan plots and execute attacks.
The failure or survival of a terrorist organization is strongly linked to the financial health of the
organization.

Similar to a legitimate business, terrorist organizations need to financially plan

and strategize to reach their ultimate goals.
They keep track of their revenues and expenditures
They manage their assets, liabilities and risks
They plan and account for all resources
They use tools such as budgets, cash flow statements, income statements and balance sheets
to keep track of their financial health
They develop strategies and financial plans to ensure long-term growth
They use financial positions to assist in decision making
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FTF

Foreign Terrorist Fighters 2015

® New Threat

® Source of financing

® Involves other countries

® Globalizes threat

® Response from the international community

® New challenges in prevention and investigation (Use of
media, intelligence and red flags)

FTF

Foreign Terrorist Fighters 2015 by country of origin
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Emerging Threats
2017

Loss of large part of the territory

Lost control of oil and gas fields (2 remaining 10.000 barrels)
Gold dinars as the only currency

Cultural artefacts seller

® NPO funding

® Budget cuts

Emerging Threats
2017

® 22.000 form 100 countries
® 4.000 from western Europe
® Turkey has more 3 million of people seeking temporary asylum

® Returning FTF —Two approaches
® Criminal and intelligence

extradition and revocation of travel documents, augmenting intelligence
powers for surveillance, or criminalizing travel to foreign conflict zones,
electronic tagging, reporting regularly to the police, etc.

® Rehabilitation and reintegration

Doesn’t preclude criminal responsibility. Process need not take a substantial
amount of time to develop. UNSCR 2178 introduces de radicalization as an
option. Securing employment, housing, education, and psychological
counseling.

® Risk: coordinating organized terrorist plots, carrying out lone wolf-
type attacks, or supporting domestic extremist networks.

UNIDAD DE
ANALISIS FINANCIERO

GOBIERNO DE CHILE

UAF




Asia-Pacific
Economic Cooperation

Costs

Attack Date Estimated cost®
London transport system 7 July 2005 GBP 8 000°
IMadrid frain bombings, 11 March 2004 UJSD 10 000
Istanbul truck bomb attacks, 15 & 20 November 2003 JSD 40 000
Jakarta JW Marriot Hotel bombing 5 August 2003 USD 30 000
Bali bombings 12 October 2002 1JSD 50 000
USS Cole attack 12 October 2000 USD 10 000
East Africa embassy bombings, 7 August 1998 USD 50 000

®11 M: 10.000 Us$ (191/1858)
®7-7: 15.000 US$ (52/700)

VS
Lone wolf
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CHAPTER IV:

GOOD PRACTICES AND RECOMMENDATIONS.

1. United States’ Targeted Financial Sanctions Regime: Implementation
of UNSC Resolutions and FATF Recommendations.

; INTRODUCTION TO THE
: d;;. f M E%RTMQEWE.«%‘“

OFAC Overview
Legal Authority

* Sanctions Programs

Designation Process and the SDN List

Exemptions and Licenses
Civil Enforcement of OFAC Regulations
Blocking vs. Rejecting

The informaation  these sSides = fof baining purocsas and doss not have the forca of ks It & currant as of Octobar 13, 2017 2 @

UAF
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The Office of Foreign Assets Control
(OFAC) administers and enforces
economic and trade sanctions based on
U.S. foreign policy and national security
goals against targeted:

* Foreign governments

* Individuals

* Entities

The mformation = thess shdes s for training purposes and does not have the force of faw It is current a= of October 13, 2017 3

e OFAC’s primary statutory authorities include:

International Emergency Economic Powers Act (IEEPA)
Trading with the Enemy Act {TWEA)
United Nations Participation Act (UNPA)

e Numerous other country or program specific
legislation include:

Foreign Narcotics Kingpin Designation Act (Kingpin Act)

(Comprel;ensive Iran Sanctions, Accountability, and Divestment Act of 2010
CISADA

North Korea Sanctions and Policy Enhancement Act of 2016
Countering America's Adversaries Through Sanctions Act (CAATSA)

The information = thess sides 's fortraining purposes and does not have the force of 2w It 13 current as of October 13, 2037
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Executive Orders (E.O.s) o%“c

* The President uses E.O.s to impose sanctions by
declaring a national emergency with respect to foreign
threats to the national security, foreign policy, or
economy of the United States, as provided for in IEEPA

* E.O.s impose prohibitions to deal with the threat(s)
that led to the declaration of the national emergency

* E.O.s may modify the scope of an existing national
emergency including by imposing additional, or
removing existing, prohibitions

E.O.s generally delegate authority for implementation

The information in these slides Is for travving parposes and does not Have the foroe of law, it is current a3 of October 13, 2017

Implementing Regulations OFAC

* Code of Federal Regulations (31 C.F.R. Chapter V)
* Outline the contours of each sanctions program

* Each part is separate from, and independent of,
the other parts, with the exception of part 501

* Set forth provisions and exemptions
* Define terms

* Provide interpretations, licenses, authorizations,
and statements of licensing policy

The information in these slidex is for travving parposes and does not have the force of law, it is owrrent 33 of October 13, 2017

UNIDAD DE
H— ANALISIS FINANCIERO
GOBIERNO DF CHILE




Asia-Pacific
Economic Cooperation

AC

* Drafting Executive Orders
* Technical engagement with Congress
= Inter-agency collaboration to develop new authorities

Issue sanctions regulations

Identify sanctions targets

Develop and issue guidance & FAQs
General & specific licenses or exemptions

* Designate targets

* Conduct outreach to foreign governments, regulators, private
industry (banks & exporters), and others

* Identify apparent violations and issue civil penalties

The infermatson in these slides is for tradaing pas posas and doas st hawi the forcs of law. 1 I curreet 25 of Octoder 13, 2017 7

Approximately 30 sanctions programs that can generally run the gamut from
comprehensive to list-based programs

Comprehensive Programs List-Based Programs
¢ Broad programs that generally * Targeted programs against
prohibit most commercial o regime members and/or

transactions with a nation o individualsand entities that

* Generally prohibitall directand engage in certain activities
indirect imports or exports of goods, + Generally prohibit transferring,
technology, or.services paying, exporting, withdrawing, or

* Generally block all property of the otherwise dealing in blocked
sanctioned government property

* Examples: Iran, North Korea, Syria, * Examples: Counterterrorism, Non-
and Cuba proliferation (WMD), and Counter

Narcotics Trafficking, DRC, and CAR

The information in these slides is foo trafming parposes and does not have the foroe of law it Is current a3 of October 13, 2017 .
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The information in these slides Iz for training parposes and does not have the foroe of low, # |5 current a3 of October 13, 2017

» Specially Designated Nationals and Blocked
Persons List

¢ Contains individuals, entities, vessels and
aircraft designated/identified as blocked under
numerous sanctions programs

* SDN entries contain identifying information

e The SDN List is frequently updated with new
listings and removals

e Over 5800 individuals and entities are on the
SDN List

The dormation in these slides % foc training ponposes and doss not hava tha force of faw It = cunant as of October 13, 2017
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Kingpin Act Designations
211172014

OFFICE OF FOREIGN ASSETS CONTROL
Specially Designated Nationals List Update

DFAC's SDN List:

The imformation in thess =ides is for training purposes and does not have the force of law. It i3 current as of October 13, 2017 i1

* Public exposure
* Blocked assets in the United States

* Pressure on foreign government to prosecute or
seize assets

* Delegitimization
* Disruption to the “clean” financial network

* Secondary sanctions- loss of correspondent and
payable-through account access

T nformation @ thess sides s dor training purposes and doss not have the force of lywe It &s curent as of October 13, 2017
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The information = these =ides &s for tralning purooses and does not have the force of lawe It & current s of October 13, 2017

Exemption
— A category of transaction or activity exempt from prohibition

General License

— A broad authorization related to a category of transactions
or type of conduct - no specific authorization required

SpecificLicense
— A specific authorization issued on a case-by-case basis

Statement of Licensing Policy

— A public statement issued by OFAC regarding the agency’s policy with
regard to a category of activity that requires a specific license

The informistion @ thess =ides o5 for training purposes and does not have the force of tyvw. It =5 current as of October 13, 2017 34
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_
OFAC

* Exemptions are program specific, and may include:
— Personal communications
— Humanitarian donations of food, clothing and medicine
— Information or informational materials
— Travel
— Official federal government business

The wfomatian m;aaﬁhs:-:iortninlu puroosas and dost not have the force of &ew. It & cunent as of Ocober 13, 2017 15

OFAC

Strict Liability in a Risk-Based
Environment

* Civil monetary penalties

* Support to external law enforcement agencies for
criminal penalties

) 16
Tre tonnation  thase sfdes & for training purposes and doss not have the force of kaw. It & cunent as of Ocober 13, 2017

UNIDAD DE
ANALISIS FINANCIERO

GOBIERNO DE CHILE

UAF




Asia-Pacific
Economic Cooperation

-

ks

A
Romed |

How does OFAC learn about violations? O F A C

* Self disclosures

* Blocked and rejected property reports
* Current investigations

* Referrals from other agencies

+ Referrals from foreign government
agencies

* Other publicly available information

The soformation ia thess siides &5 for training purposes and does not have the force of v It &5 current as of October 13, 2017

AN Z
Enforcement Guidelines OF A C

A
Eal

Characteristics of the violation Characteristics of the violator
*  Willful or reckless * Individual characteristics
* Sanctions harm =

Compliance program

P4, Truing ol vioiion * Cooperation with OFAC

* Remediation %
* Previous enforcement actions

* Awareness of conduct
* Future compliance/deterrent effect

*  Proportionality

* Other relevant factors

The Intormation in these slides Is for ‘.v-e»‘nf\; PIPGes N0 U0es Tt Trave The Torre OF Taw, W 15 Corrert 3 of Lctooer 13, 2017
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Violationsmay also result in:
+ Criminal Referrals
* Blocked Funds & Seized Goods
+ License Revocation

+ Negative Publicity or Loss of Business $2
The Infermation in these slidas is for trainieg oo poses and doas mot have tha force of law. 2 is current a5 of October 13, 2017

OQFEAC

* Reviews reports that financial institutions are required to
transmit to OFAC within 10 days of a blocking of (or other
activity related to) a transaction involving a designated person

* Operates a public “hotline” for use by financial institutions
and other industries or persons to resolve questions about
U.S. sanctions (including possible “hits” involving a designated
person)

* Conducts outreach events throughout the United States and
the world to explain OFAC economic sanctions and to increase
implementation

The information in these slides i for trafming parposes and does not have the force of law it Is current a5 of October 13, 2017 20
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* Blocking vs. Rejecting
* Blocking or “freezing” assets under U.S. jurisdiction

— Across-the-board prohibitions on transfers of or
transactions involving the blocked property

— Title of property remains with sanctioned target

* Rejecting
— Underlying transaction is prohibited but contains no
“blockable” interest

— Must simply refuse to process the transaction

3N

T anfonmazion i thase sidos = for training puiposes and does not have the force of kaw. It current as of October 13, 2017

OFAC Compliance Hotline

Phone: 202-622-2490

Toll Free: 1-800-540-6322

Fax: 202-622-2426

Email: OFAC_Feedback@treasury.gov

OFAC Licensing
202-622-2480

L Mailing Address
Office of the Chief Counsel Office of Foreign Assets Control

va-bg U.S. Department of the Treasury
1500 Pennsylvania Avenue, N.W.
Washington, DC 20220

T nfonmation @ these siides = or training purposas aad doss not have the force of kewe It & curant ac of October 13, 2017
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2. The Russian Federation’s Targeted Financial Sanctions Regime:
Implementation of UNSC Resolutions and FATF Recommendations.

THE RUSSIAN FEDERATION’S TARGETED
FINANCIAL SANCTIONS REGIME:
IMPLEMENTATION OF UNSC
RESOLUTIONS AND
FATF RECOMMENDATIONS

Deputy Head of Counter-Terrorism
Financing Department, Rosfinmonitoring
Dmitry Vitashov

* 3. Inter-Agency Commission decisions

* 4. Urgent suspension of operations (35 days)

N\
X

2
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The List of Terrorists and Extremists:

International = @ & Domestic

part part

=)
NS

More than 500 persons More than 8200 persons
and legal entities and legal entities

. Part of The List is formed by:

Orgamzatlons

extremlsm or'terrorism
«Which activity suspended due'tolinvelvementin

extremism
« Which are prosecuted for financial support to terrarism

Individuals

+ Convicted by a court of extremism or terrorism-related
crimes

« Suspected and accused of committing extremism or
terrorism-related crimes
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literoationa Part of The List is Formed
by:

Organizations and Individuals

+ those included'intointernationallists of terrorists
and extremists

+ with respect of whom sentences and resolutions
are available, made by authorities of foreign
states

Process of Freezing Assets:

Official site.

Rosfinmonitoring — «Rcésaszlztsakaya
»
1 :
Prompt notice I 4 2 l Scimpa”“gpersonal
data
3 m

_ Members of
Blocking assets AML/CFT System

Taking Measures
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Process of suspension:

&Iﬂ@@.ﬁ,ﬂm{hﬂmﬁmm

Banks inform Rosfinmonitoring

Rosfinmonitoring’s resolution on
transaction suspension for 30 days

The Relevant International Legal Acts

MResolutioniofithe UNSCINe 13731 (date di28
September;2001)fand'subsequentiresolutions

» FATF Recommendations (especially No. 6)

* Resolution of the UNSC No. 1617 (dated 29 July,
2005)
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The Example of Judicial Suppression

- 24 bank cards

- 64 mobile telephone
accounts

Total amount of freezed monetary funds -
100 000 USD

Composition of the Inter-Agency Commission
for Combating Terrorism Financing:

The Federal : The Ministry of
Security S the Interior
Service The Ministry of

Foreign Affairs 10
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Commission makes decisions
based on:

«enough evidence to suspect an
individual or organization of involvement
in terrorist activity (financing terrorism)»

Total of facts is in the core!

How the Commission works:

Inter-Agency Commlsswn N

/ Rosflnmonltormg(websﬂe)

Financial institutions
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Commission allows:

2. Preventing use of Russian financial institutions

3. Identifying location of suspects in Russia and
providing feedback to law enforcement authorities

International terrorist lists for
freezing exchange

~ Sentto Kyrayz
Rosfinmonitoring and FIU for freezmg

frozen by IAC for CTF 7 6
152

decision
number of individuals

& W
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Process of urgent suspension:

information to'Rosfinmonitoring’

e e e S S S S P Aty

Rosfinmonitoring notifies banks

 Banks suspend transactions for
5 days and inform Rosfinmonitoring

Rosfinmonitoring resolution on

=

transaction suspension for 30 days

Prospective tasks:

Implementing of the | Utilizing| by
mechanism of Rosfinmonitoring the

blocking terrorists-
related financial

mechanism for
prohibition from entry
into the Russian territory

instruments placediin of foreigners involved in
the Internet unlawful activities

UAF

UNIDAD DE
ANALISIS FINANCIERO

GOBIERNO DE CHILE




Asia-Pacific
Economic Cooperation

An example of integrated use of
freezing tools:

Operation
was Operation
identified was
(connected suspended
to the List) '

Financial
investigation
was
performed 1

All'assets of
legal entities
were freezed

3. Australia’s Targeted Financial Sanctions Regime: Implementation of
UNSC Resolutions and FATF Recommendations.

Guiding principles / recommendations

Detecting and disrupting the financing of terrorism is crucial to combating terrorism. Without
finance, terrorists cannot buy materials they use to carry out attacks.

e Countering terrorist financing requires an understanding of the typologies that are used to move
or transfer money from one location to another.

e FEconomies must understand current patterns and channels used by terrorist networks, and the
profiles of the individuals and entities involved. That understanding is crucial in assisting
economies, banks, and financial institutions to identify transactions relating to the financing of
terrorism or the circumvention of financial sanctions and take appropriate action.

e Economies must ensure that all relevant entities remain compliant with UNSC sanctions and FATF
recommendations.

e Australia encourages all economies to fully adhere to the FATF standards on terrorist financing
and counter-proliferation financing.
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e Australia is committed to continuing to work to improve the effectiveness of its counter-terrorism

and counter-proliferation financing regimes in a manner consistent with the requirements of the

FATF standards.

Australia’s Targeted Financial Sanctions Regime

e Australia has three separate UNSC counter-terrorism sanctions regimes:
= UNSC ISIL (Da’esh)/Al-Qaida sanctions regime (UNSC resolutions 1267/1989/2253)
= UNSC Taliban sanctions regime (UNSC resolution 1988)
=  UNSC 1373 sanctions regime (UNSC resolution 1373)

e All UNSC sanctions regimes are implemented by Australia within the same legislative framework,
known as the Charter of the United Nations Act 1945 and its various sets of Regulations.

e Under said law, listings under the UNSC ISIL (Da’esh)/Al-Qaida and UNSC Taliban sanctions regimes
are immediately and automatically incorporated in Australian law.

e Listings under the UNSC 1373 sanctions regime can be made by the Minister for Foreign Affairs,
who has the legal authority to impose targeted financial sanctions on entities and individuals who
commit, attempt to commit, participate in or facilitate terrorist acts.

e Listings under the 1373 regime must be reviewed every three years. A listing ceases to have effect
on the third anniversary of the day the listing took effect, unless the Minister has declared, that
the listing continues to have effect.

e To ensure due process after a listing, the law contains review rights for listed a person or entity. A
person may apply to the Minister in writing to have the listing revoked.

e A person who suffers loss as a result of another person’s good faith, non-negligent but mistaken
compliance with the asset freeze is entitled to be compensated by the Australian Government.

e In Australia, contravening a sanctions measure is a serious offence. It is a serious criminal offence
under Australian law for any person to:
= make assets available, directly or indirectly, to or for the benefit of a designated person
or entity
= use or deal with assets owned or controlled by a designated person or entity.

e Australia defines the following as “assets”:
= an asset of any kind or property of any kind, whether tangible or intangible, movable or
immovable, however acquired, and;
= Alegal document or instrument in any form, including electronic or digital, evidencing title
to, orinterest in, such an asset or such property, including, but not limited to, bank credits,
travelers’ checks, bank checks, money orders, shares, securities, bonds, debt instruments,

drafts and letters of credit
U ‘ UNIDAD DE
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Outreach

e The Department of Foreign Affairs and Trade (DFAT) undertakes regular outreach sessions in
major cities to assist the public, financial institutions and relevant entities to understand the
sanctions regimes.

e Comprehensive guidance on the DFAT web site at www.dfat.gov.au/sanctions, where the public
can:
= find out what sanctions measures may apply to their situation;
= check the DFAT Consolidated List, which includes the names of all designated persons and
entities;
=  subscribe to receive notification of Consolidated List updates

= inquire about whether a specific activity requires a permit

Listing of terrorist organizations

e The Australian Commonwealth Attorney-General can also list terrorist organizations under
Australia’s Criminal Code Act 1995.

= Under the law, there are two ways for an organization to be identified as such:by a court, as
part of the prosecution of a terrorist organization offence.
= by being ‘listed’ by the Government under the Criminal Code Regulations.

e Before listing a terrorist organization, the Australian Commonwealth Attorney-General must be
satisfied on reasonable grounds that the organization:
= s directly or indirectly engaged in, preparing, planning, assisting in or fostering the doing of
a terrorist act, or
= advocates the doing of a terrorist act.

e The Australian Security Intelligence Organisation (ASIO) and the Attorney-General’s Department
have lead roles in providing support to the Attorney-General in relation to the listing of terrorist
organizations.

e A regulation listing a terrorist organization ceases to have effect three years after it commences.
This ensures that there is regular review as to whether the organization continues to meet the
legislative criteria for listing.

e Currently, 24 organizations are listed as terrorist organizations under the Criminal Code. An
updated list is available on the Australian National Security website.

e The Department of Foreign Affairs and Trade communicates designations to financial institutions
by publishing a Consolidated List of all designated persons and entities on the DFAT web site
(updated within one business day of new designations).
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FATF recommendations

Australia’s FATF Mutual Evaluation in 2015 concluded that its technical compliance with its
counter-terrorism targeted financial sanctions obligations were positive with an overall rating of
compliant.

However, in its assessment of effectiveness, the FATF found that Australia did not adequately
monitor or supervise the financial sector’s compliance with the targeted financial sanctions
requirements. The absence of a supervisory body for TFS was recognized by the FATF as a major
shortcoming in Australia’s supervisory regime.

Reforms to Australia’s anti-money laundering and counter-terrorism financing regime.

The reforms were prompted by a statutory review of Australia's AML/CTF regime, which made 84
recommendations to shape a modern and efficient regulatory regime that can respond to new
and emerging threats.

The Government is progressing the implementation of the recommendations of the review in
phases. Phase once has commenced and it encompasses:

= aBillhas beenintroduced into Parliament, which includes regulation of digital currencies and
provides for more flexible and effective powers for the regulator;

= a proposal for a second Bill for introduction in 2018 that includes an overhaul of the
framework for accessing and disclosing AUSTRAC information;

= industry will continue to be closely consulted on the design of reforms to the AML/CTF
regime.
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