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Preface


Due to increasing attacks in the public domain network, security awareness is necessary and a solution should be found to overcome these problems. The first step that virtually all organizations connected to the Internet take is to install a firewall, and with good reason. A firewall acts as a perimeter guard for a network, determining what traffic to allow or deny in and out. A firewall does this by applying a policy, comprised of “accept” and “deny” rules, based on various criteria, such as a source, destination and protocol in question. By providing access control, firewalls do a good job of providing the first layer of defense. Most firewall polices allow protocols that enable organizations to do business on the Internet, such as SMTP, FTP, HTTP, SMTP and DNS, and keep out traffic that may pose a threat to the internal systems.

The centerpiece of defensive network security solutions has long been the firewall,  necessarily deployed at a choke-point between an un-trusted network (most commonly in the Internet) and a protected network .Since the firewall is responsible for basic control of traffic flow between the networks it separates, there are many other solutions which have been tried or implemented to patch security holes in the network such as Proxy Gateway, Anti-Virus, Anti-Botnet, IDS and IPS. Firewall, Anti-virus, and Proxy Gateway mainly focus usually on direct attack to the system. Meanwhile, IDS/IPS uses the sensors in the network to monitor activities in the network, detect the attacks and block or prevent the intrusion. Since the intrusions or content based attacks increase rapidly, the IPS should be implemented for all public domain networks.


An intrusion prevention system is a network security device that monitors network and/or system activities for malicious or unwanted behavior and can react, in real-time, to block or prevent those activities. Network-based IPS, for example, will operate in-line to monitor all network traffic for malicious code or attacks. When an attack is detected, it can drop the offending packets while still allowing all other traffic to pass.

The Workshop for Development and Implementation Guidance of Intrusion Prevention System (IPS) for public domain network is meant to find alternative solutions and come up with guidelines to secure a public domain network from malicious code or attack. The development would accommodate each requirement needed by the system administrator based on its benchmarking on the commercial off -the-shelf product and its environment condition.

Introduction
■ Workshop Program Title:  Intrusion Prevention System Requirements and Design Workshop
■ Program Duration:  October 5 ~ October 7, 2009 
■ Hosting :  TELKOM R&D Center Indonesia
■ Participating Economies:  All 21 APEC member economies, especially developing economies,  will be invited to attend and actively participate in the Workshop 
■ Purpose:  Through the workshops, participants and fellowship security experts from developing economies are expected to share, collect and update requirement for IPS development and implementation; enrich each other’s knowledge and experiences on IPS Development and Implementation; and speed up their proficiency in acquiring new security technology such as the network-based IPS.
■ Objectives: 
1. Development and implementation of IPS for public domain network - The IPS application (software) can be an alternative solution for economies that do not have much budget to implement IPS. 

2. Trial IPS in a public domain network or a campus network (Local Area Network) - The trial result will be used for implementation and development of Guidelines.

3. Develop Guidelines on IPS for public domain network -  The Guideline will be useful for the economies which will implement the IPS in its environment

4. Share source code and development documents (design document, test result documents etc) -  The source code and documents will be shared with the fellowship expert. The IPR of IPS will belong to parties which contributed to this project. the source code will be disclosed also for other parties that are seeking collaboration
5. Share implementation guide - The Implementation Guide will be shared with active participants during the sharing session. It will contain a system description, installation manual, user guideline and maintenance guideline

■ Eligibility of Applicants: Participants and the fellowship experts who can contribute to and enrich discussions on IPS requirements and on features of IPS those are rich and more powerful than the existing IPS system.  
■ Required documents for application: Application form, cover letter and copy of passport. 
■ How to apply 

Send the completed application (as attached) by fax or email (in WORD format) one (1) copy of the application documents by 28 September 2009 to TELKOM R&D Center , at +62 22 471130, +62 22 2012255 (fax) or  prihat@telkom.co.id  (e-mail). 
Tentative Schedule
	Date
	Program

	Oct. 4 (Sun.)
	Arrival & check-in

	Oct. 5 (Mon.)
	- Registration
- Opening Speech
- Session 1 : IPS Methodology
- Session 2 : IPS Implementation requirements
- Session 3 : Hardware Solution to support IPS Development

- Welcome dinner

	Oct. 6 (Tue.)
	- IPS requirements draft discussion

- IPS requirements final discussion
- Group Discussion on Action plan

	Oct. 7 (Wed.)
	City Tour and Company Visit 

	Oct 8 (Thurs.)
	Departure


◆ The above schedule is subject to change. A detailed program schedule will be provided upon arrival.
Economy Report And Action Plan

■ Guidelines
  Each participant is required to prepare and submit an economy report on Development and Implementation IPS systems and status in his/her economy. This may include a brief description of practice in their economy or of examples for consideration as best practice.
The report should be in Presentation (ppt) format, written in English. 
The document should be send to the workshop coordinator via e-mail to sini@telkom.co.id  by      28 September 2008. 
Participants are required to make a 15-minute presentation (PowerPoint preferred) during the workshop
■ Action Plan 
The Fellowship security experts and Indonesian local experts will give inputs to the development and implementation of IPS. Meanwhile, the active participants are expected to be involved in sharing and workshop sessions. This may require participants to identify the key issue(s), explain the expected outcome, and outline the methodology.  
Travel Expenses
The workshop will be held in Bandung, Indonesia.  Participants and fellowship security experts from member economies will fund their own expenses in the workshop session.  Please refer to the attached for information on visa policy and list of  recommended hotels.  Organizers will provide transportation to and from venue and the recommended hotels.  
Responsibilities of Participants
1) Each participant must make a 15-minute presentation on IPS implementation in their economies during the workshop. 

2) Each participant is required to give inputs to user requirement document.

Important Dates
▶ Application form: due September 28, 2009
▶ Economy report: due September 28, 2009

▶ Workshop program: October 5, 2009 ~ October 7, 2009
About Bandung 

Located 180 kilometers southeast of Jakarta, Bandung is the capital city of West Java province. It takes 2 hours by car from Jakarta via Cipularang highway. Or you can also take a three-hour train ride with nice mountain scenery.


Bandung is surrounded by mountain range giving the city a warm climate throughout the year. With a population of over two million, everything moves at a little bit slower pace here compared to metropolitan life in Jakarta. Bandung is an important city of education that lures many students to study in various universities. Today, Bandung is one of the most popular city in Indonesia for shopping and tourism.

Bandung's prosperity is in part due to vast tea and coffee plantations around the vicinity. However,  high tech industries such as textiles and aeronautics are increasingly playing a greater role in the city's economic development.  Bandung city itself is very exciting place.  Bandung has many old art deco buildings, beautiful parks, and fine landscapes. In the past, Bandung was known as "Parijs van Java" because of the beauty of this city. 


Bandung is the capital city of snacks.  You can taste various kind of snacks at low prices here.  Bandung is also well known as the city of fashion. You can shop in many factory outlets and boutiques around the city. The people of Bandung, Sundanesse, possess an uncommon warmth along courtesy, friendliness and politeness. They have a strong sense of helping each other when in need. Moreover, the women of the Bandung region are known for their beauty. All of that makes you feel at home when you are in Bandung

About TELKOM R&D Center
R&D Center is the premier telecommunication R&D organization in Indonesia and a division of PT TELEKOMUNIKASI INDONESIA Tbk. It has more than 250 employees and is located in Bandung Indonesia.. R&D Center is a support division, whose main mission is developing technology competence and leverage TELKOM competitiveness in national and international telecommunication industry. TELKOM R&D Center is leading the effort to develop and implement Nusantara-21, the vision of Indonesia on Indonesia Information Society. 


PT TELEKOMUNIKASI INDONESIA Tbk. (TELKOM) is the dominant domestic telecommunication in Indonesia. TELKOM is a public company for telecommunication services with majority share owned by the Government of the Republic of Indonesia, and established under the Company's Articles of Perusahaan Perseroan (PERSERO) PT Telekomunikasi Indonesia Tbk which has been notified in the State Gazette of Republic of Indonesia Number 5 date January 17th, 1992. TELKOM has achieved great success in expanding and modernizing Indonesia's public telephone network. To meet customer needs and be a competitive service provider in the future, however, TELKOM will have to harness the advantages offered by new telecommunications technologies. At the same time, TELKOM must continue expanding the capacity and improving the quality of the public telephone network. For more information on TELKOM R&D Center dan TELKOM, visit the company's Web site at http://www.rdcmedia.com and http://www.telkom.co.id.
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	APPLICATION FORM

	PERSONAL INFORMATION

	Name as in passport
	(Mr./Ms./Mrs/Dr.)

	Present Post (Title)

	

	Organization

	

	Business Address
	

	
	

	
	

	Phone/Mobile No.:
	Fax No.:

	E-mail Address:

	PASSPORT DETAILS

	Passport No.
	

	Date of Issue
	

	Expiry Date
	

	Economy
	

	FLIGHT INFORMATION

	Arrival Date: 
	Departure Date: 

	Arrival Time: 
	Departure Time:

	Flight No.: 
	Flight No.: 

	ACCOMMODATION

	…type your hotel here

	Check In date: 


	Check Out date: 

	ACKNOWLEDGEMENT

	Date: 


	Signature



	Please fax and/or email completed Application Form by 28 September 2009 to: 

Ms. Yudha Indah Prihatini
Telkom R&D Center

Jl. Gegerkalong Hilir 47 Bandung
Phone: +62 22 4571134; Fax: +62 22 2012255 
Email: prihat@telkom.co.id








