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I. Executive Summary  

On 4 February, the National Center for APEC (NCAPEC), in partnership with Australia’s 

Department of Foreign Affairs and Trade, organized the APEC DESG workshop “Combatting 

Online Fraud and Scams” on the margins of the first APEC 2026 Senior Officials’ Meeting 

(SOM1). 

Sponsored by Australia and co-sponsored by Indonesia, Singapore, and the United States, the 

workshop brought together government officials, financial institutions, telecommunications 

providers, digital platforms, and international organizations to tackle one of the fastest-

growing threats to the digital economy, online scams and fraud. 

The speakers included: 

· Wanjing Ji, Asia Pacific Head of Ecosystem Risk, Visa 

· Justin Liu, Head, China Government Affairs and Public Policy, PayPal 

· Stanley Wu, Head, Financial Crime Compliance, Hong Kong, China, Standard 

Chartered Bank 

· Evelyn Goh, Director, International Relations, Policy and Strategy, Infocomm 

Media Development Authority (IMDA), Singapore 

· Sunup Park, Deputy Director, Personal Information Protection Commission 

(PIPC), Republic of Korea 

· Daryl Teo, Manager, Economics Strategy, Access Partnership 

· Jennifer Chien, Economic Policy Manager, APAC, Meta 

· Andrei Skorobogatov, Director of Policy, Global Anti-Scam Alliance 

As online scams continue to grow in scale and sophistication, driven by digitalization, 

emerging technologies, and their cross-border nature, the discussion underscored the urgency 

of coordinated action. The key takeaways from the discussion are: 

· Scams Are Increasingly Industrialized and Cross-Border: Fraud operations run 

by criminal scam syndicates are becoming highly organized, technology-enabled, 

and coordinated across borders, making detection and enforcement significantly 

more complex for individual economies acting alone. 

· AI Is Reshaping Both Threats and Defenses: Scammers are rapidly adopting 

AI-enabled tools such as impersonation, voice phishing, and automated targeting, 

while financial institutions, telecommunications providers, and digital platforms 

are deploying advanced analytics and AI-driven monitoring to detect suspicious 

activity earlier in the fraud lifecycle. 

· Whole-of-Ecosystem Collaboration Is Essential: Effective responses require 

timely and coordinated engagement across governments, financial institutions, 

telecommunications operators, digital platforms, and international organizations, 

as each actor sees only a portion of the threat landscape. 

· Intervention across the scam ecosystem is necessary: Participants emphasized 

collaborating to detect fraudulent activity across the value chain according to 

where each ecosystem player has visibility into the scam, through ecosystem-wide 

intelligence sharing and timely and coordinated prevention measures. 

· Cross-Border Cooperation and Scalability Are Critical: The transnational 

nature of scams and criminal scam syndicates requires greater government-to-
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government cross-border coordination, scalable data-sharing mechanisms beyond 

bilateral approaches, and more aligned regulatory approaches to prevent 

regulatory gaps that criminals exploit. 

· Balancing Protection and Innovation Remains a Key Challenge: Anti-scam 

measures must be flexible and proportionate while maintaining privacy 

protections, minimizing unnecessary friction for legitimate users, preserving trust 

in digital services, and supporting private sector growth and innovation. 

· Consumer and SME Protection Requires Sustained Education and Capacity 

Building: Public awareness campaigns, targeted SME support, and accessible 

prevention tools are necessary to reduce exposure among the groups most 

vulnerable to scams, including victims of human trafficking and forced criminality 

in scam centers. 

The panelists recommended: 

· Strengthening public-private collaboration, regional information sharing 

frameworks and cross-sector coordination mechanisms will improve the ability to 

detect and disrupt evolving scam typologies and criminal scam networks. 

· Promoting balanced, proportionate, and scalable anti-scam tools and policy 

approaches can help economies and industries close cross-border enforcement 

gaps and improve collective resilience, while supporting digital access and 

innovation. The data and resources available across the ecosystem could be 

better leveraged to detect and disrupt scams, and to target friction more precisely 

at bad actors. 

Future APEC and ABAC work should support the development of practical good-practice 

frameworks, capacity-building initiatives, and public-private cooperation models to combat 

online fraud and scams across the region. 

For more information, please contact Olivia Myhre, Policy Associate at the National Center 

for APEC.
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Introduction 

The Digital Economy Steering Group (DESG) Workshop on Combatting Online Fraud and 

Scams was held on 4 February 2026 on the margins of the First Senior Officials Meeting in 

Guangzhou, People’s Republic of China. The event was organized by the National Center for 

APEC (NCAPEC), in partnership with the Australian Department of Foreign Affairs and 

Trade (DFAT). The workshop was sponsored by Australia and co-sponsored by Indonesia, 

Singapore, and the United States. Speakers included:  

· Wanjing Ji, Head of Payment Ecosystem Risk, Asia Pacific, Visa 

· Justin Liu, Head, China Government Affairs and Public Policy, PayPal 

· Stanley Wu, Head, Financial Crime Compliance, Hong Kong, China, Standard 

Chartered Bank 

· Evelyn Goh, Director, International Relations, Policy and Strategy, IMDA, 

Singapore 

· Sunup Park, Deputy Director, Personal Information Protection Commission 

(PIPC), ROK 

· Daryl Teo, Manager, Economics Strategy, Access Partnership 

· Jennifer Chien, Economic Policy Manager, APAC, Meta 

· Andrei Skorobogatov, Director of Policy, Global Anti-Scam Alliance 

Participants included APEC government officials, private sector representatives, industry 

associations, and academic experts. 

Through three panels, each focusing on a major avenue through which scammers are able to 

reach consumers, this workshop brought together stakeholders to share best practices, 

identify opportunities for collaboration, and strengthen the collective response to scams and 

fraud. Its goal was to better equip APEC economies with the tools to combat scams both 

domestically and across the region.  

II. Background 

With the rise of digital technology, the sophistication and prevalence of digital fraud and 

scams have also grown. While text messages, emails, and calls remain common vectors for 

scammers, today’s fraudulent activity spans the entire digital ecosystem, impersonating 

household names and brands, including online marketplaces, while operating on financial 

services platforms, and social media, and impacting lives in the physical world. Nonetheless, 

the near-constant barrage of fraudulent activity and threats within the digital ecosystem also 

presents opportunities for earlier detection and intervention by entities with visibility and 

agency in these spaces. 

Consumers can no longer be expected to protect themselves from all of the potential harm 

they encounter online on a daily basis. They are no longer battling a single perpetrator on the 

other side of a screen but a network of organized crime. Thus, more comprehensive and 

systematic protection is needed, which requires the cooperation of governments, law 

enforcement, businesses, and consumer groups. Pursuing this level of protection is essential, 

as consumer trust is critical for the growth of digital economies and realizing the potential of 

digital trade. Declining consumer trust heavily impacts SMEs in particular, as they are much 

less likely to be able to access and properly utilize the tools needed to protect consumers 
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online. Instead, they become indirect victims of the one trillion dollar (USD) international 

fraud industry as of 2024, according to the Global Anti-Scam Alliance.  

Governments across the APEC region must strengthen cooperation with one another while 

also enhancing collaboration with industry stakeholders to better protect citizens and 

businesses from increasingly sophisticated digital fraud and scams. The cross-border nature 

of these crimes makes enforcement particularly challenging, as perpetrators often exploit 

jurisdictional gaps and operate across multiple economies. Without comprehensive and 

compatible legal frameworks, effective mechanisms for international cooperation, and 

sufficient technical capabilities, particularly in economies with fewer resources, consumers 

remain vulnerable to evolving online threats. At the same time, governments often depend on 

private sector entities for access to the critical data, intelligence, and operational insights 

needed to investigate and prosecute these crimes effectively. Addressing these challenges 

requires a coordinated, multi-stakeholder approach that prioritizes legal alignment, technical 

capacity building, cross-border cooperation, and trusted public-private collaboration. 

This project directly supports APEC’s overarching priorities on innovation, digitalization, and 

sustainable growth for all. It aligns with the APEC Putrajaya Vision 2040, particularly the 

pillar on Innovation and Digitalization, recognizing that scams and fraud undermine the trust 

and integrity essential for realizing the digital economy’s full potential. The project 

contributes to APEC’s goal of fostering a trusted and resilient digital ecosystem for all that 

enables economic growth. 

The project also advances the Aotearoa Plan of Action, under the Innovation and 

Digitalization driver, by promoting interoperable and harmonized policy frameworks that 

encourage cross-border cooperation and public-private collaboration to strengthen digital 

trust and consumer protection. 

Furthermore, the project aligns with the objectives of the APEC Internet and Digital 

Economy Roadmap (AIDER) by promoting interoperability, supporting the development of 

holistic policy frameworks for the Internet and Digital Economy, fostering coherence among 

regulatory approaches, and enhancing trust and security in the use of digital technologies. It 

also contributes to APEC’s efforts to facilitate the free flow of information and data 

consistent with domestic laws and to advance cooperation on e-commerce and digital trade. 

Through these efforts, the project reinforces APEC’s shared commitment to a secure digital 

future for all across the Asia-Pacific region. 

III. Key Issues 

1. Combatting Online Fraud and Scams in Financial Institutions 

Wanjing Ji, Head of Payment Ecosystem Risk for Asia Pacific at Visa, opened the 

discussion by outlining several key trends shaping the evolution of online fraud and scams. 

She began by clarifying the distinction between fraud and scams within the payments 

ecosystem. Fraud generally involves unauthorized transactions conducted without the 

victim’s knowledge, such as through stolen credentials. Scams, by contrast, involve 

authorized payments in which victims are manipulated into handing over their payment 

credentials or transferring funds voluntarily through deception. This distinction is important 
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for both regulatory and technological responses, as scams rely heavily on social engineering 

rather than direct technical compromise.1 

Ji emphasized that contemporary scams increasingly resemble industrialized, rather than 

isolated operations. Organized networks operate with sophisticated infrastructure, automated 

tools, and coordinated operational structures that mirror legitimate business processes. Fraud 

operations have become strategic, automated, and scalable, with criminal actors leveraging 

artificial intelligence to accelerate outreach, personalize communications, and automate 

cyberattacks. Based on Visa’s analysis of observed trends, the number of leaked accounts 

recovered by the company increased by more than 220 percent in the first half of 2025.2 

Criminal organizations are also adapting their tactics strategically, often stockpiling stolen 

credentials over long periods before monetizing them quickly once an opportunity emerges. 

Another significant trend highlighted in the presentation was the global expansion of scam 

compounds and the increasingly transnational nature of fraud operations.3 These compounds, 

reported in public and industry sources to be associated with organized criminal networks, 

rely on layered structures distributing tasks across individuals and jurisdictions. Some 

workers are reported as having been trafficked or coerced into participating in scams, while 

others may knowingly engage in specific roles such as initiating calls, opening financial 

accounts, or processing transactions. This compartmentalized structure enables organizers to 

conceal their identities and shield core operations from enforcement. Ji illustrated how scam 

networks may operate across multiple jurisdictions simultaneously, using legitimate front 

businesses and complex financial pathways to obscure illicit activity. 

Ji also noted that scams often change their modus operandi, for example by relying on small, 

incremental transactions that are less likely to trigger fraud detection systems. In some cases, 

scammers initially provide small financial returns to victims in order to build trust before 

requesting larger transfers. These tactics complicate detection and enforcement because 

victims often perceive early interactions as legitimate. The use of highly personalized 

information, urgency, and authority can make even highly educated individuals susceptible to 

deception. 

To illustrate Visa’s response to the scale and complexity of these operations, Ji described 

Visa’s Scam Disruption Practice, which analyzes payment transaction data alongside other 

signals such as IP addresses, while complying with applicable privacy requirements, to 

identify suspicious patterns across networks. Through this approach, Visa has contributed to 

mapping scam infrastructure and disrupting potential fraudulent merchant networks at scale. 

In one case study, nearly 12,000 potentially fraudulent merchant entities were identified and 

this prevented losses of over USD 37 million in fraud.4 These efforts demonstrate the 

importance of proactive detection and intelligence gathering across the payments ecosystem 

and the increasing ability of the ecosystem to respond at scale. 

Ji concluded by emphasizing that combating scams and fraud requires an ecosystem-wide 

response. Because scams span telecommunications networks, digital platforms, and financial 

systems, no single institution can effectively address the problem in isolation. Instead, 

 
1 See Annex A, slide 2 
2 See Annex A, slide 4 
3 See Annex A, slide 5 
4 See Annex A, slide 10 
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stronger public–private collaboration and a shared responsibility across ecosystem 

stakeholders are necessary to protect consumers and maintain trust in digital financial 

services. 

Following her presentation, Ji joined Justin Liu, Head, China Government Affairs and 

Public Policy, PayPal, and Stanley Wu, Head, Financial Crime Compliance, Hong Kong, 

China, Standard Chartered Bank, in a panel discussion that expanded on these themes by 

examining how regulators and industry actors assess risk and coordinate responses to scams 

within the financial ecosystem. Panelists noted that both governments and financial 

institutions increasingly rely on data-driven risk measurement to identify emerging threats. 

Governments play a critical role in enabling information-sharing infrastructure that allows 

financial institutions, regulators, and other stakeholders to exchange intelligence on 

fraudulent activity. In Hong Kong, China, for example, legislative reforms have been 

introduced to enable government-to-government data sharing platforms that support more 

effective coordination in combating scams. 

Participants also discussed emerging technological approaches to fraud detection. One 

example highlighted during the discussion was a pilot program in the United Kingdom that 

applies artificial intelligence to ecosystem-wide data in order to generate real-time risk scores 

that helps sending and receiving institutions to identify suspicious transactions within 

account-account payment flows. These models draw on information from multiple 

participants within the financial ecosystem, allowing financial institutions to identify 

anomalies earlier in the fraud lifecycle. In addition, financial institutions are experimenting 

with large language model architectures to map emerging scam patterns and identify new 

typologies as they appear. However, panelists also emphasized that technological innovation 

introduces new trade-offs. Panelists noted that as digital payments scale, consumer and 

merchant expectations increasingly center on seamless, instantaneous experiences. From a 

network perspective, these expectations must be balanced with robust fraud and security 

controls, even where this adds steps to the user journey.  

The discussion also explored how AI is enabling agent-driven transactions, with intelligent 

systems increasingly initiating and managing purchases on behalf of users. Panelists noted 

that while these systems can facilitate fraud detection by enabling analysis of behavioral 

patterns across the customer journey, they also introduce new considerations around trust, 

governance, oversight, and accountability in automated decision-making, as well as data 

privacy.  

In this context, participants emphasized that trust must be designed into the ecosystem from 

the outset. As commerce becomes more agent-driven, merchants need a reliable way to verify 

who an agent is, confirm it is acting on behalf of a legitimate consumer, and ensure 

interactions remain secure and authentic. Frameworks such as Visa’s Trusted Agent Protocol 

were highlighted as an example of how identity, intent, and legitimacy can be clearly 

established, enabling secure communication between agents and merchants while preserving 

existing systems and customer relationships. 

Looking ahead, the panel outlined several priorities. Participants called for stronger 

government-led cross-border collaboration, reflecting the inherently transnational nature of 

scam operations. They also stressed that prevention must shift earlier in the lifecycle of fraud, 

particularly in agent-led environments, focusing on identifying suspicious activity or 
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compromised interactions before a transaction is executed. In addition, panelists highlighted 

the need for greater interoperability of protection mechanisms across financial institutions 

and ecosystem participants to ensure consistent, coordinated safeguards grounded in shared 

trust frameworks. Strengthening coordination across detection tools and data-sharing will be 

essential to improving collective resilience against increasingly sophisticated scams. 

2. Combatting Online Fraud and Scams in Telecommunications 

The telecommunications session began with context-setting presentations from Sunup Park, 

Deputy Director at the Personal Information Protection Commission (PIPC) of the 

Republic of Korea; Evelyn Goh, Director of International Relations, Policy and Strategy 

at the Infocomm Media Development Authority (IMDA) of Singapore; and Daryl Teo, 

Manager of Economics Strategy at Access Partnership. These presentations established 

key regulatory, technical, and economic dimensions of scam activity within 

telecommunications networks, and were followed by a panel discussion that further explored 

the implications of these trends for policy and industry practice. 

Sunup Park’s presentation on Korea’s approach to AI-based voice phishing prevention 

illustrated how governments can enable innovation through structured public–private 

collaboration. Korea has pursued a multi-layered framework combining legal, regulatory, and 

technical mechanisms to support the deployment of advanced detection systems. A key 

component of this approach is an inter-agency memorandum of understanding that facilitates 

the sharing of de-identified call data between government entities and telecommunications 

providers, enabling the development of machine learning models for detecting suspicious call 

patterns and voice characteristics.5 These models analyze call context, behavioral patterns, 

and voice data to identify potential phishing attempts, achieving reported detection accuracy 

rates exceeding 90 percent.6 

Importantly, Korea’s framework also incorporates regulatory innovation mechanisms, 

including the use of a regulatory sandbox and a prior adequacy review system. These tools 

allow companies to test AI-driven detection technologies, such as on-device voice 

recognition, under controlled conditions while ensuring compliance with privacy and data 

protection requirements. This reflects a broader recognition that effective scam prevention 

requires access to sensitive data, necessitating governance structures that enable data use 

while maintaining safeguards such as purpose specification, transparency, and accountability. 

The Korean model further emphasizes interoperability between telecommunications 

providers and financial institutions, with detection signals shared across sectors to enable 

coordinated responses to suspected fraud activity. 

Evelyn Goh’s presentation on the ASEAN Guide on Anti-Scam Policies and Best Practices 

developed by Singapore and ASEAN Members (AMS), situated these domestic efforts within 

a broader regional framework. The Guide was endorsed at the 6th ASEAN Digital Ministers’ 

Meeting in January 2026 and is the region’s first comprehensive framework for combatting 

scams over telecommunication channels. The Guide proposed a structured set of 

recommendations that could be adopted based on differing levels of technical and regulatory 

 
5 See Annex B, slide 7 
6 See Annex B, slide 10 
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maturity.7 Central to the framework is a tiered approach to implementation, allowing 

economies to adopt baseline protections, such as mandatory SIM card registration and basic 

in-network filtering of SMS messages, while progressively advancing toward more 

sophisticated measures, including AI-driven analytics and real-time threat detection.8  

The Guide identifies several key intervention points within telecommunications networks. 

These include strengthening SIM card and equipment controls to limit anonymous or large-

scale misuse of telecom infrastructure,9 implementing network-level defenses to block scam 

calls and SMS messages,10 and preventing identity spoofing through mechanisms such as 

caller ID authentication and SMS sender ID registries.11 Singapore’s experience with its SMS 

Sender ID Registry demonstrates the potential effectiveness of such measures, with scam 

cases reportedly declining significantly following its implementation.12 Beyond technical 

controls, the Guide places a strong emphasis on regional information sharing and coordinated 

traceback mechanisms to address the inherently cross-border nature of scam operations. By 

promoting harmonization of safeguards and collaborative enforcement, the framework seeks 

to strengthen trust in telecommunications systems across the region. 

Daryl Teo’s presentation from Access Partnership complemented these policies and technical 

perspectives by examining the economic and structural challenges facing telecommunications 

operators. He highlighted that the global cost of scams and fraud is already estimated to 

exceed USD 1 trillion annually in direct financial losses, but broader societal impacts 

including erosion of trust in digital interactions and reduced participation in the digital 

economy remain unaccounted for from an economic standpoint and will amplify this negative 

impact for years to come.13 At the same time, telecommunications providers face growing 

pressure to invest in anti-fraud infrastructure, even as traditional revenue streams from voice 

and SMS services continue to decline. 

This misalignment of incentives presents a structural challenge for the telecommunications 

sector. While operators are expected to play a frontline role in detecting and preventing 

scams, they often lack clear mechanisms to recoup the costs of these investments. As a result, 

fraud prevention becomes an increasing financial burden, potentially limiting the scalability 

and sustainability of anti-scam measures. Teo’s analysis suggests that addressing scams 

effectively will require not only technical solutions but also policy interventions that better 

align incentives across stakeholders to enhance cross-stakeholder involvement and 

collaboration.14 

The panel discussion that followed built on these presentations, with participants emphasizing 

the need for a coordinated, ecosystem-wide approach to addressing scams within 

telecommunications networks. A recurring theme was the importance of balancing security, 

privacy, and usability. While measures such as call blocking, identity verification, and 

expanded data sharing can significantly reduce scam activity, they may also introduce friction 

 
7 See Annex C, slide 2 
8 See Annex C, slide 4 
9 See Annex C, slide 5 
10 See Annex C, slide 7 
11 See Annex C, slide 8 
12 See Annex C, slide 9 
13 See Annex D, slide 2  
14 See Annex D, slide 3 
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or raise concerns regarding data protection. Participants noted that maintaining trust in 

telecommunications systems requires carefully calibrated approaches that protect users 

without undermining accessibility or user experience. 

Panelists also underscored the importance of compatibility and cross-sector coordination, 

particularly between telecommunications providers, financial institutions, and digital 

platforms. Given that scams often originate in one sector and materialize in another, effective 

intervention depends on the ability to share information and act across institutional 

boundaries. In this context, regional and cross-border collaboration was identified as 

essential, as scam operations frequently exploit jurisdictional fragmentation to evade 

enforcement. 

Overall, the telecommunications session highlighted that network-level interventions are a 

critical component of a broader strategy to combat online fraud and scams. Strengthening 

regulatory frameworks, enabling responsible data sharing, and aligning incentives across 

stakeholders will be essential to disrupting scam activity at its source and reinforcing trust in 

digital communications infrastructure across the APEC region. 

3. Combatting Online Fraud and Scams in Digital Platforms 

The digital platforms session opened with a context-setting video from Andrei 

Skorobogatov of the Global Anti-Scam Alliance (GASA), followed by a presentation from 

Evelyn Goh, Director of International Relations, Policy and Strategy at the Infocomm 

Media Development Authority (IMDA) of Singapore. These interventions framed the role 

of digital platforms within the broader scam ecosystem and were followed by a panel 

discussion examining how platform governance, public–private collaboration, and 

technological innovation can be leveraged to combat online fraud. 

The GASA video highlighted the global scale and systemic nature of scam activity, 

emphasizing that online fraud has evolved into a highly organized, transnational industry 

generating significant economic and social harm. Beyond direct financial losses, scams 

impose broader costs through erosion of trust in digital interactions, reduced participation in 

the digital economy, and increased operational burdens on both governments and businesses. 

The presentation underscored that no single actor can effectively address these challenges in 

isolation. Instead, coordinated, ecosystem-wide responses are required, supported by real-

time information sharing and international collaboration. 

Building on this global framing, Evelyn Goh’s presentation provided a detailed account of 

Singapore’s approach to addressing scams on digital platforms across the digital economy 

through a whole-of-society approach. She emphasized that high levels of digitalization and 

social trust, while enabling economic growth, also create conditions that have become 

exploited by malicious actors. In Singapore, scam incidents and associated losses had risen 

across recent years, reinforcing the urgency of strengthening trust in digital services.15 

Singapore’s response centers on close collaboration between government agencies, digital 

platforms, e-commerce marketplaces, telecommunications providers, and the public. This 

approach targets multiple points along the “scam chain,” combining prevention, disruption, 

enforcement, and public education. A key policy instrument is the Online Criminal Harms 

 
15 See Annex E, slide 2 
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Act, which enables authorities to require online platforms to implement safeguards against 

scams and to take action to remove harmful content.16 This reflects a broader shift toward 

stronger platform accountability in mitigating fraudulent activity. 

In parallel, Singapore has introduced mechanisms to incentivize improved platform practices. 

The E-commerce Marketplace Transaction Safety Ratings system evaluates major platforms 

based on the effectiveness of their anti-scam measures, creating transparency and 

encouraging higher standards of consumer protection.17 Such approaches signal an increasing 

emphasis on embedding trust and safety considerations into platform governance 

frameworks. 

Goh also highlighted the importance of upstream interventions designed to prevent scammers 

from reaching potential victims. These measures include securing communication channels in 

partnership with telecommunications providers and enhancing device-level protections. For 

example, the Cyber Security Agency of Singapore has collaborated with Google to pilot an 

enhanced fraud protection feature within Google Play Protect. In addition, the development 

of a Safe App Standard establishes best practices for application design, reducing the risk that 

vulnerabilities can be exploited by malicious actors.18 

Technology plays a central role in Singapore’s approach to scam disruption. The Scam 

Analytics and Tactical Intervention System (SATIS), developed through collaboration 

between government agencies, leverages artificial intelligence to identify and disable scam-

related websites at scale.19 This capability is complemented by GovTech Singapore’s 

participation in the Global Signal Exchange, an international information-sharing initiative 

which enables rapid dissemination of scam-related indicators across participating 

organizations. Through such mechanisms, digital platforms and public authorities can 

coordinate responses more effectively and reduce the time between detection and 

intervention. 

A further dimension of Singapore’s strategy is sustained investment in public education and 

awareness. Campaigns such as “I can ACT against scams” aim to empower individuals to 

adopt protective behaviors, verify suspicious communications, and report fraudulent activity. 

These efforts are supported by tools such as the ScamShield suite, which integrates reporting, 

alerting, and detection functions across multiple channels.20 The emphasis on user awareness 

reflects recognition that even the most advanced technical safeguards must be complemented 

by informed and vigilant users. 

Following this presentation, Goh joined Jennifer Chien, Economic Policy Manager, APAC, 

Meta, for a panel discussion that expanded on these themes, emphasizing the increasing 

collaboration with digital platforms in the scam ecosystem. Chien noted that platforms, 

alongside upstream and downstream ecosystem players, each serve as both a vector for 

fraudulent activity and a critical point of intervention. As such, platform governance 

frameworks must balance flexibility and accessibility with effective risk mitigation, to allow 

for room to innovate and stay ahead of rapidly evolving bad actor tactics. This includes 

 
16 See Annex E, slide 3 
17 See Annex E, slide 3 
18 See Annex E, slide 4 
19 See Annex E, slide 5 
20 See Annex E, slide 6 
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strengthening identity verification processes, improving content moderation systems, and 

enhancing transparency around enforcement actions. 

A recurring theme was the importance of early, upstream intervention. Similar to discussions 

in the financial and telecommunications sessions, panelists emphasized that industry must 

collaborate to intervene at the earliest point in the scam attack chain. Interventions at the 

platform level, such as detecting fraudulent advertisements, disrupting scam communications, 

and removing malicious accounts, can significantly reduce the burden on downstream 

interventions to stop scam transactions. 

The panelists also highlighted the importance of scalability and cross-sector coordination. 

Effective scam prevention depends on the ability to share signals across platforms, financial 

institutions, and telecommunications providers. Initiatives such as shared databases of scam 

indicators and collaborative intelligence platforms were identified as promising tools for 

strengthening ecosystem-wide resilience. 

At the same time, participants acknowledged the challenges associated with expanding 

platform responsibilities. These include managing trade-offs between privacy and security, 

ensuring proportionality in regulatory requirements, and maintaining innovation within 

digital ecosystems. As with other sectors, maintaining user trust requires carefully calibrated 

approaches that provide robust protection without introducing excessive friction or 

undermining user experience and access to digital tools. 

Overall, the digital platforms session reinforced the view that trust in digital services depends 

on coordinated action across multiple layers of the ecosystem. By integrating regulatory 

frameworks, technological innovation, public–private partnerships, and user engagement, 

economies can strengthen their ability to prevent and disrupt scams at scale. Continued 

collaboration within APEC and across international networks will be essential to ensuring 

that digital platforms remain secure, trustworthy, and conducive to sustained economic 

growth. 

IV. Conclusion 

The workshop “Combatting Online Fraud and Scams” underscored the scale, complexity, and 

systemic nature of online fraud as a growing threat to the digital economy in the Asia-Pacific. 

Across discussions spanning financial services, telecommunications, and digital platforms, a 

consistent picture emerged: scams are no longer isolated incidents but highly organized, 

technology-enabled, and increasingly transnational criminal syndicate operations that exploit 

gaps across sectors and jurisdictions. Addressing this challenge therefore requires 

coordinated, ecosystem-wide responses that extend beyond traditional enforcement 

approaches. 

Discussions highlighted how scam operations have become increasingly industrialized, 

leveraging artificial intelligence, globalized infrastructure, and sophisticated social 

engineering techniques to scale their activities. These developments have made detection and 

enforcement more difficult, particularly as criminals adapt their tactics to evade existing 

safeguards. At the same time, rapid digitalization and the expansion of real-time services 

have increased both the opportunities for fraud and the speed at which harm can occur. 
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Across sectors, there is a growing shift toward coordinated proactive intervention across the 

scam value chain, as no one actor has the complete picture of the entire scam. Financial 

institutions, telecommunications providers, and digital platforms are increasingly deploying 

data-driven tools and advanced analytics to detect suspicious activity upstream, protecting 

individuals before they lose their money to scams. However, these efforts are accompanied 

by structural challenges, including the need to balance security with legitimate user access, 

ensure privacy protections, and maintain incentives for continued investment in innovative 

anti-fraud capabilities alongside regulatory frameworks that are outcome-focused. 

The discussions also reinforced that no single actor has full visibility into the scam 

ecosystem. Effective responses depend on coordinated action across governments, industry 

stakeholders, and international partners. Telecommunications networks, digital platforms, and 

financial systems each represent critical points of vulnerability as well as opportunities for 

intervention. Intervention at these points in the scam chain is significantly more effective than 

acting after financial loss has occurred. Strengthening linkages across these sectors is 

essential to improving collective resilience. 

Several overarching themes emerged. Scams are increasingly cross-border in nature, 

requiring stronger international cooperation to address jurisdictional challenges and 

enforcement gaps. Artificial intelligence is reshaping both the threat landscape and the tools 

available for detection and prevention, necessitating continuous adaptation. At the same time, 

efforts to combat scams must remain proportionate, ensuring that protective measures 

preserve trust, protect privacy, and support innovation within the digital economy. 

In light of these findings, two priority recommendations emerged. First, strengthening 

regional information-sharing frameworks and cross-sector coordination mechanisms is 

essential to improving the ability to detect and disrupt evolving scam typologies, and criminal 

scam networks. More timely, structured, and trusted data exchange, both within and across 

economies, will be critical to addressing the speed and scale of modern scam operations. 

Second, promoting balanced, proportionate, and scalable anti-scam tools and policy 

approaches can help close cross-border enforcement gaps while maintaining an enabling 

environment for digital trade and innovation. Alignment across sectors and jurisdictions will 

be key to ensuring that these measures are both effective and sustainable. 

Looking ahead, continued engagement within APEC and ABAC can play an important role in 

advancing these priorities. By supporting the development of practical good-practice 

frameworks, capacity-building initiatives, and public–private cooperation models, APEC 

economies can strengthen their collective response to online fraud and scams. Sustained 

collaboration will be essential not only to mitigate current risks but also to reinforce trust and 

ensure the long-term resilience of the digital economy. 
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Annex A – “Key Trends Shaping the Future of Scams and Fraud” Presentation by 

Wanjing Ji, Head of Payment Ecosystem Risk, Asia Pacific, Visa 
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Annex B – “AI-based Voice Phishing Prevention Policy” Presentation by Sunup Park, 

Deputy Director at the Personal Information Protection Commission (PIPC) of the 

Republic of Korea 
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Annex C – “ASEAN Guide on Anti-Scam Policies and Best Practices” by Evelyn Goh, 

Director, International Relations, Policy and Strategy, Infocomm Media Development 

Authority, Singapore 
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Annex D – “Combatting Scams and Fraud in Telecommunications” by Daryl Teo, 

Manager, Economics Strategy, Access Partnership 
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Annex E – “Fighting Scams in Singapore Through Public-Private Partnerships” by 

Evelyn Goh, Director, International Relations, Policy and Strategy, Infocomm Media 

Development Authority, Singapore 
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