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Information Privacy Individual Action Plan
Canada (2006)
	
	APEC Principle / Commentary
	Privacy Protection Scheme (legislation, rules, codes, frameworks, and other) 

	Provision

	Sanction

	Results/ Status


	A
	Is privacy a constitutionally protected right in your economy?


	There is no explicit right to privacy in Canada's Constitution and Charter of Rights and Freedoms.
	In interpreting Section 8 of the Charter, which grants the right to be secure against unreasonable search or seizure, Canada's courts have recognized an individual's right to a reasonable expectation of privacy.

	
	

	B
	If not, what other available legislation deals with privacy or confidentiality of personal information.


	Personal Information Protection and Electronic Documents Act (PIPEDA)
http://laws.justice.gc.ca/en/P-8.6/index.html
Alberta Personal Information Protection Act (PIPA)

http://www.qp.gov.ab.ca/documents/Acts/P06P5.cfm?frm_isbn=0779726316
http://www.qp.gov.ab.ca/documents/Regs/2003_366.cfm?frm_isbn=0779725050
British Columbia Personal Information Protection Act (PIPA)

http://www.oipc.bc.ca/legislation/PIPA/PIPA(2006).pdf
http://www.qp.gov.bc.ca/statreg/reg/P/473_2003.htm
Quebec An Act respecting the protection of personal information in the private sector

http://www2.publicationsduquebec.gouv.qc.ca/dynamicSearch/telecharge.php?type=2&file=/P_39_1/P39_1_A.html

	
	
	Enacted

	1
	I Preventing Harm

(Ref. Para. 14)

Recognizing the interests of the individual to legitimate expectations of privacy, personal information protection should be designed to prevent the misuse of such information. Further, acknowledging the risk that harm may result from such misuse of personal information, specific obligations should take account of such risk, and remedial measures should be proportionate to the likelihood and severity of the harm threatened by the collection, use and transfer of personal information.


	Personal Information Protection and Electronic Documents Act (PIPEDA)

Note: Prevention of harm is not necessarily a component of Canada’s data protection schemes.  The objective of the protections established in Canadian privacy laws is broader than  the prevention of misuse.   
	5(3) An organization may collect, use or disclose personal information only for purposes that a reasonable person would consider are appropriate in the circumstances. 
Schedule 1, 

Clause 4.1: Accountability: An organization is responsible for personal information under its control and shall designate an individual or individuals who are accountable for the organization’s compliance with the (Act). 

Clause 4.3: Consent: The knowledge and consent of the individual are required for the collection, use or disclosure of personal information, except where inappropriate. 

4.3.4: The form of the consent sought by the organization may vary, depending upon the circumstances and the type of information.  In determining the form of consent to use, organizations shall take into account the sensitivity of the information. …

4.3.5: In obtaining consent the reasonable expectations of the individual are also relevant.  … 

Clause 4.4: Limiting Collection: The collection of personal information shall be limited to that which is necessary for the purposes identified by the organization.  Information shall be collected by fair and lawful means.  

Clause 4.5: Limiting use, disclosure and retention:  Personal information shall not be sued or disclosed for purposes other than those for which it was collected, except with the consent of the individual or as required by law.  Personal information shall be retained only as long as necessary for the fulfillment of those purposes.  

Clause 4.7: Safeguards: Personal information shall be protected by security safeguards appropriate to the sensitivity of the information.

Remedial measures:

11(1):  An individual may file with the Commissioner a written complaint against an organization for contravening a provision of Division 1 or for not following a recommendation set out in Schedule 1.  

11(2): If the Commissioner is satisfied that there are reasonable grounds to investigate a matter under this Part, the Commissioner may initiate a complaint in respect of the matter.  

12(1) The Commissioner shall conduct an investigation in respect of a complaint… 

12(2) The Commissioner may attempt to resolve complaints by means of dispute resolution mechanisms such as mediation and conciliation

14(1) A complainant may, …, apply to the (Federal) Court  for a hearing in respect of any matter in respect of which the complaint was made … 

15. The Commissioner may, in respect of a complaint that the Commissioner did not initiate, (a) apply to the Court, …, for a hearing…

16. The Court may, in addition to any other remedies it may give, (a) order an organization to correct its practices… (b) order an organization to publish a notice of any action taken or proposed to be taken to correct its practices… and (c) award damages to the complainant, including damages for any humiliation that the complainant has suffered. 

	Remedies available to individuals include the ability to complain to the Privacy Commissioner of Canada and to apply for a hearing in Federal Court.  
Note: Harm does not need to be demonstrated under PIPEDA to attract a remedy.

The Commissioner investigates and reports on complaints, makes recommendations respecting the privacy practices of organizations.  She may attempt to resolve conflicts through conflict resolution mechanisms such as mediation and conciliation.  

Unresolved matters may be taken to the Federal Court:  An individual or the Privacy Commissioner may appeal to the Court for a  hearing respecting any matter related to the complaint.  The Court can order an organization to modify its practices and may also award damages to the complainant.  

There is no stated private right of action under PIPEDA.  
	Enacted.  PIPEDA mandated to be reviewed by Parliament in 2006.  

	2
	II Notice

(Ref. Para. 15-17)

Personal information controllers should provide clear and easily accessible statements about their practices and policies with respect to personal information that should

include:

a) the fact that personal information is being collected;

b) the purposes for which personal information is collected;

c) the types of persons or organizations to whom personal information might be disclosed;

d) the identity and location of the personal information controller, including information on how to contact them about their practices and handling of personal information;

e) the choices and means the personal information controller offers individuals for limiting the use and disclosure of, and for accessing and correcting, their personal information.

All reasonably practicable steps shall be taken to ensure that such notice is provided either before or at the time of collection of personal information.  Otherwise, such notice should be provided as soon after as is practicable.

It may not be appropriate for personal information controllers to provide notice regarding the collection and use of publicly available information.


	Personal Information Protection and Electronic Documents Act (PIPEDA)


	Schedule 1, clause 4.2: 

Identifying Purposes

The purposes for which personal information is collected shall be identified by the organization art or before the time the information is collected. 

4.2.3 The identified purposes should be specified at or before the time of collection to the individual from whom the personal information is collected. 

Clause 4.4.1 (under Limiting Collection): … Organizations shall specify the type of information collected as part of their information-handling policies and practices in accordance with the Openness principle 

Clause 4.8: Openness

An organization shall make readily available to individuals specific information about its policies and practices relating to the management of personal information. 

4.8.2: The information made available shall include (a) the name or title and the address of the person who is accountable for the organization’s policies and practices and to whom complaints or inquiries can be forwarded; (b) the means of gaining access to personal information held by the organization; (c) a description of the type of personal information held by the organization, including a general account of its use; (d) a copy of any brochures or other information that explain the organization’s policies, standards or codes; and (e) what personal information is made available to related organizations (eg., subsidiaries) 

7(2) (c.1) … an organization may, without the knowledge or consent of the individual, use personal information only if it is publicly available and is specified by the regulations;

7(3)(h.1) … an organization may, disclose personal information without the knowledge or consent of the individual only if the disclosure is of information that is publicly available and is specified by the regulations.


	Idem
	Idem

	3
	III Collection Limitation

(Ref. Para. 18)

The collection of personal information should be limited to information that is relevant to the purposes of collection and any such information should be obtained by lawful and fair means, and where appropriate, with notice to, or consent of, the individual concerned.
	Personal Information Protection and Electronic Documents Act (PIPEDA)


	Schedule 1, clause 4.4.  Limiting collection: The collection of personal information shall be limited to that which is necessary for the purposes identified by the organization.  Information shall be collected by fair and lawful means.  

4.4.1: Organizations shall not collect personal information indiscriminately.  Both the amount and the type of information collected shall be limited to that which is necessary to fulfill the purposes identified.  
	idem
	idem

	4
	IV Use of Personal Information

(Ref. Para. 19)

Personal information collected should be used only to fulfill the purposes of collection and other compatible or related purposes except:

a) with the consent of the individual whose personal information is collected;

b) when necessary to provide a service or product requested by the individual; or,
c) by the authority of law and other legal instruments, proclamations and pronouncements of legal effect.

	Personal Information Protection and Electronic Documents Act (PIPEDA)


	Schedule 1, Clause 4.2.4: (Identifying Purposes) When personal information that has been collected is to be used for a purpose not previously identified, the new purpose shall be identified prior to use.  Unless the new purpose is required by law, the consent of the individual is required before the information can be used for that purpose.  

Clause 4.3.1:  Consent is required for the collection of personal information and the subsequent use or disclosure of this information.  Typically, an organization will seek consent for the use or disclosure of the information at the time of collection.  

Clause 4.3.5: in obtaining consent, the reasonable expectations of the individual are also relevant.  For example, an individual buying a subscription to a  magazine should reasonably expect that the organization, in addition to using the individual’s name and address for mailing and billing purposes, would also contact the person to solicit the renewal for the subscription.  In this case, the organization can assume that the individual’s request constitutes consent for specific purposes.  …  

Clause 4.5: Limiting Use, Disclosure and Retention:  Personal information shall not be used or disclosed for purposes other than those for which it was collected except with the consent of the individual or as required by law.  …

Part 1 – Division 1: Protection of personal information 

7(2)(d) …an organization may, without the knowledge or consent of the individual, use personal information only if (d) it was collected under paragraph 7(1)(a),(b) or (e).

7(1)(a) … an organization may collect personal information without the knowledge or consent of the individual only if the collection is clearly in the interests of the individual and consent cannot be obtained in a timely way;

7(1)(e) … an organization may collect personal information without the knowledge or consent of the individual only if the collection is made for the purpose of making a disclosure (i) under subparagraph 7(3)(c.1)(i) or (d)(ii), or (ii) that is required by law.

· 7(3)(c.1)(i) … an organization may disclose personal information without the knowledge or consent of the individual only if the disclosure is made to a government institution or part of a government institution that has made a request for the information, identified its lawful authority to obtain the information and indicated that it suspects that the information relates to national security, the defence of Canada or the conduct of international affairs

· 7(3)(d)(ii) … an organization may disclose personal information without the knowledge or consent of the individual only if the disclosure is made on the initiative of the organization to an investigative body, a government institution or a part of a government institution and the organization has reasonable grounds to believe that the information relates to a breach of an agreement or a contravention of the laws of Canada, a province or a foreign jurisdiction that has been, is being or is about to be committed …


	idem
	idem

	5
	V Choice

(Ref. Para. 20)

Where appropriate, individuals should be provided with clear, prominent, easily understandable, accessible and affordable mechanisms to exercise choice in relation to the collection, use and disclosure of their personal information. It may not be

appropriate for personal information controllers to provide these mechanisms when collecting publicly available information.


	Personal Information Protection and Electronic Documents Act (PIPEDA)


	Schedule 1. Clause 4.2: Identifying Purpose: The purposes for which personal information is collected shall be identified by the organization at or before the time the information is collected.

4.2.3:  The identified purposes should be specified at or before the time of collection to the individual from whom the personal information is collected.  …  

4.2.4: When personal information that has been collected is to be used for a purpose not previously identified, the new purpose shall be identified prior to use.  Unless the new purpose is required by law, the consent of the individual is required before the information can be used for that purpose.  

Clause 4.3.2 (consent) The principle requires “knowledge and consent”.  Organizations shall make a reasonable effort to ensure that the individual is advised of the purposes for which the information will be used.  To make the consent meaningful, the purposes must be stated in such a manner that the individual can reasonably understand how the information will be used or disclosed. 

4.3.3: An organization shall not, as a condition of the supply of a product or service, require an individual to consent to the collection, use or disclosure of information beyond that required to fulfil the explicitly specified, and legitimate purposes.

4.3.7: Individuals can give consent in many ways.  For example: … (b) a check off box may be used to allow individuals to request that their names and addresses not be given to other organizations … 

	idem
	idem

	6
	VI Integrity of Personal Information

(Ref. Para. 21)

Personal information should be accurate, complete and kept up-to-date to the extent necessary for the purposes of use.


	Personal Information Protection and Electronic Documents Act (PIPEDA)


	Schedule 1, clause 4.6: Accuracy:  Personal information shall be as accurate, complete and up-to-date as is necessary for the purposes for which it is to be used. 

4.6.1: the extent to which personal information shall be accurate, complete and up-to-date will depend upon the use of the information …  Information shall be sufficiently accurate, complete and up-to-date to minimize the possibility that inappropriate information may be used to make a decision about the individual.

4.6.2: An organization shall not routinely update personal information, unless such a process is necessary to fulfill the purposes for which the information was collected

4.6.3: Personal information that is used on an ongoing basis, including information that is disclosed to third parties, should generally be accurate and up-to-date, unless limits to the requirement for accuracy are clearly set out.  

	idem
	idem

	7
	VII Security Safeguards

(Ref. Para. 22)

Personal information controllers should protect personal information that they hold with appropriate safeguards against risks, such as loss or unauthorized access to personal information, or unauthorized destruction, use, modification or disclosure of information or other misuses. Such safeguards should be proportional to the likelihood and severity of the harm threatened, the sensitivity of the information and the context in which it is held, and should be subject to periodic review and reassessment.


	Personal Information Protection and Electronic Documents Act (PIPEDA)


	Schedule 1. Clause 4.7: Safeguards:  Personal information shall be protected by security safeguards appropriate to the sensitivity of the information.  

4.7.1: The security safeguards shall protect the personal information against loss or theft, as well as unauthorized access, disclosure, copying, use or modification. … 

4.7.2: The nature of the safeguards will vary depending on the sensitivity of the information that has been collected, the amount, distribution, and format of the information and the method of storage.  More sensitive information should be safeguarded by a higher level of protection.  
	idem
	idem

	8
	VIII Access and Correction

(Ref. Para. 23-25)

Individuals should be able to:

a) obtain from the personal information controller confirmation of whether or not the personal information controller holds personal information about them;

b) have communicated to them, after having provided sufficient proof of their identity, personal information about them;

i. within a reasonable time;

ii. at a charge, if any, that is not excessive;

iii. in a reasonable manner;

iv. in a form that is generally understandable; and,

c) challenge the accuracy of information relating to them and, if possible and as appropriate, have the information rectified, completed, amended or deleted.

Such access and opportunity for correction should be provided except where:

(i) the burden or expense of doing so would be unreasonable or disproportionate to the risks to the individual’s privacy in the case in question;

(ii) the information should not be disclosed due to legal or security reasons or to protect confidential commercial information; or

(iii) the information privacy of persons other than the individual would be violated.

If a request under (a) or (b) or a challenge under (c) is denied, the individual should be provided with reasons why and be able to challenge such denial. 


	Personal Information Protection and Electronic Documents Act (PIPEDA)


	Schedule 1 – clause 4.9 (Individual Access) Upon request, an individual shall be informed of the existence, use, and disclosure of his or her personal information and shall be given access to that information. An individual shall be able to challenge the accuracy and completeness of the information and have it amended as appropriate.

4.9.1

Upon request, an organization shall inform an individual whether or not the organization holds personal information about the individual. Organizations are encouraged to indicate the source of this information. The organization shall allow the individual access to this information. However, the organization may choose to make sensitive medical information available through a medical practitioner. In addition, the organization shall provide an account of the use that has been made or is being made of this information and an account of the third parties to which it has been disclosed.

4.9.2

An individual may be required to provide sufficient information to permit an organization to provide an account of the existence, use, and disclosure of personal information. The information provided shall only be used for this purpose.

4.9.3

In providing an account of third parties to which it has disclosed personal information about an individual, an organization should attempt to be as specific as possible. When it is not possible to provide a list of the organizations to which it has actually disclosed information about an individual, the organization shall provide a list of organizations to which it may have disclosed information about the individual.

4.9.4

An organization shall respond to an individual's request within a reasonable time and at minimal or no cost to the individual. The requested information shall be provided or made available in a form that is generally understandable. For example, if the organization uses abbreviations or codes to record information, an explanation shall be provided.

4.9.5

When an individual successfully demonstrates the inaccuracy or incompleteness of personal information, the organization shall amend the information as required. Depending upon the nature of the information challenged, amendment involves the correction, deletion, or addition of information. Where appropriate, the amended information shall be transmitted to third parties having access to the information in question.

4.9.6

When a challenge is not resolved to the satisfaction of the individual, the substance of the unresolved challenge shall be recorded by the organization. When appropriate, the existence of the unresolved challenge shall be transmitted to third parties having access to the information in question.

Part 1 – Division 1: Protection of personal information 

9. (1) Despite clause 4.9 of Schedule 1, an organization shall not give an individual access to personal information if doing so would likely reveal personal information about a third party. However, if the information about the third party is severable from the record containing the information about the individual, the organization shall sever the information about the third party before giving the individual access.

2) Subsection (1) does not apply if the third party consents to the access or the individual needs the information because an individual's life, health or security is threatened.

(2.1) An organization shall comply with subsection (2.2) if an individual requests that the organization 

· (a) inform the individual about 

· (i) any disclosure of information to a government institution or a part of a government institution under paragraph 7(3)(c), subparagraph 7(3)(c.1)(i) or (ii) or paragraph 7(3)(d), or 

· (ii) the existence of any information that the organization has relating to a disclosure referred to in subparagraph (i), to a subpoena, warrant or order referred to in paragraph 7(3)(c) or to a request made by a government institution or a part of a government institution under subparagraph 7(3)(c.1)(i) or (ii); or 

· (b) give the individual access to the information referred to in subparagraph (a)(ii). 

2.2) An organization to which subsection (2.1) applies 

· (a) shall, in writing and without delay, notify the institution or part concerned of the request made by the individual; and 

· (b) shall not respond to the request before the earlier of 

· (i) the day on which it is notified under subsection (2.3), and 

· (ii) thirty days after the day on which the institution or part was notified. 

(2.3) Within thirty days after the day on which it is notified under subsection (2.2), the institution or part shall notify the organization whether or not the institution or part objects to the organization complying with the request. The institution or part may object only if the institution or part is of the opinion that compliance with the request could reasonably be expected to be injurious to 

· (a) national security, the defence of Canada or the conduct of international affairs; or 

· (b) the enforcement of any law of Canada, a province or a foreign jurisdiction, an investigation relating to the enforcement of any such law or the gathering of intelligence for the purpose of enforcing any such law. 

(2.4) Despite clause 4.9 of Schedule 1, if an organization is notified under subsection (2.3) that the institution or part objects to the organization complying with the request, the organization 

· (a) shall refuse the request to the extent that it relates to paragraph (2.1)(a) or to information referred to in subparagraph (2.1)(a)(ii); 

· (b) shall notify the Commissioner, in writing and without delay, of the refusal; and 

· (c) shall not disclose to the individual 

· (i) any information that the organization has relating to a disclosure to a government institution or a part of a government institution under paragraph 7(3)(c), subparagraph 7(3)(c.1)(i) or (ii) or paragraph 7(3)(d) or to a request made by a government institution or a part of a government institution under either of those subparagraphs, 

· (ii) that the organization notified an institution or part under paragraph (2.2)(a) or the Commissioner under paragraph (b), or 

· (iii) that the institution or part objects. 

(3) Despite the note that accompanies clause 4.9 of Schedule 1, an organization is not required to give access to personal information only if 

· (a) the information is protected by solicitor-client privilege; 

· (b) to do so would reveal confidential commercial information; 

· (c) to do so could reasonably be expected to threaten the life or security of another individual; 

· (c.1) the information was collected under paragraph 7(1)(b); or 

· (d) the information was generated in the course of a formal dispute resolution process. 

However, in the circumstances described in paragraph (b) or (c), if giving access to the information would reveal confidential commercial information or could reasonably be expected to threaten the life or security of another individual, as the case may be, and that information is severable from the record containing any other information for which access is requested, the organization shall give the individual access after severing.

(4) Subsection (3) does not apply if the individual needs the information because an individual's life, health or security is threatened.

(5) If an organization decides not to give access to personal information in the circumstances set out in paragraph (3)(c.1), the organization shall, in writing, so notify the Commissioner, and shall include in the notification any information that the Commissioner may specify.


	idem
	idem

	9
	IX Accountability

(Ref. Para. 26)

A personal information controller should be accountable for complying with measures that give effect to the Principles stated above. When personal information is to be transferred to another person or organization, whether domestically or internationally, the personal information controller should obtain the consent of the individual or exercise due diligence and take reasonable steps to ensure that the recipient person or organization will protect the information consistently with these Principles.


	Personal Information Protection and Electronic Documents Act (PIPEDA)


	4.1 Principle 1 - Accountability

An organization is responsible for personal information under its control and shall designate an individual or individuals who are accountable for the organization's compliance with the following principles.

4.1.1

Accountability for the organization's compliance with the principles rests with the designated individual(s), even though other individuals within the organization may be responsible for the day-to-day collection and processing of personal information. In addition, other individuals within the organization may be delegated to act on behalf of the designated individual(s).

4.1.2

The identity of the individual(s) designated by the organization to oversee the organization's compliance with the principles shall be made known upon request.

4.1.3

An organization is responsible for personal information in its possession or custody, including information that has been transferred to a third party for processing. The organization shall use contractual or other means to provide a comparable level of protection while the information is being processed by a third party.

4.1.4

Organizations shall implement policies and practices to give effect to the principles, including

· (a) implementing procedures to protect personal information; 

· (b) establishing procedures to receive and respond to complaints and inquiries; 

· (c) training staff and communicating to staff information about the organization's policies and practices; and 

· (d) developing information to explain the organization's policies and procedures. 


	idem
	idem

	C
	Network point of contact arrangements

	Jennifer Stoddart

Privacy Commissioner of Canada

112 Kent Street
Place de Ville
Tower B, 3rd Floor
Ottawa, Ontario
K1A 1H3

Phone: (613) 995-8210
Fax: (613) 947-6850

Toll-Free: 1-800-282-1376
Frank Work, Q.C.
Information and Privacy Commissioner of Alberta
410, 9925 - 109 Street, Edmonton, Alberta T5K 2J8
Phone: (780) 422-6860
Fax: (780) 422-5682
Email: ipcab@planet.eon.net
Web Site: http://www.oipc.ab.ca/home/
David Loukidelis, LL.B., B.C.L.
Information and Privacy Commissioner for British Columbia
P.O. Box 9038, Stn. Prov. Govt.
756 Fort Street, 3rd Floor
Victoria, British Columbia V8V 1X4

Phone: (250) 387-5629
Toll-free: 1 (800) 663-7867 (free within B.C.)
Fax: (250) 387-1696
Email: info@oipc.bc.ca
Web Site: http://www.oipc.bc.ca/
Ann Cavoukian, Ph.D
Information and Privacy Commissioner of Ontario
2 Bloor Street East, Suite 1400
Toronto, Ontario M4W 1A8

Phone: (416) 326-3333
Toll-free: 1 (800) 387-0073 (free within Ontario)
Fax: (416) 325-9195
Email: info@ipc.on.ca
Web Site: http://www.ipc.on.ca/
Me Jacques Saint-Laurent
President
Commission d'accès à l'information du Québec
575 St. Amable Street
Suite 1.10
Québec, Québec G1R 2G4

Phone: (418) 528-7741
Fax: (418) 529-3102
Toll-free: 1 (888) 528-7741 (free within Quebec)
Email: Cai.Communications@cai.gouv.qc.ca 
Web Site: http://www.cai.gouv.qc.ca/index-en.html
Richard Simpson, 

Director General, 

Electronic Commerce Branch

Industry Canada

300 Slater Street

Ottawa, Ontario  K1A 0C8

Phone: (613) 990-4292

Fax: (613) 941-1164

Email: Simpson.Richard@ic.gc.ca
Website: http://www.strategis.ic.gc.ca\privacy

	
	
	


-- // --

� Note here the legislation, rule, code, framework or other privacy protection scheme. Where possible please provide the URL for the website where the legislation or arrangement is available.


� Insert the full text or summary of the provisions of your privacy protection scheme(s) that correspond to the  APEC Privacy Principles identified in the column titled “APEC Principle/ Commentary”.


� Sanctions should include the nature of the remedies available, the means by which they are obtained, and by whom (for example, government, local law enforcement, private right of action, etc.).  


� Identify areas where the practice and the intent of the principle need further consideration; and identify the status of the economies’ practice, for example enacted, introduced, draft.  If your legislation, rule, code, framework or other privacy protection scheme is at the drafting or proposal stage and has not yet been enacted or implemented, please indicate here and provide any other useful comments."


� Please provide contact details such as name and/or title, address, telephone and email contacts.  This information will not be published but will be made available to economies.
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