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Information Privacy Individual Action Plan 
Australia (2006)
	
	APEC Principle /Commentary
	Privacy Protection Scheme (legislation, rules, codes, frameworks, and other) 

	Provision

	Sanction

	Results/ Status


	A
	Is privacy a constitutionally protected right in your economy?


	No 
	n/a
	n/a
	n/a

	B
	If not, what other available legislation deals with privacy or confidentiality of personal information.


	Australia has a comprehensive set of national privacy laws provided for under the federal Privacy Act 1988 (Cth).

The Privacy Act sets out strict safeguards for the handling of personal information by federal government and ACT government agencies.  The Privacy Act also governs how private sector organisations should collect, use and disclose, keep secure, and provide access to personal information.

The Privacy Commissioner also has functions in relation to credit reporting, data matching, spent convictions information, as well as functions under the National Health Act and telecommunications. 

There are also privacy codes and some State laws. 

This table will focus only on Australia’s national Privacy Act. 
The Privacy Act gives effect to Australia’s agreement to implement Guidelines adopted in 1980 by the Organisation for Economic Cooperation and Development for the Protection of Privacy and Transborder Flows of Personal Data, as well as to its obligations under Article 17 of the International Covenant on Civil and Political Rights.


	Privacy Act 1988 (Cth) 
An electronic version can be found at: 

http://www.austlii.edu.au/au/legis/cth/consol_act/pa1988108/ 

For various State privacy laws, see: 
http://www.privacy.gov.au/privacy_rights/laws/index.html 
	An independent Privacy Commissioner is charged with enforcement of the Privacy Act at the federal level and some States also enforce compliance.  
The Office of the Privacy Commissioner also assists businesses and agencies comply with the Act, provides assistance to individuals about their rights under the Act and related legislation, and promotes best practice in privacy standards.
The Privacy Commissioner has the power to:

· Investigate a complaint that an individual has made to the Commissioner;

· Investigate a complaint that a code adjudicator has referred to the Commissioner;

· Investigate a complaint made about a federal government contractor;

· Investigate, on the Commissioner’s own initiative, an act or practice that may be a breach of privacy, even if no complaint has been made;

· Make a determination of a complaint either dismissing the compliant or finding the complaint substantiated, declare that the respondent cease the conduct/not repeat the conduct; redress the person’s loss; declare the complainant is entitled to compensation; or not take further action.

· Seek an order (injunction) from the court to stop conduct that does or would breach the Privacy Act; and

· Review the decision of a code adjudicator at the request of the individual.


	n/a

	1
	I Preventing Harm

(Ref. Para. 14)

Recognizing the interests of the individual to legitimate expectations of privacy, personal information protection should be designed to prevent the misuse of such information. Further, acknowledging the risk that harm may result from such misuse of personal information, specific obligations should take account of such risk, and remedial measures should be proportionate to the likelihood and severity of the harm threatened by the collection, use and transfer of personal information.


	Privacy Act 1988 (Cth) 
	The Privacy Act provides the principles as to how the data controller is required to handle information in a way that prevents harm to individuals.  The Privacy Act covers the collection, use and disclosure, quality and security of personal information.  
The 11 Information Privacy Principles (IPPs) govern the way the Commonwealth and ACT government agencies handle information.   
The 10 National Privacy Principles (NPPs) govern the way private sector organisations, including some small businesses and all private health service providers handle personal information.  

The Privacy Act also provides individuals with rights to access and correct personal information. 
	The Privacy Act gives individuals the right to make a complaint if they believe that their personal information, including health information, has been mishandled by a Commonwealth or ACT government agency or a private sector organisation. 

After investigating a compliant, the Commissioner may: 
· Make a determination dismissing the complaint; 

· Find the complaint substantiated and make a determination that includes a declaration:

· that the agency has engaged in conduct constituting an interference with the privacy of an individual and should not repeat or continue such conduct; 

· that the respondent should redress the loss/damage suffered by the complainant;
· that the complainant is entitled to compensation for loss/damage suffered;

· that it would be inappropriate for any further action to be taken.

In general, Commonwealth agencies are required to comply with determinations of the Privacy Commissioner.  
Determinations can be enforced in the Federal Court or Federal Magistrates Court. 

	n/a

	2
	II Notice

(Ref. Para. 15-17)

Personal information controllers should provide clear and easily accessible statements about their practices and policies with respect to personal information that should

include:

a) the fact that personal information is being collected;

b) the purposes for which personal information is collected;

c) the types of persons or organizations to whom personal information might be disclosed;

d) the identity and location of the personal information controller, including information on how to contact them about their practices and handling of personal information;

e) the choices and means the personal information controller offers individuals for limiting the use and disclosure of, and for accessing and correcting, their personal information.

All reasonably practicable steps shall be taken to ensure that such notice is provided either before or at the time of collection of personal information.  Otherwise, such notice should be provided as soon after as is practicable.

It may not be appropriate for personal information controllers to provide notice regarding the collection and use of publicly available information.


	As per 1 above.
	For Commonwealth and ACT government agencies

IPP 2 outlines the principles regarding the solicitation of personal information from individuals.   

If an agency asks a person for personal information about himself/herself, the agency must give the person notice as to:
· Why it is collecting the information;
· Whether it has legal authority to collect the information; and 

· Who it usually gives that sort of information to. 

For private sector organisations
NPP 1 provides the principles about collection.  It provides that an organisation must not collect personal information unless the information is necessary for one or more of its functions or activities.  The information must be collected by lawful and fair means and not in an unreasonably intrusive way.  

The collector must take reasonable steps to ensure that the individual is aware of things such as the identity of the organisation, the purposes for which the information is collected, to whom the information is usually disclosed and any law which requires the collection of information, unless making the individual aware would pose a serious threat to the life or health of any individual.  
If it is reasonable and practicable to do so, an organisation must collect personal information about an individual from that individual. 
NPP 2 provides the principles about use and disclosure and outlines how organisations can use and disclose an individual’s personal information.  

NPP 5 requires organisations to have and make available a policy document on its management of personal information.   

	As per 1 above. 
	Organisations commonly express their notice and privacy policies on their websites.

 

	3
	III Collection Limitation

(Ref. Para. 18)

The collection of personal information should be limited to information that is relevant to the purposes of collection and any such information should be obtained by lawful and fair means, and where appropriate, with notice to, or consent of, the individual concerned.


	 As per 1 above.
	For Commonwealth and ACT government agencies

IPP 1 says that agencies can only collect personal information for a lawful purpose that is directly related to their functions; and if collecting the personal information is necessary for or directly related to that purpose. 

IPP 2 as outlined above, requires an agency collecting personal information to take reasonable steps to ensure the individual is generally aware of the purpose for which the information is sought, any law requiring the collection of the information and any unusual disclosure practices. 
IPP 3 requires agencies to ensure, as far as possible, that the personal information they collect is relevant to the agency’s reason for collecting it; is up to date; and is complete.  Agencies must do their best not to intrude unreasonably on the personal affairs of the individual.  
The Privacy Commissioner’s guidelines state that collecting personal information will be intrusive if it involves repeatedly and unnecessarily asking for the same personal information.  Also, if the personal information agencies are trying to collect is ‘irrelevant or unnecessary’.  

For private sector organisations
As above at 2. 

	As per 1 above.
	n/a

	4
	IV Use of Personal Information

(Ref. Para. 19)

Personal information collected should be used only to fulfill the purposes of

collection and other compatible or related purposes except:

a) with the consent of the individual whose personal information is collected;

b) when necessary to provide a service or product requested by the individual; or,

c) by the authority of law and other legal instruments, proclamations and pronouncements of legal effect.

	As per 1 above.
	For Commonwealth and ACT government agencies

IPP 9 requires agencies to only use personal information in records for a purpose to which the information is relevant.  If the purpose is relevant, agencies must also ensure that the use is lawful.
IPP 10 states that agencies may only use information for the purpose for which it was collected.  There are a number of exceptions, including where: 
· The individual concerned has consented to the use of the information for that other purpose;

· The other uses are required or authorised by law; where they are reasonably necessary for enforcement of criminal law, laws imposing pecuniary penalties or the protection of the public revenue; or

· The decision-maker believes that the use is necessary to prevent a serious and imminent threat to the life or health of a person.

Uses for purposes directly related to the purpose for which the information was obtained is also permitted. 

For private sector organisations
NPP 2 governs the use and disclosure for private sector organisations.  Organisations must not use or disclose personal information about an individual for a purpose other than the primary purpose of collection.  There are a number of exemptions to this principle: 

· When the secondary purpose is related, or in the case of sensitive information, directly related to the primary purpose and the individual would reasonably expect the organisation to use or disclose the information for the secondary purpose;

· If the individual has consented to the use or disclosure;

· In certain circumstances, for direct marketing or for health research;

· If there is a serious and imminent threat to an individual’s life, health or safety or the public’s health or safety;

· To report unlawful activities to relevant authorities; 

· It is required or authorised by or under law;

· Prevention and detection of criminal offences;

· Necessary for enforcement of particular laws; 

· Necessary to protect the public revenue. 

An organisation is required to make a written note of any use or disclosure of personal information.  There are special provisions that relate to the disclosure of health information. 

	As per 1 above.
	n/a

	5
	V Choice

(Ref. Para. 20)

Where appropriate, individuals should be provided with clear, prominent, easily understandable, accessible and affordable mechanisms to exercise choice in relation to the collection, use and disclosure of their personal information. It may not be

appropriate for personal information controllers to provide these mechanisms when collecting publicly available information.


	As per 1 above and the
Electronic Transactions Act 1999 (Cth)
	For Commonwealth and ACT government agencies
The Electronic Transactions Act 1999 (Cth) (ETA) gives individuals, businesses and the community the option of using electronic communications when dealing with Commonwealth Government agencies.  For example, individuals wanting to provide information or make an application to a Commonwealth Government agency can do so by means of electronic communications and such agencies will generally be obliged to accept these communications.   There are some exemptions, including for example, migration law documents. 
Australian States and Territories have enacted similar legislation closely modelled on the ETA.
Agencies will also be required to comply with the Privacy Act IPPs to give individuals the right to:

· Know why personal information is being collected, any law authorising the collection and who it will be given to; 
· Have access to records;

· Have inaccurate information about amended;

· Be sure that information can only be used for particular reasons, such as threats to life or health; 
· Be sure that information can only be disclosed for particular reasons, such as threats to life or health.
For private sector organisations
In practice, many organisations provide individuals with choice as to how they wish to provide personal information, including via e-mail, mail, fax, in person, telephone.  In many cases, it makes good business sense to allow individuals ease of access and convenience as a mechanism for providing personal information. 
NPP 8 provides individuals with the option, wherever lawful and practicable, of anonymity when entering transactions with organisations. 
It will not always be practical or legal to remain anonymous in all circumstances. For example, when individuals apply for a loan, or a utility service, such as the telephone (where you are going to be billed later), individuals will be asked to provide specific types of identification.  In other situations, for example, when individuals are paying in cash for something they have bought, or just making an enquiry, it might not be necessary for individuals to provide personal information.

When an organisation collects personal information it should take reasonable steps to tell individuals the purpose or reason. 

	As per 1 above and n/a regarding the ETA.
	n/a

	6
	VI Integrity of Personal Information

(Ref. Para. 21)

Personal information should be accurate, complete and kept up-to-date to the extent necessary for the purposes of use.


	As per 1 above.
	For Commonwealth and ACT government agencies

IPP 7 requires agencies to ensure that that records containing personal information are accurate, relevant to the purpose for which the information was collected, up to date, complete and not misleading. 

IPP 8 requires agencies to take such steps that are reasonable in the circumstances to check the accuracy, currency and completeness of personal information in records before it is used.

For private sector organisations
The NPPs set the standards that organisations must meet for the accuracy, currency, completeness and security of personal information.

NPP 3 relates to data quality and requires an organisation to take reasonable steps to ensure that the personal information it collects, uses or discloses is accurate, complete and up to-date. 


	As per 1 above.
	n/a

	7
	VII Security Safeguards

(Ref. Para. 22)

Personal information controllers should protect personal information that they hold with appropriate safeguards against risks, such as loss or unauthorized access to personal information, or unauthorized destruction, use, modification or disclosure of information or other misuses. Such safeguards should be proportional to the likelihood and severity of the harm threatened, the sensitivity of the information and the context in which it is held, and should be subject to periodic review and reassessment.


	As per 1 above.
	For Commonwealth and ACT government agencies

IPP 4 requires agencies to ensure that records containing personal information are protected by such security safeguards against loss, unauthorised access, use, modification or disclosure or other misuses.  
Where the information is given to another person in connection with the provision of a service to an agency, the agency must do everything it reasonably can to prevent unauthorised use or disclosure of that information. 

For private sector organisations

NPP 4 relates to data security and requires an organisation to take reasonable steps to protect the personal information it holds from misuse and loss and from unauthorised access, modification or disclosure.  Personal information must be destroyed or de-identified if it is no longer needed. 


	As per 1 above.
	n/a

	8
	VIII Access and Correction

(Ref. Para. 23-25)

Individuals should be able to:

a) obtain from the personal information controller confirmation of whether or not the personal information controller holds personal information about them;

b) have communicated to them, after having provided sufficient proof of their identity, personal information about them;

i. within a reasonable time;

ii. at a charge, if any, that is not excessive;

iii. in a reasonable manner;

iv. in a form that is generally understandable; and,

c) challenge the accuracy of information relating to them and, if possible and as appropriate, have the information rectified, completed, amended or deleted.

Such access and opportunity for correction should be provided except where:

(i) the burden or expense of doing so would be unreasonable or disproportionate to the risks to the individual’s privacy in the case in question;

(ii) the information should not be disclosed due to legal or security reasons or to protect confidential commercial information; or

(iii) the information privacy of persons other than the individual would be violated.

If a request under (a) or (b) or a challenge under (c) is denied, the individual should be provided with reasons why and be able to challenge such denial. 


	As per 1 above.
	For Commonwealth and ACT government agencies

IPP 6 provides that individuals are entitled to have access to personal information concerning them held by agencies.  Access provided in accordance with the provisions of the Freedom of Information Act 1982 (Cth) are considered to be in compliance with this IPP. 

IPP 7 requires agencies to ensure that that records containing personal information are accurate, relevant to the purpose for which the information was collected, up to date, complete and not misleading. 

For private sector organisations
NPP 6 relates to access and correction.  An individual is afforded a general right of access to their own personal information and the right to have that information corrected if it is inaccurate, incomplete or out of date.  There are exemptions to this principle, including:

· If access would pose a serious and imminent threat to the life or health of any individual;

· It would have an unreasonable impact upon the privacy of other individuals;

· The request is frivolous or vexatious;

· There are existing or anticipated legal proceedings between the organisation and the individual;

· Providing access would be unlawful;

· Denying access is required or authorised by or under law; 

· If providing access may prejudice an investigation of possible unlawful activity; the prevention or detection of a crime or the enforcement of laws; the protection of public revenue; or damage the security of Australia. 

An organisation must provide reasons for denying access or a refusal to correct personal information. 
	As per 1 above.
	n/a

	9
	IX Accountability

(Ref. Para. 26)

A personal information controller should be accountable for complying with measures that give effect to the Principles stated above. When personal information is to be transferred to another person or organization, whether domestically or internationally, the personal information controller should obtain the consent of the individual or exercise due diligence and take reasonable steps to ensure that the recipient person or organization will protect the information consistently with these Principles.


	As per 1 above.
	For Commonwealth and ACT government agencies

IPP 11 places limits on disclosure of personal information about an individual to others, including other agencies.  An agency who holds records containing personal information must not disclose the personal information to a person, body or agency unless:
· The individual has consented to the disclosure;

· The individual has been made aware under a valid IPP 2 notice, or is otherwise likely to know that that kind of disclosure is likely to be made;

· The disclosure is required or authorised by or under law;

· Disclosure is reasonably necessary to prevent or lessen a serious and imminent threat to life or health of the individual or another;

· The disclosure is necessary to enforce the criminal law or a law imposing a pecuniary penalty or to protect public revenue.

For private sector organisations
NPP 9 regulates the transfer of personal information about an individual to someone in a foreign country. 

The transfer of personal information to a foreign country is only permitted in limited situations, namely:

· If the organisation reasonably believes that the recipient of the information is subject to a law, binding scheme or contract which is substantially similar to the NPPs; or

· The individual consents to the transfer; or

· The transfer is necessary for the performance of a contract between the individual and the organisation; or

· The transfer is for the benefit of the individual and it is impractical to obtain the individual’s consent to the transfer, and if it were practicable to obtain consent, the individual would be likely to give it; or

· The organisation has taken reasonable steps to ensure the information transferred will not be held, used or disclosed by the recipient inconsistently with the NPPs. 


	As per 1 above.
	n/a

	C
	Network point of contact arrangements

	
	Mr Colin Minihan
Principal Legal Officer

Information Law Branch

Australian Government

Attorney-General's Department

Robert Garran Offices

National Circuit 

BARTON ACT 2600

AUSTRALIA
T: 61 2 6250 5891

F: 61 2 6250 5939

E: colin.minihan@ag.gov.au 

Ms Wanni Teo

Senior Legal Officer

Information Law Branch

Australian Government

Attorney-General's Department

Robert Garran Offices

National Circuit 

BARTON ACT 2600

AUSTRALIA
T: 61 2 6250 6378

F: 61 2 6250 5939

E: wanni.teo@ag.gov.au 

Mr Timothy Pilgrim

Deputy Privacy Commissioner, Australia

GPO Box 5218

Sydney NSW 2001

AUSTRALIA
T: 61 2 9284 9800
F: 61 2 9284 9666

E: timothypilgrim@privacy.gov.au 

	
	


-- // --

� Note here the legislation, rule, code, framework or other privacy protection scheme. Where possible please provide the URL for the website where the legislation or arrangement is available.


� Insert the full text or summary of the provisions of your privacy protection scheme(s) that correspond to the  APEC Privacy Principles identified in the column titled “APEC Principle/ Commentary”.


� Sanctions should include the nature of the remedies available, the means by which they are obtained, and by whom (for example, government, local law enforcement, private right of action, etc.).  


� Identify areas where the practice and the intent of the principle need further consideration; and identify the status of the economies’ practice, for example enacted, introduced, draft.  If your legislation, rule, code, framework or other privacy protection scheme is at the drafting or proposal stage and has not yet been enacted or implemented, please indicate here and provide any other useful comments."


� Please provide contact details such as name and/or title, address, telephone and email contacts.  This information will not be published but will be made available to economies.
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