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	APEC Principle / Commentary
	Privacy Protection Scheme (legislation, rules, codes, frameworks, and other) 

	Provision

	Sanction

	Results/ Status


	A
	Is privacy a constitutionally protected right in your economy?

	Privacy is, in no doubt, a constitutionally protected right in Chinese Taipei.
	1.Article 22 stipulated that all other freedoms and rights of the people that are not detrimental to social order or public welfare shall be guaranteed under the Constitution. (the Constitution of R.O.C)

2.Article18(1) stipulated that when one’s personality is infringed, one may apply to the court for removing. When one’s personality is in danger of being infringed, one may apply for prevention. Article195 (1) stipulated that If a person has wrongfully damaged to the body, health, reputation, liberty, credit, privacy or chastity of another, or to another’s personality in a severe way, the injured person may claim a  reasonable compensation in money even if such injury is not a purely pecuniary loss. ( the Civil Code of R.O.C)

3.Article 28 (1) stipulated that 

any government agency, which contravened a requirement under this Law and therefore caused personal data to have being collected, processed or used inappropriately, or had wrongfully damaged the rights of data subject, should compensate him for any injury arising thereof except the damage is owing to natural disasters, events or any other unavoidable force majeure. Article 29 stipulated that any non-government agency, which contravened a requirement under this Law and therefore caused personal data to have being collected, processed or used inappropriately, or had wrongfully damaged the rights of data subject, should compensate him for any injury arising thereof except that he can prove the damage is caused unintentionally or not due to negligence. ( the Computer-processed Personal Data Protection Law of R.O.C).

	Violation shall be subjected to fine, criminal charge or monetary compensation.
	Chinese Taipei had enacted the Computer-processed Personal Data Protection Law（“CPPDPL”） to enforce the privacy protection relating to personal data. However, because the existing law still has some flaws, an amendment bill has been drafted for the purpose of revising and making it    match up to the EU Directive and APEC Privacy Principle. The amendment bill  has completed the legislative process and announced by the President on 26th May, 2010. The name of the law also changes to the “Personal Information Protection Act”. In order to provide a period of time of preparation both for government agencies and non-government agencies, the new legislation is not enforced now. The date for enforcement of this new legislation shall be set by the Executive Yuan.

	1
	I Preventing Harm

(Ref. Para. 14)

Recognizing the interests of the individual to legitimate expectations of privacy, personal information protection should be designed to prevent the misuse of such information. Further, acknowledging the risk that harm may result from such misuse of personal information, specific obligations should take account of such risk, and remedial measures should be proportionate to the likelihood and severity of the harm threatened by the collection, use and transfer of personal information.


	The purpose of CPPDPL is to prevent data subject’s privacy from being infringed. The law requests personal information controller be obliged to abide by both “the collection limitation principle “and “the use of personal information principle”. Whenever infringement happens, data subject may report the violation to regulators and the authorities will intervene, asking personal information controller to take appropriate measure. 
	Article 1 of CPPDPL stipulated that this Law is enacted to regulate the collection, processing or use of personal data so as to prevent infringement on the right to information privacy of natural person, and enhancing the free flow and appropriate utilization of personal data.
Article 6 stipulated that the collection, processing or use of personal data shall respect the rights and interests of data subject and should also be performed in honest and trust-worthy way. Furthermore, any operation should be limited to information that is relevant to the purposes of collection.
Article 8 stipulated that The use of personal data, by any government agency, should be in the legitimate activities of carrying out its obligations, as pursuant to the laws, and also be limited to data that is relevant to the purposes of collection.
Article 23 stipulated that the use of personal data, by any non-government agency, should be limited to data that is relevant to the purpose of collection, as pursuant to the laws.

	Infringement on the information privacy shall be subjected to fine, monetary compensation or imprisonment.
	

	2
	II Notice

(Ref. Para. 15-17)

Personal information controllers should provide clear and easily accessible statements about their practices and policies with respect to personal information that should

include:

a) the fact that personal information is being collected;

b) the purposes for which personal information is collected;

c) the types of persons or organizations to whom personal information might be disclosed;

d) the identity and location of the personal information controller, including information on how to contact them about their practices and handling of personal information;

e) the choices and means the personal information controller offers individuals for limiting the use and disclosure of, and for accessing and correcting, their personal information.

All reasonably practicable steps shall be taken to ensure that such notice is provided either before or at the time of collection of personal information.  Otherwise, such notice should be provided as soon after as is practicable.

It may not be appropriate for personal information controllers to provide notice regarding the collection and use of publicly available information.


	In August 1995, when Chinese Taipei enacted CPPDPL to regulate the processing of personal information by government agencies and private sector entities, it was self-motivated and destined to provide only basic protection for data subjects. At the meantime, protection of personal information privacy was a novelty then and because our law-makers were so timid that the Notice Principle was not transposed into the law from EU Directive. 
	
	
	In order that   the data protection law can match up to the APEC Privacy Principle,  Chinese Taipei has transposed the Notice Principle into the new legislation. Article 8 of the new legislation stipulated that 

where personal data is obtained directly from data subject, as pursuant to Article 15 and 19, the responsible government agency or non-government agency should, with  some exceptions, give notice to that data subject such items as listed below:
1.it’s name;
2.the purpose of collection;

3.the type of personal data;

4.the duration for the use of personal data, where and how it will be used, and to whom;
5.the rights which data subject can exercise pursuant to Article 3, and the way to exercise it;

6.where it is up the data subject to decide whether to provide personal data or not, the effects relating to that data subject if he choose not to. Furthermore, Article 9 stipulated that where personal data is not obtained directly from data subject, but from a third party, as pursuant to Article 15 and 19, the responsible government agency or non-government agency should, with some exceptions, give notice to that data subject, at or prior to the time of using the information, as regards to where the personal information came from and the items listed in Article 8 (1) to (5).


	3
	III Collection Limitation

(Ref. Para. 18)

The collection of personal information should be limited to information that is relevant to the purposes of collection and any such information should be obtained by lawful and fair means, and where appropriate, with notice to, or consent of, the individual concerned.


	The personal data protection scheme of Chinese Taipei basically meets the requirements
	Article 5 of CPPDPA stipulated that the collection, processing or use of personal data shall respect the rights and interests of data subject and should also be performed in honest and trust-worthy way. Furthermore, any operation should be limited to information that is relevant to the purposes of collection. 

	In case of violation, the central or local regulators are empowered to intervene and may take appropriate measures. And if it caused damages to  the rights of data subjects, the personal information controller is obliged to compensate.
	The wording is vague and sometimes there is difficulty to decide whether it is “relevant ” or not in a real case. In order to remove the ambiguities, Article 5 of the new legislation  has increased, as below, the final sentence  “It should not go beyond the purpose of collection and should be reasonable and fair.”.


	4
	IV Use of Personal Information

(Ref. Para. 19)

Personal information collected should be used only to fulfill the purposes of

collection and other compatible or related purposes except:

a) with the consent of the individual whose personal information is collected;

b) when necessary to provide a service or product requested by the individual; or,

c) by the authority of law and other legal instruments, proclamations and pronouncements of legal effect.

	CPPDPL has detailed stipulations about “the Use Principle”  
	Article 7,8,18 and 23 of CPPDPL stipulated that the collection or processing of personal data, by any government agency or private sector entity, should be limited to specific purposes and conformed to specific conditions.  And the use of personal data should be in the legitimate activities of carrying out its obligations, as pursuant to the laws, and also be limited to data that is relevant to the purposes of collection. Whereas, it may be use beyond the purposes of collection with some exceptions.
	Any violation for the purpose of profiteering will be subjected to  imprisonment, detention, fine or  monetary compensation.
	Because punishment is applied only to violations for the purpose of profiteering, it has created a loophole in term of privacy protection. Therefore, Article 41 of the new legislation has made revision to the effect that punishment is not limited to violation for profiteering only. Any other violation for non-profiteering purpose or consequence   shall also be punished.  

	5
	V Choice

(Ref. Para. 20)

Where appropriate, individuals should be provided with clear, prominent, easily understandable, accessible and affordable mechanisms to exercise choice in relation to the collection, use and disclosure of their personal information. It may not be appropriate for personal information controllers to provide these mechanisms when collecting publicly available information.


	In August 1995, when Chinese Taipei enacted CPPDPL to regulate the processing of personal information by government agencies and private sector entities, the Choice Principle is not transposed into the law from EU Directive either.
	
	
	In order that   the data protection law can match up to the APEC Privacy Principle, Chinese Taipei has transposed the Choice Principle into the new legislation. Article 20(2) and (3) stipulated that  When the non-government agency uses the personal information for the purpose of marketing pursuant to the preceding Paragraph and has been turned down by the Party, the agency should stop its action. 

The non-government agency should notify the Party the measures of refusal at the first marketing action and should pay for fees necessary.


	6
	VI Integrity of Personal Information

(Ref. Para. 21)

Personal information should be accurate, complete and kept up-to-date to the extent necessary for the purposes of use.


	CPPDPL focus mainly on “accuracy” relating to personal information. And in our opinion, the wording also can expand its meaning to include keeping personal information complete and up-to-date.
	Article 13(1) and 26(1) of CPPDPL stipulated that the government agency or non-government agency are obliged to keep personal data accurate  and must also make rectification or supplements voluntarily or so as required by data subject
	Violation is subjected to administrative fine.
	Article 11(1)of the new legislation has not  change the wording. The reasoning is that it’s meaning can  be extended to conform to the Integrity Principle through issuing an explanatory note.

	7
	VII Security Safeguards

(Ref. Para. 22)

Personal information controllers should protect personal information that they hold with appropriate safeguards against risks, such as loss or unauthorized access to personal information, or unauthorized destruction, use, modification or disclosure of information or other misuses. Such safeguards should be proportional to the likelihood and severity of the harm threatened, the sensitivity of the information and the context in which it is held, and should be subject to periodic review and reassessment.


	CPPDPL has detailed stipulations about “the Security Safeguards Principle”
	Article 17 and 26 of CPPDPL stipulated that a government agency should designate a data protection official to protect personal data that they hold with appropriate safeguards against risks, such as theft, loss or unauthorized access to personal data, or unauthorized destruction, modification or disclosure of data.
	Violation is subjected to administrative fine
	In order that the private sector entities can really abide by the Security Safeguards Principle, Article 27(2) of the new legislation has stipulated that the various central ministries charged with the enforcement of this Law may designate any non-government agency to draw up the security- safeguards plan of personal data file or the measures to deal with the personal information after the business has ceased to operate. Through the scheme,  the implementation of  the safeguard- measures shall be more easily to subject to periodic review and reassessment by the central or local regulators. 



	8
	VIII Access and Correction

(Ref. Para. 23-25)

Individuals should be able to:

a) obtain from the personal information controller confirmation of whether or not the personal information controller holds personal information about them;

b) have communicated to them, after having provided sufficient proof of their identity, personal information about them;

i. within a reasonable time;

ii. at a charge, if any, that is not excessive;

iii. in a reasonable manner;

iv. in a form that is generally understandable; and,

c) challenge the accuracy of information relating to them and, if possible and as appropriate, have the information rectified, completed, amended or deleted.

Such access and opportunity for correction should be provided except where:

(i) the burden or expense of doing so would be unreasonable or disproportionate to the risks to the individual’s privacy in the case in question;

(ii) the information should not be disclosed due to legal or security reasons or to protect confidential commercial information; or

(iii) the information privacy of persons other than the individual would be violated.

If a request under (a) or (b) or a challenge under (c) is denied, the individual should be provided with reasons why and be able to challenge such denial. 


	CPPDPL acknowledged that data subject has the rights to request for reviewing, supplementing, correcting, making copies of, discontinuing use or deletion of personal data.  The request should be dealt within 30 days and may be charged reasonably,  if it  is for making copies  or reproducing personal data. 
	Article 13(1) and 26(1) of CPPDPL stipulated that the government agency or non-government agency are obliged to keep personal data accurate, and must also make rectification or supplements voluntarily or so as required by data subject. Whenever the accuracy of personal data is challenged by data subject, a government agency or non-government agency must cease to process or use personal data voluntarily or so as required by data subject. When the purpose of collection has ceased to exist or the duration for use is expired, a government agency or non-government agency must have the data deleted, cease to process or use voluntarily or so as required by that data subject. Article 15 stipulated that the government agency or non-government agency should decide weather or not to provide the access and opportunity for consultation or coping as requested pursuant to Article 14 by data subject, within 30 days of the request. Whereas the request can not be dealt within that period of time, the applicant should be informed the reason why in document. Article 16 stipulated that the government agency or non-government agency may charge a necessary cost and fee, that is not excessive, from the applicant who make a request of consultation or coping data relating to himself or herself.
	Violation is subjected to administrative fine.
	Article 3 of the new legislation has stipulated that The following rights should be exercised by the Party with regard to his personal information and should not be waived in advance or limited by a specific agreement:

1. any inquiry and request for a review of the personal information;

2. any request to make duplications of the personal information;

3. any request to supplement or correct the personal information;

4. any request to discontinue collection, processing or use of personal information; and

5. any request to delete the personal information.



	9
	IX Accountability

(Ref. Para. 26)

A personal information controller should be accountable for complying with measures that give effect to the Principles stated above. When personal information is to be transferred to another person or organization, whether domestically or internationally, the personal information controller should obtain the consent of the individual or exercise due diligence and take reasonable steps to ensure that the recipient person or organization will protect the information consistently with these Principles.


	CPPDPL basically conforms to the principle. In other words, a personal information controller should be accountable for complying with measures that give effect to the Privacy Principles stated by laws, and where a person or organization instructs another person or organization to collect, hold, use, process, transfer or disclose personal information on its behalf, the instructing person or organization is responsible for ensuring compliance with the principles too.
	Article 5 of CPPDPL stipulated that where any agency, organization or individual, instructed by a government agency or non-government agency to collect, process or use personal data on its behalf, shall be deemed as the civil servant or employee of that government agency or non-government agency within the context of this Law.
	Violation shall be subjected to fine, criminal charge or monetary compensation.
	In order to make the wording more clearly, Article 4 of the new legislation stipulated that  Whoever commissioned by a government agency or non-government agency to collect, process or use personal information should be considered the commissioning agency within the scope of this Law. And Article 21 of the new legislation stipulated that If one of the followings has occurred when the non-government agency transmits personal information internationally, the government authority in charge of subject industry may limit its action:

1. Where it involves major national interests;

2. Where national treaty or agreement specifies otherwise;

3. Where the economy receiving personal information lacks of proper regulations towards the protection of personal information and it might harm the rights and interests of the Party: 

4. Where international transmission of personal information is made through an indirect method in which the provisions of this Law may not be applicable.


	C
	Network point of contact arrangements

	Ho-Ting Huang, Section Chief, Department of Legal Affairs, Ministry of Justice,
130 Chung-ching S. Rd., Sec.1, Taipei, 10048, Chinese Taipei R.O.C.

Tel: 886-2-23146871 Ext.2260. Fax: 886-2-2388-4245

Email: hoting@mail.moj.gov.tw 
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1 Note here the legislation, rule, code, framework or other privacy protection scheme. Where possible please provide the URL for the website where the legislation or arrangement is available.


2 Insert the full text or summary of the provisions of your privacy protection scheme(s) that correspond to the  APEC Privacy Principles identified in the column titled “APEC Principle/ Commentary”.


3 Sanctions should include the nature of the remedies available, the means by which they are obtained, and by whom (for example, government, local law enforcement, private right of action, etc.).  


4 Identify areas where the practice and the intent of the principle need further consideration; and identify the status of the economies’ practice, for example enacted, introduced, draft.  If your legislation, rule, code, framework or other privacy protection scheme is at the drafting or proposal stage and has not yet been enacted or implemented, please indicate here and provide any other useful comments."





� Please provide contact details such as name and/or title, address, telephone and email contacts.  This information will not be published but will be made available to economies.
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