
2009

Integrating Brand Protection into 
Pharmaceutical Company 
Processes

Lew Kontnik
Director, Brand Protection



2

Amgen: A Biotechnology Pioneer
Founded in 1980, Amgen was one 
of the first biotechnology 
companies to successfully 
discover, develop and make 
protein-based medicines

Today, we’re leading the industry 
in its next wave of innovation by:
– Developing therapies in multiple 

modalities
– Driving cutting-edge research and 

development
– Continuing to advance the 

science of biotechnological 
manufacturing
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Summary-Agenda

Counterfeiting: An External Problem Fought 
Through Internal Controls

How the Industry is Approaching the Challenge

Summary of Amgen’s Approach



Counterfeiting: An External 
Problem Fought Through Internal 
Controls
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Medicines are a critical part of our 
complex world health system

Health care spending is a 
major component of the 
global economy

$2.3T US ’07; 6-15% GDP in 
OECD countries ‘05

Medicines are critical tools in 
over all healthcare

$600B ’05 Worldwide; 8-30% of 
Healthcare spending in OECD 
‘05



6

The discovery, production and distribution 
of medicines is complex and exacting

Innovator 
biopharmaceutical 
companies are highly 
regulated
– Approval, GMP, Formulary

Management quality 
systems define most 
activities
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Manufacturer’s control is limited to a 
small part of the entire system

Global trade 

$272B exports 2005

Internet

Distribution systems

Regulations

Health care systems

Prescribing

Dispensing

Compliance
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Counterfeiters operate outside the 
manufacturer’s area of direct control

Insertion of fakes into the 
distribution system

Use of the internet

Sales to health delivery organizations

Manufacturer’s control ends at the 
first commercial customer 
Oversight beyond direct span of 
control accomplished indirectly
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Security controls must be fully integrated with 
other systems/processes to be successful

Integration into manufacturing, 
regulations, business practices

International perspective, 
effective in distribution 
channel, etc.

Narrow focus can produce skewed 
understanding

Regulators and security providers 
can miss the larger view



How the Industry is 
Approaching the Challenge
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How are manufacturers looking at the 
Brand Protection issue?

Increasingly, a 
global, integrated 
approach

Through cross-
functional teams

More international 
organizational 
engagement

Emergence of 
company patterns
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Recent studies are defining categories of 
performance for Brand Protection programs

Law Enforcement Collaboration

Work with Trade Partners

Internet Surveillance

Public Awareness Program

Point of Use Authentication

Formal Incident Tracking
– Response SOP

Authenticate Returns

Formal Governance 
– Dedicated Resource 
– Budget 

Security Features/Process
– Formal assessment  
– Periodic review         

Serialization of Products

Distribution Agreements
– Restricted chain
– Audits

Transport Initiatives

Counterfeit Prevention Study (Clarescent, April 2008)
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Recent studies suggest how companies are 
implementing Brand Protection programs

Formal Governance 40%
– Dedicated Resource 70%
– Budget 40%

Security Features/Process
– Formal assessment  62%
– Periodic review         30%

Serialization of Products

Distribution Agreements
– Restricted chain 46%
– Audits 62%

Transport Initiatives 30%

Law Enforcement Collaboration 
70%

Work with Trade Partners 62%

Internet Surveillance 38%

Public Awareness Program 54%

Point of Use Authentication 70%

Formal Incident Tracking 85%
– Response SOP 80%

Authenticate Returns 30%

Counterfeit Prevention Study (Clarescent, April 2008) Percentage of 17 responding companies with system in place
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Other qualitative observations 

Counterfeiting perceived as serious and growing 
problem

Patient safety the overwhelming driver for programs

Larger companies generally more advanced

Two organizational models
– Small dedicated staff/budget, governance team (66%)
– Distributed operations team-no dedicated staff (33%)

Opportunities for business processes enhancements

Companies need regulatory leadership 
– Guidance, standards and industry alignment
– Appreciation of change impacts

Drawn from Counterfeit Prevention Study (Clarescent, April 2008)
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International organizations are becoming more 
engaged in the pharmaceutical counterfeiting issue 

PhRMA
– Supply Chain Security Task Force
– International Anti-Counterfeiting Working Group

EFPIA
– Anti-Counterfeiting ad hoc Group
– Distribution ad hoc Group (Coding Initiative)

IMPACT (International Medical Products Anti-
Counterfeiting Taskforce) WHO

Pharmaceutical Security Institute (PSI)

Other organizations and commercial venues



Summary of Amgen’s 
Approach
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Mission: To prevent the counterfeiting of our 
products and to minimize the impact of attacks

We must:
– Maintain a secure, accountable supply chain
– Enable authentication of our products
– Analyze and adjust to threats in the system
– Be prepared to respond and recover from attacks
– Enable the protection of our patients and supply chain 

through appropriate communication
– Understand and plan for risks of new market entry

We must not:
– Prevent the flow of product to patients

Our Program helps safeguard patients, 
our product franchises and investors
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Amgen’s program structure supports 
global development and implementation

Brand Protection Steering Committee
Chair International Commercial           
Core Global Supply Chain   Operations Risk Management 

Intl Operations N. American Commercial
Product/Pkg Devel Quality
Manufacturing

Extended Security             IS 
Gvmt Affairs      Legal 
Finance 

Integration Core Team
BP Staff (NA, Intl) and Commercial

Reps (NA, Intl)

NA BP Team
Chair BP Staff Lead
GOL Quality
NACO DPDD 
GGA Distribution 
Security ACM 
Dist. Audit IS 
Legal Corp Comm 
Finance Reg Affairs 

International BP Team
Chair BP Staff Lead

Quality ICO 
DPDD GGA 
Distribution Safety
Security Legal
Corp Comm Dist. Audit
Returns
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Our Operations Manual translates our 
Imperatives into functional requirements

Incident
Recovery

Empower 
Patients

Supply 
Chain

• Contracts 

• Distribution

• Returns

• Audits

Prevention
SystemsAuthentication Threats

Program
Operations

• Security Feature

• Feature 
Adoption

• Market 
Monitoring

• Investigation

• Regulatory
Issue 
Management 

• Response &
Recovery

• Recalls 

• Complaints 

• External
Comm’s

• Product, 
Country Risk
Assessment

• Functional 
Standards

• Annual 
Report

• Legal

Brand Protection Requirement Integrate into Amgen’s Corporate Processes
Commercialization                               International Expansion

Clinical Comparator Products                   Crisis Management/Recall



Thank you for your attention

Questions
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