
1

APEC Panel
Anti-Counterfeiting Measures

Industry Perspectives

Thomas Warren
Director, Health Policy

February 18, 2009



2

Agenda

Counterfeiting Challenges

Brand Protection Strategies

Reducing Risk in the Supply Chain

Influence the Environment



(NY Times) -- In the World of Life-
Saving Drugs, a Growing 
Epidemic of Deadly Fakes (2/2/07)

Dateline's Chris Hansen 
investigates how fake prescription 
drugs have popped up at 
pharmacies and how this can be 
stopped

(WSJ)-- Heparin Likely Cut With 
Cheap Counterfeit Ingredient (3/19/08)

BBC News: China milk 
poisoning cases rise
Nearly 53,000 children in China are 
now known to have been made ill by 
milk powder contaminated with 
melamine, officials say. (9/22/2008)

Washington Post- FDA Scrutiny 
Scant In India, China as Drugs 
Pour Into U.S. (6/17/07)

(CIO Magazine) --- Cracks 
in the Pharmaceutical 
Supply Chain 

Effects of counterfeits gaining media attention
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Overview of the Health Care Challenge

Counterfeiting is a large and growing business
The World Health Organization estimates that:
– 8-10% of the world’s drug supply is fake 
– 30% of drugs in developing markets are counterfeit
– 50% of drugs purchased over the internet from sites that conceal their

physical address are counterfeit
Drugs & medical devices - 3rd most counterfeited category

10% of US Customs seizures in ’08 were pharmaceuticals ($28M) up 152% 
from ‘07

Diversion enables counterfeiters
Insertion point for illicit product into legitimate channels

May add additional risk to genuine products
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Scope of Brand Protection

Four main classifications:
– Counterfeit product/packaging

– Tampered product/packaging

– Trademark infringement

– Illegal diversion
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Product Risk Example: Risperdal®
High price, high volume, history of tampering



8

Top 10 Supply Chain Vulnerabilities*
1. Business trading borders weakening

2. Policy enforcement lacking

3. Arbitrage through pricing opportunities

4. Suppliers do not dictate to whom their trading partners may sell

5. Repackaging & Re-labeling

6. Uncoordinated anti-counterfeiting measures across supply chain

7. Weak penalties for counterfeiters

8. Diversion encouraged - market segment favored by counterfeiters

9. Consumer trading borders weakening 

10. Internet

* The Blue Fin Group
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Diversion
Definition:

The redirection of goods from the manufacturer’s intended area of 
sale to a different geography or distribution channel
Also known as the secondary market, parallel trade, gray market and 
third party importation

Examples:

Movement from a low price market to a high price market

Purchase at contract price and resell into different class of trade

Resell of donated product for profit, rather than distribution to 
intended population

Theft
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The Secondary Market
Counterfeit devices & 

drugs Special reduced price or donated goods from 
closed pharmacies, hospitals, physicians

Drugs dispensed to Medicaid 
Patients sold to Street Brokers

Supplies intended for export to 
charitable foreign missions

DiversionDiversion

SecondarySecondary

(Gray) Market(Gray) Market

Stolen goods
Legitimate 
Purchases

Samples

Foreign Supplies 
repackaged for 
sale to clinics, 
homes and 
pharmacies
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Challenges in Addressing Diversion

Diversion can be difficult to identify

Diversion between countries is legal or tacitly 
condoned

Diversion between classes of trade within a 
country is not illegal

Diversion is not a priority for enforcement 
authorities
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Strategies to Reduce Diversion

Market Monitoring & Data Mining

Early Detection – Quality Systems & Call Centers

Authorized Distributor of Record Anti-Diversion Policy

In-Market Auditing

Track & Trace Systems via Product Serialization

Authentication Technology Application 

Aggressive Stance with Re-sellers & Re-packagers
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Strategies to Prevent Illicit Trade
1. Build anti-counterfeiting measures into your supply chain contracts
2. Know your sources of supply and monitor their activities
3. If the price is too good to be true…
4. Product normally flows downstream - avoid lateral/backwards trade –

ask for pedigree information if unsure of authenticity
5. Manufacturers should insist on authorized distributors only buying 

their product from them
6. Avoid internet purchases unless the source is known
7. Purchase product only in original packaging
8. Ask manufacturer about authentication features on Package/product
9. Formalize your supply chain integrity organization
10. Collaborate with government agencies and legislators
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External environment
Healthcare providers

Ask manufacture what controls are in place
Discuss with your distributor

– Purchasing process/sources
– Validate relationship with supplier
– Contractual relationships

Buy either from manufacturer or authorized distributor/wholesaler
Be very wary of Internet promotions, e-mails, and flyer promotions

Governments
Growing public health concern
Invest in enforcement –collaboration with industry
Increase criminal penalties

Industry
Create barriers to counterfeiting
Increase contractual obligations of 3rd party suppliers 
Market education
Engage with government regulators and enforcement agencies
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Supply Chain Security Summary
Conclusions

Counterfeiting and diversion are growing problems in the global healthcare 
industry impacting patient safety and business value

The industry is collaborating to secure the global supply chain prompted by the 
proliferation of illicit traders, new patient safety legislation and business value 
protection.

Legislation & regulations governing healthcare supply chains are inescapable 
and ubiquitous

The industry is responding pro-actively to safeguard the supply chain, achieve 
regulatory compliance and create new value

Summary
Patient safety concerns and anti-counterfeiting laws are driving new 
business models in healthcare distribution which will require significant 
investments in technology and process development
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