Asia-Pacific
Economic Cooperation

2006/SOM1/ECSG/SYM/025
Agenda ltem: 24

Overview of E-commerce Protection Technologies

Purpose: Information
Submitted by: Russia

APEC Symposium on Information
Privacy Protection in E-Government

A and E-Commerce

Ha Noi, Viet Nam
&ﬁgg 20-22 February 2006



e . RYTA

Overview

of E-commerce Protection
Technologies

Alexey Sabanov, Aladdin (Russia)



Contents

® Brief market analyze

® Trust Problems of E-commerce

® |dentification and Authentication
® Privacy Access Control

Hardware Authentication Devices

® Overview of Modern Protection
Technologies

oo I\II
®

Aladdin:

SSSSSSSSSSSSSSSSS



E- commerce market
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Russia B2B market
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Topicality: financial loss

Virus
Unauthorized access
Theft of proprietary info
Denial of service
Insider Net abuse
Laptop theft $4,107300

Financial fraud $2.565000

Misuse of public Web application $2.227500

System penetration [ $841.400
Abuse of wireless netwark J 358,

sabotage Hﬂll!.ﬁ[ﬁi
H Telecom fraud EJIEM!!
- Web site defacement | $15000
H $0 $10 million $20 million $30 million $40 million $50 million
. Total Losses for 2005 were §130,104,542
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Security Solutions Used

Firewalls

Anti-virus software

Intrusion Detection Systems
Server-based access control lists
Encryption for data in transit
Reusable account/login passwords
Encrypted files

Smart cards/ other one-time password tokens

E Public Key Infrastructure

L] Intrusion Prevention Systems

u

" Blometrics

o 100
Al 2 d dln CS1/FBI 2005 Computer Crime and Security Survey 2005: 687 Respondents

Source: Computer Security Institute
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Trust Problems of E-commerce

® Guarantee of confidentiality (number of a credit card,
a delivery date of the goods, the address,...)

® Guarantee of data integrity

® Sufficient level for controlling of operation participants:

» The seller should be assured that the buyer will not refuse
purchase and in solvency of the buyer

* The bank-emitter should check up the seller before
realization of his requirement for payment of purchase

» The buyer should be assured that seller is real, instead of
false
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Some Trust Problems of E-commerce:
Security weaknesses

® sensitive financial details for online paying ;
® trade secrets and other confidential information;

® privacy of e-commerce actions:
pay bills,

trade stocks and shares,

file our income tax returns,
conduct legally transactions;
vote in government elections;
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PKI Trusted Services

« Authentication,

e Access control,

e Trust internet - banking services,
e Assured privacy data delivery,

e Encryption,

e E-signature.

Aladdin:

SSSSSSSSSSSSSSSSS



The role of Authentication

[

s Login
rxxx Password
=
E

Trust ?

Use of strong authentication may be one
of the way for trust users to e-commerce
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E-Signatures Types

Electronic signatures

Advanced electronic signatures

Qualified signatures

Advanced electronic signature: Qualified signature:
« qualified certificate advanced electronic signature
. » certificate is in file system of smart secure signature creation token
, card or token private key can't leave token
Aladdin 11
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Signhatures Types
Advanced electronic signature.
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ldentification and Authentication

Identification and Authentication

Identification Authentication l

Strong Authentication

nonexpendable I

oTP

Secured
Authentication
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Single (universal) Smart card
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Life cycle management
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PKI
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End-User Back Office

Infrastructure

Dlrectory
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SECURITY SOLUTIONS

Example:
Token Management System

Organizational Policies Users & Devices

Centralized

Personalization

User
Repository : r. Y
“\ _Active /
_ 7. . \\Directory Y/ Token
Group / \% g

\\

\

OTP Network

Security Applications

Token
Inventory —

Backup/Restore
Profiles E

16



Aladdin:

SECURITY SOLUTIONS

Information Security
Technologies

Gartner Group, Hype Cycle for Information Security, 2005
Data-at-Rest
Encryption Appliances

visibility

Deep Packet

Inspection Firewalls
Security Compliance Tools

" Vulnerability

Management

HIPS on Servers
Instant Messaging Security
MAC

Role Planning, Audit
and Compliance

Biometrics

Secure Sockets Layer/

Transport Layer Security

SIMISEM Hardware

Enterprize Tokens

Reduced Sign-On

User Provigioning
E-Mail Encryption Patch Management
E-Signatures

Smart Tokens
Spam Filtering
Secure Sockets Layer
Remote Access VPNs

Web Services Security Standards

Managed Securty Senvice Providers
Enterprize Federated Identity

Public Key Operations
Digital Rights Management (Enterprize)

HIFS on PCs

Anti-Phishing

S5L Peer-to-Peer, Site-to-Site

Virtual Private Networks As of July 2005
Peak of
Technology Trough of . Plateau of
- Inflated e pe htenme -
Trigger Expectations Disillusionment Slope of Enlig nt Productivity
maturity

Plateau will be reached in: obsolete
Clessthan2years ©O2toS5years @ 5S5to10years A more than 10 years & before plateau
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Hardware Tokens
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Expected dynamic of market
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Rainbow Technologies
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USB Tokens Market in Russia
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RYATA

Russian Information Technology Association

Thanks you for attention

Alexey Sabanov asabanov@aladdin.ru, tel.: +7(495)231-31-13
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