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Information Privacy Individual Action Plan 
Japan (2006)
Note: 

This document is described two acts, “Act on the Protection of Personal Information held by Administrative Organs” and “Act on the Protection of Personal Information Held by incorporated Administrative Agencies, Etc”.

Provisions for these acts haven’t been translated into English. English versions will be submitted after translating.

	
	APEC Principle /Commentary
	Privacy Protection Scheme (legislation, rules, codes, frameworks, and other) 

	Provision

	Sanction

	Results/ Status


	A
	Is privacy a constitutionally protected right in your economy?


	－
	－
	－
	

	B
	If not, what other available legislation deals with privacy or confidentiality of personal information.
	
	
	
	

	1
	I Preventing Harm

(Ref. Para. 14)

Recognizing the interests of the individual to legitimate expectations of privacy, personal information protection should be designed to prevent the misuse of such information. Further, acknowledging the risk that harm may result from such misuse of personal information, specific obligations should take account of such risk, and remedial measures should be proportionate to the likelihood and severity of the harm threatened by the collection, use and transfer of personal information.


	【For Public Sector(1)】

Act on the Protection of Personal Information held by Administrative Organs

【For Public Sector(2)】

Act on the Protection of Personal Information held by Incorporated Administrative
Agencies, Etc.
	Article1(Purpose).

Article1(Purpose).


	－
	Enacted

	2
	II Notice

(Ref. Para. 15-17)

Personal information controllers should provide clear and easily accessible statements about their practices and policies with respect to personal information that should

include:

a) the fact that personal information is being collected;

b) the purposes for which personal information is collected;

c) the types of persons or organizations to whom personal information might be disclosed;

d) the identity and location of the personal information controller, including information on how to contact them about their practices and handling of personal information;

e) the choices and means the personal information controller offers individuals for limiting the use and disclosure of, and for accessing and correcting, their personal information.

All reasonably practicable steps shall be taken to ensure that such notice is provided either before or at the time of collection of personal information.  Otherwise, such notice should be provided as soon after as is practicable.

It may not be appropriate for personal information controllers to provide notice regarding the collection and use of publicly available information.


	【For Public Sector(1)】

Act on the Protection of Personal Information held by Administrative Organs

【For Public Sector(2)】

Act on the Protection of Personal Information held by Incorporated Administrative
Agencies, Etc.
	Article 4 (Clear Indication of the Purpose of Use)

Article10(Creation and Publication of Personal Information File Registers)

Article 4 (Clear Indication of the Purpose of Use)

Article 11 (Creation and Publication of Personal Information File Registers)
	－
	Enacted

	3
	III Collection Limitation

(Ref. Para. 18)

The collection of personal information should be limited to information that is relevant to the purposes of collection and any such information should be obtained by lawful and fair means, and where appropriate, with notice to, or consent of, the individual concerned.

	【For Public Sector(1)】

Act on the Protection of Personal Information held by Administrative Organs

【For Public Sector(2)】

Act on the Protection of Personal Information held by Incorporated Administrative
Agencies, Etc.
	Article3(Restriction on Retention of Personal Information)

Article3(Restriction on Retention of Personal Information)

Article5(Proper Acquisition)


	－
	Enacted

	4
	IV Use of Personal Information

(Ref. Para. 19)

Personal information collected should be used only to fulfill the purposes of

collection and other compatible or related purposes except:

a) with the consent of the individual whose personal information is collected;

b) when necessary to provide a service or product requested by the individual; or,

c) by the authority of law and other legal instruments, proclamations and pronouncements of legal effect.

	【For Public Sector(1)】

Act on the Protection of Personal Information held by Administrative Organs

【For Public Sector(2)】

Act on the Protection of Personal Information held by Incorporated Administrative
Agencies, Etc.
	Article8(Restriction on Use and Provision)

Article9(Restriction on Use and Provision)


	－
	Enacted

	5
	V Choice

(Ref. Para. 20)

Where appropriate, individuals should be provided with clear, prominent, easily understandable, accessible and affordable mechanisms to exercise choice in relation to the collection, use and disclosure of their personal information. It may not be

appropriate for personal information controllers to provide these mechanisms when collecting publicly available information.
	【For Public Sector(1)】

Act on the Protection of Personal Information held by Administrative Organs

【For Public Sector(2)】

Act on the Protection of Personal Information held by Incorporated Administrative
Agencies, Etc.

	Article 4 (Clear Indication of the Purpose of Use)

Article8 (Restriction on Use and Provision)

Article10 (Creation and Publication of Personal Information File Registers)

Article4 (Clear Indication of the Purpose of Use)

Article9 (Restriction on Use and Provision)

Article11 (Creation and Publication of Personal Information File Registers)
	－
	Enacted

	6
	VI Integrity of Personal Information

(Ref. Para. 21)

Personal information should be accurate, complete and kept up-to-date to the extent necessary for the purposes of use.


	【For Public Sector(1)】

Act on the Protection of Personal Information held by Administrative Organs

【For Public Sector(2)】

Act on the Protection of Personal Information held by Incorporated Administrative
Agencies, Etc.

	Article5(Maintenance of Accuracy)

Article6(Maintenance of Accuracy)
	－
	Enacted

	7
	VII Security Safeguards

(Ref. Para. 22)

Personal information controllers should protect personal information that they hold with appropriate safeguards against risks, such as loss or unauthorized access to personal information, or unauthorized destruction, use, modification or disclosure of information or other misuses. Such safeguards should be proportional to the likelihood and severity of the harm threatened, the sensitivity of the information and the context in which it is held, and should be subject to periodic review and reassessment.
	【For Public Sector(1)】

Act on the Protection of Personal Information held by Administrative Organs

【For Public Sector(2)】

Act on the Protection of Personal Information held by Incorporated Administrative
Agencies, Etc.

	Article6(Security Measures)

Article7(Security Measures)


	－
	Enacted

	8
	VIII Access and Correction

(Ref. Para. 23-25)

Individuals should be able to:

a) obtain from the personal information controller confirmation of whether or not the personal information controller holds personal information about them;

b) have communicated to them, after having provided sufficient proof of their identity, personal information about them;

i. within a reasonable time;

ii. at a charge, if any, that is not excessive;

iii. in a reasonable manner;

iv. in a form that is generally understandable; and,

c) challenge the accuracy of information relating to them and, if possible and as appropriate, have the information rectified, completed, amended or deleted.

Such access and opportunity for correction should be provided except where:

(i) the burden or expense of doing so would be unreasonable or disproportionate to the risks to the individual’s privacy in the case in question;

(ii) the information should not be disclosed due to legal or security reasons or to protect confidential commercial information; or

(iii) the information privacy of persons other than the individual would be violated.

If a request under (a) or (b) or a challenge under (c) is denied, the individual should be provided with reasons why and be able to challenge such denial. 


	【For Public Sector(1)】

Act on the Protection of Personal Information held by Administrative Organs

【For Public Sector(2)】

Act on the Protection of Personal Information held by Incorporated Administrative
Agencies, Etc.

	Article12(The Right to Request Disclosure)
Article 27 (The Right to Request Correction)

Article 36(The Right to Request Discontinuance of the Utilization)

Article12(The Right to Request Disclosure)

Article 27 (The Right to Request Correction)

Article 36(The Right to Request Discontinuance of the Utilization)


	－
	Enacted

	9
	IX Accountability

(Ref. Para. 26)

A personal information controller should be accountable for complying with measures that give effect to the Principles stated above. When personal information is to be transferred to another person or organization, whether domestically or internationally, the personal information controller should obtain the consent of the individual or exercise due diligence and take reasonable steps to ensure that the recipient person or organization will protect the information consistently with these Principles.


	【For Public Sector(1)】

Act on the Protection of Personal Information held by Administrative Organs

【For Public Sector(2)】

Act on the Protection of Personal Information held by Incorporated Administrative
Agencies, Etc.

	Article3(Restriction on Retention of Personal Information)

Article5(Maintenance of Accuracy)

Article8(Restriction on Use and Provision)

Article3(Restriction on Retention of Personal Information)

Article6(Maintenance of Accuracy)

Article9(Restriction on Use and Provision)


	－
	Enacted

	C
	Network point of contact arrangements

	Chikara Yokozawa

Email: Yokozawa-chikara@meti.go.jp
Hiroko Haruguchi

Email: haruguchi-hiroko@meti.go.jp

Tel: +81-3-3501-2964(Direct)

Information Policy Division

Ministry of Economy, Trade and Industry

Reference: ANNEX 2


	
	
	


This document is described “Act on the Protection of Personal Information” which is provided for Private sector, except question A.

Please refer to the additional information; ANNEX1 (Guidelines) and ANNEX2 (Contact list). 

	
	APEC Principle /Commentary
	Privacy Protection Scheme (legislation, rules, codes, frameworks, and other) 

	Provision

	Sanction

	Results/ Status


	A
	Is privacy a constitutionally protected right in your economy?
	Yes

The  Constitution of  Japan
	Article 13:

 All of the people shall be respected as individuals. Their right to life, liberty, and the pursuit of happiness shall, to the extent that it does not interfere with the public welfare, be the supreme consideration in legislation and in other governmental affairs.

※The  right of privacy is secured by precedents of this article.


	
	Enacted

	B
	If not, what other available legislation deals with privacy or confidentiality of personal information.


	 
	 
	
	

	1
	I Preventing Harm

(Ref. Para. 14)

Recognizing the interests of the individual to legitimate expectations of privacy, personal information protection should be designed to prevent the misuse of such information. Further, acknowledging the risk that harm may result from such misuse of personal information, specific obligations should take account of such risk, and remedial measures should be proportionate to the likelihood and severity of the harm threatened by the collection, use and transfer of personal information.

	Act on the Protection of Personal Information

URL:http://www5.cao.go.jp/seikatsu/kojin/foreign/act.pdf
	Article 3 (Basic Philosophy)

In view of the fact that personal information should be handled cautiously under the philosophy of respecting the personalities of individuals, proper handling of personal information must be promoted.

Article 6 (Legal Measures, etc.)

The Government shall take necessary legal and other measures to ensure that special measures will be taken for the protection of the personal information whose proper handling is especially strictly required for the further protection of the rights and interests of individuals in view of the nature and the method of use of the personal information.

Article 8 (Support to Local Public Bodies and Others)

In order to support the measures for the protection of personal information formulated or implemented by local public bodies and the activities performed by people, entities, and others to ensure the proper handling of personal information, the State shall provide information, formulate guidelines to ensure the appropriate and effective implementation of measures to be taken by entities and others, and take any other necessary measures.

Article 12 (Support to Entities and Others in the District)

In order to ensure the proper handling of personal information, a local public body must　endeavor to take necessary measures for supporting entities and residents in its district.

Article 37 (Authorization)

1. A corporation (which includes an unincorporated organization with a specified　representative or manager; this applies to (B) of Item 3 of the next article) that intends　to conduct any of the businesses enumerated in the following items for the purpose of　ensuring the proper handling of personal information by an entity handling personal information, may be authorized as such by the competent minister:

(1) The handling under Article 42 of complaints about the handling of personal

information of such entities handling personal information as are the targets of the business (hereinafter called "target entities")

(2) The provision of information for target entities about the matters contributing to　ensuring the proper handling of personal information

(3) In addition to those mentioned in the preceding two items, any business necessary for ensuring the proper handling of personal information by target entities

2. An entity intending to receive authorization under the preceding paragraph must apply to the competent minister as prescribed by a Cabinet order.

3. When having granted authorization under Paragraph 1, the competent minister must officially announce that effect.

Article 43 (Personal Information Protection Guidelines)

1. In order to ensure the proper handling of personal information by its target entities, each authorized personal information protection organization must endeavor to draw up and publicly announce guidelines (hereinafter called "personal information protection guidelines") in conformity with the purport of the provisions of this Act, concerning the specification of the Purpose of Use, security control measures, procedures for　complying with individuals' requests and other matters.

2. When an authorized personal information protection organization has publicly announced its personal information protection guidelines under the provision of the　preceding paragraph, the organization must endeavor to provide guidance, give recommendations, and take other measures necessary in order to have its target entities observe the personal information protection guidelines concerned.


	For  entities handling personal information

( government )

･Collection  of  reports

･Advice

For Article 16 to 18, Article 20 to 27 and section 2 of Article 30

(government)

･Recommendations

･Orders

･Imprisonment of not more than six months or a fine of not more than 300,000 yen (when violating orders) 

For Article 37and Article 43.

( government )

･Collection  of  reports

･Order

･Disqualification


	Enacted

	2
	II Notice

(Ref. Para. 15-17)

Personal information controllers should provide clear and easily accessible statements about their practices and policies with respect to personal information that should

include:

a) the fact that personal information is being collected;

b) the purposes for which personal information is collected;

c) the types of persons or organizations to whom personal information might be disclosed;

d) the identity and location of the personal information controller, including information on how to contact them about their practices and handling of personal information;

e) the choices and means the personal information controller offers individuals for limiting the use and disclosure of, and for accessing and correcting, their personal information.

All reasonably practicable steps shall be taken to ensure that such notice is provided either before or at the time of collection of personal information.  Otherwise, such notice should be provided as soon after as is practicable.

It may not be appropriate for personal information controllers to provide notice regarding the collection and use of publicly available information.


	
	Article 18 (Notice of the Purpose of Use at the Time of Acquisition, etc.)

1. When having acquired personal information, an entity handling personal information must, except in cases in which the Purpose of Use has already been publicly announced, promptly notify the person of the Purpose of Use or publicly announce the Purpose of Use.

2. Notwithstanding the provision of the preceding paragraph, when an entity handling personal information acquires such personal information on a person as is written in an agreement or other document (including a record made by an electronic method, a magnetic method, or any other method not recognizable to human senses. Hereinafter this applies in this paragraph.) as a result of concluding an agreement with the person or acquires such personal information on a person as is written in a document directly from the person, the entity must expressly show the Purpose of Use in advance. However, this provision shall not apply in cases in which the acquisition of personal information is urgently required for the protection of the life, body, or property of an individual.

3. When an entity handling personal information has changed the Purpose of Use, the entity must notify the person of the changed Purpose of Use or publicly announce it.

4. The provisions of the preceding three paragraphs shall not apply to the following cases:

(1) Cases in which notifying the person of the Purpose of Use or publicly announcing it might harm the life, body, property, or other rights or interests of the person or a third party

(2) Cases in which notifying the person of the Purpose of Use or publicly announcing it might harm the rights or legitimate interests of the entity concerned handling personal information

(3) Cases in which it is necessary to cooperate with a state institution or a local public body in executing the operations prescribed by laws and in which notifying the person of the Purpose of Use or publicly announcing it might impede the execution of the operations concerned

(4) Cases in which it is considered that the Purpose of Use is clear in consideration of the circumstances of the acquisition

Article 24 (Public Announcement of Matters Concerning Retained Personal Data, etc.)

1. With respect to the retained personal data, an entity handling personal information must put the matters enumerated in the following items in an accessible condition for the person (such condition includes cases in which a reply is made without delay at the request of the person):

(1) The name of the entity concerned handling personal information

(2) The Purpose of Use of all retained personal data (except in cases falling under any of Items 1 to 3 of Paragraph 4 of Article 18)

(3) Procedures to meet requests made pursuant to the provisions of the next paragraph, Paragraph 1 of the next article, Paragraph 1 of Article 26, or Paragraph 1 or Paragraph 2 of Article 27 (including the amount of charges if set under Paragraph 2 of Article 30)

(4) In addition to those mentioned in the preceding three items, such matters, specified by a Cabinet order, as being necessary for ensuring the proper handling of retained personal data


	
	Enacted

	3
	III Collection Limitation

(Ref. Para. 18)

The collection of personal information should be limited to information that is relevant to the purposes of collection and any such information should be obtained by lawful and fair means, and where appropriate, with notice to, or consent of, the individual concerned.


	
	Article 17 (Proper Acquisition)

An entity handling personal information must not acquire personal information by a fraudulent or other dishonest means.


	
	Enacted

	4
	IV Use of Personal Information

(Ref. Para. 19)

Personal information collected should be used only to fulfill the purposes of

collection and other compatible or related purposes except:

a) with the consent of the individual whose personal information is collected;

b) when necessary to provide a service or product requested by the individual; or,

c) by the authority of law and other legal instruments, proclamations and pronouncements of legal effect.

	
	Article 15 (Specification of the Purpose of Use)

1. When handling personal information, an entity handling personal information must specify the purpose of use of personal information (hereinafter called the "Purpose of Use") as much as possible.

2. An entity handling personal information must not change the Purpose of Use beyond the scope which is reasonably considered that the Purpose of Use after the change is duly related to that before the change.

Article 16 (Restriction by the Purpose of Use)

1. An entity handling personal information must not handle personal information about a person, without obtaining the prior consent of the person, beyond the scope necessary for the achievement of the Purpose of Use specified under the preceding article.

2. When an entity handling personal information has acquired personal information as a result of taking over the business of another entity handling personal information in a merger or otherwise, the acquiring entity must not handle the personal information concerned, without obtaining the prior consent of the persons, beyond the scope necessary for the achievement of the Purpose of Use of the personal information concerned before the take-over.

3. The provisions of the preceding two paragraphs shall not apply to the following cases:

(1) Cases in which the handling of personal information is based on laws

(2) Cases in which the handling of personal information is necessary for the protection of the life, body, or property of an individual and in which it is difficult to obtain the consent of the person

(3) Cases in which the handling of personal information is specially necessary for improving public hygiene or promoting the sound growth of children and in which it is difficult to obtain the consent of the person
(4) Cases in which the handling of personal information is necessary for cooperating with a state institution, a local public body, or an individual or entity entrusted by one in executing the operations prescribed by laws and in which obtaining the consent of the person might impede the execution of the operations concerned

Article 23 (Restriction of Provision to Third Parties)

1. An entity handling personal information must not, except in the following cases, provide personal data to a third party without obtaining the prior consent of the person :

(1) Cases in which the provision of personal data is based on laws

(2) Cases in which the provision of personal data is necessary for the protection of the life, body, or property of an individual and in which it is difficult to obtain the consent of the person

(3) Cases in which the provision of personal data is specially necessary for improving public hygiene or promoting the sound growth of children and in which it is difficult to obtain the consent of the person

(4) Cases in which the provision of personal data is necessary for cooperating with a state institution, a local public body, or an individual or entity entrusted by one in executing the operations prescribed by laws and in which obtaining the consent of the person might impede the execution of the operations concerned

2. With respect to personal data intended to be provided to third parties, where an entity handling personal information agrees to suspend, at the request of a person, the provision of such personal data as will lead to the identification of the person concerned, and where the entity, in advance, notifies the person of the matters enumerated in the following items or put those matters in a readily accessible condition for the person, the entity may, notwithstanding the provision of the preceding paragraph, provide such personal data concerned to third parties:

(1) The fact that the provision to third parties is the Purpose of Use

(2) The items of the personal data to be provided to third parties

(3) The means or method of provision to third parties

(4) The fact that the provision of such personal data as will lead to the identification of the person concerned to third parties will be stopped at the request of the person

3. When an entity handling personal information changes the matter mentioned in Item 2 or 3 of the preceding paragraph, the entity must, in advance, notify the person of the content of the change or put it in a readily accessible condition for the person.

4. In following the cases, the individual or entity receiving such personal data shall not be deemed a third party for the purpose of application of the preceding three paragraphs:

 (1) Cases in which an entity handling personal information entrust the handling of personal data in whole or in part within the scope necessary for the achievement of the Purpose of Use

(2) Cases in which personal data is provided as a result of the take-over of business in a merger or otherwise

(3) Cases in which personal data is used jointly between specific individuals or entities and in which this fact, the items of the personal data used jointly, the scope of the joint users, the purpose for which the personal data is used by them, and the name of the individual or entity responsible for the management of the personal data concerned is, in advance, notified to the person or put in a readily accessible condition for the person

5. When an entity handling personal information changes the purpose for which the personal data is used or the name of the individual or entity responsible for the management of the personal data as are mentioned in Item 3 of the preceding paragraph, the entity must, in advance, notify the person of the content of the change or put it in a readily accessible condition for the person.


	
	Enacted

	5
	V Choice

(Ref. Para. 20)

Where appropriate, individuals should be provided with clear, prominent, easily understandable, accessible and affordable mechanisms to exercise choice in relation to the collection, use and disclosure of their personal information. It may not be appropriate for personal information controllers to provide these mechanisms when collecting publicly available information.


	
	Article 16 (Restriction by the Purpose of Use)

1. An entity handling personal information must not handle personal information about a person, without obtaining the prior consent of the person, beyond the scope necessary for the achievement of the Purpose of Use specified under the preceding article.

Article 18 (Notice of the Purpose of Use at the Time of Acquisition, etc.)

2. Notwithstanding the provision of the preceding paragraph, when an entity handling　personal information acquires such personal information on a person as is written in an agreement or other document (including a record made by an electronic method, a　magnetic method, or any other method not recognizable to human senses. Hereinafter　this applies in this paragraph.) as a result of concluding an agreement with the person or　acquires such personal information on a person as is written in a document directly from　the person, the entity must expressly show the Purpose of Use in advance. However,　this provision shall not apply in cases in which the acquisition of personal information　is urgently required for the protection of the life, body, or property of an individual.
Article 23 (Restriction of Provision to Third Parties)
1. An entity handling personal information must not, except in the following cases, provide personal data to a third party without obtaining the prior consent of the person :

(1) Cases in which the provision of personal data is based on laws

(2) Cases in which the provision of personal data is necessary for the protection of the　life, body, or property of an individual and in which it is difficult to obtain the　consent of the person

(3) Cases in which the provision of personal data is specially necessary for improving public hygiene or promoting the sound growth of children and in which it is　difficult to obtain the consent of the person

(4) Cases in which the provision of personal data is necessary for cooperating with a　state institution, a local public body, or an individual or entity entrusted by one in　executing the operations prescribed by laws and in which obtaining the consent of　the person might impede the execution of the operations concerned

2. With respect to personal data intended to be provided to third parties, where an entity handling personal information agrees to suspend, at the request of a person, the provision of such personal data as will lead to the identification of the person concerned, and where the entity, in advance, notifies the person of the matters enumerated in the following items or put those matters in a readily accessible condition for the person, the entity may, notwithstanding the provision of the preceding paragraph, provide such personal data concerned to third parties:

(1) The fact that the provision to third parties is the Purpose of Use

(2) The items of the personal data to be provided to third parties

(3) The means or method of provision to third parties

(4) The fact that the provision of such personal data as will lead to the identification of the person concerned to third parties will be stopped at the request of the person

3. When an entity handling personal information changes the matter mentioned in Item 2 or 3 of the preceding paragraph, the entity must, in advance, notify the person of the content of the change or put it in a readily accessible condition for the person.

4. In following the cases, the individual or entity receiving such personal data shall not be deemed a third party for the purpose of application of the preceding three paragraphs:

(1) Cases in which an entity handling personal information entrust the handling of　personal data in whole or in part within the scope necessary for the achievement of　the Purpose of Use

(2) Cases in which personal data is provided as a result of the take-over of business in a merger or otherwise

(3) Cases in which personal data is used jointly between specific individuals or entities and in which this fact, the items of the personal data used jointly, the scope of the　joint users, the purpose for which the personal data is used by them, and the name　of the individual or entity responsible for the management of the personal data　concerned is, in advance, notified to the person or put in a readily accessible　condition for the person

5. When an entity handling personal information changes the purpose for which the personal data is used or the name of the individual or entity responsible for the　management of the personal data as are mentioned in Item 3 of the preceding paragraph, the entity must, in advance, notify the person of the content of the change or put it in a readily accessible condition for the person.

Article 24 (Public Announcement of Matters Concerning Retained Personal Data, etc.)
1. With respect to the retained personal data, an entity handling personal information must put the matters enumerated in the following items in an accessible condition for the person (such condition includes cases in which a reply is made without delay at the request of the person):

(1) The name of the entity concerned handling personal information

(2) The Purpose of Use of all retained personal data (except in cases falling under any of Items 1 to 3 of Paragraph 4 of Article 18)

(3) Procedures to meet requests made pursuant to the provisions of the next paragraph, Paragraph 1 of the next article, Paragraph 1 of Article 26, or Paragraph 1 or Paragraph 2 of Article 27 (including the amount of charges if set under Paragraph 2　of Article 30)

(4) In addition to those mentioned in the preceding three items, such matters, specified by a Cabinet order, as being necessary for ensuring the proper handling of retained personal data


	
	Enacted

	6
	VI Integrity of Personal Information

(Ref. Para. 21)

Personal information should be accurate, complete and kept up-to-date to the extent necessary for the purposes of use.


	
	Article 19 (Maintenance of the Accuracy of Data)

An entity handling personal information must endeavor to maintain personal data accurate and up to date within the scope necessary for the achievement of the Purpose of Use.


	
	Enacted

	7
	VII Security Safeguards

(Ref. Para. 22)

Personal information controllers should protect personal information that they hold with appropriate safeguards against risks, such as loss or unauthorized access to personal information, or unauthorized destruction, use, modification or disclosure of information or other misuses. Such safeguards should be proportional to the likelihood and severity of the harm threatened, the sensitivity of the information and the context in which it is held, and should be subject to periodic review and reassessment.


	
	Article 20 (Security Control Measures)

An entity handling personal information must take necessary and proper measures for the prevention of leakage, loss, or damage, and for other control of security of the personal data.

Article 21 (Supervision of Employees)

When an entity handling personal information has an employee handle personal data, it must exercise necessary and appropriate supervision over the employee concerned to ensure the control of security of the personal data concerned.

Article 22 (Supervision of Trustees)

When an entity handling personal information entrusts an individual or entity with the handling of personal data in whole or in part, it must exercise necessary and appropriate supervision over the trustee to ensure the control of security of the entrusted personal data.


	
	Enacted

	8
	VIII Access and Correction

(Ref. Para. 23-25)

Individuals should be able to:

a) obtain from the personal information controller confirmation of whether or not the personal information controller holds personal information about them;

b) have communicated to them, after having provided sufficient proof of their identity, personal information about them;

i. within a reasonable time;

ii. at a charge, if any, that is not excessive;

iii. in a reasonable manner;

iv. in a form that is generally understandable; and,

c) challenge the accuracy of information relating to them and, if possible and as appropriate, have the information rectified, completed, amended or deleted.

Such access and opportunity for correction should be provided except where:

(i) the burden or expense of doing so would be unreasonable or disproportionate to the risks to the individual’s privacy in the case in question;

(ii) the information should not be disclosed due to legal or security reasons or to protect confidential commercial information; or

(iii) the information privacy of persons other than the individual would be violated.

If a request under (a) or (b) or a challenge under (c) is denied, the individual should be provided with reasons why and be able to challenge such denial. 


	
	Article 24 (Public Announcement of Matters Concerning Retained Personal Data, etc.)

2. When an entity handling personal information is requested by a person to notify him or　her of the Purpose of Use of such retained personal data as may lead to the identification of the person concerned, the entity must meet the request without delay.

However, this provision shall not apply to cases falling under either of the following

items:

 (1) Cases in which the Purpose of Use of such retained personal data as may lead to the identification of the person concerned is clear under the provision of the preceding paragraph

(2) Cases falling under any of items (1) to (3) of Paragraph 4 of Article 18

3. When an entity handling personal information has decided not to notify the Purpose of　Use of such retained personal data as is requested under the preceding paragraph, the　entity must notify the person of that effect without delay.

Article 25 (Disclosure)

1. When an entity handling personal information is requested by a person to disclose such retained personal data as may lead to the identification of the person concerned (such disclosure includes notifying the person that the entity has no such retained personal data as may lead to the identification of the person concerned. This applies hereinafter.), the entity must disclose the retained personal data concerned without delay by a method prescribed by a Cabinet order. However, in any of the following cases, the entity may keep all or part of the retained personal data undisclosed:

(1) Cases in which disclosure might harm the life, body, property, or other rights or interests of the person or a third party

(2) Cases in which disclosure might seriously impede the proper execution of the business of the entity concerned handling personal information

(3) Cases in which disclosure violates other laws

2. When an entity handling personal information has decided not to disclose all or part of such retained personal data as is requested under the preceding paragraph, the entity must notify the person of that effect without delay.

3. If the provisions of any other laws require that all or part of such retained personal data as may lead to the identification of a person be disclosed to the person by a method equivalent to the method prescribed in the main part of Paragraph 1, the provision of the paragraph shall not apply to such all or part of the retained personal data concerned.

Article 26 (Correction, etc.)

1. When an entity handling personal information is requested by a person to correct, add, or delete such retained personal data as may lead to the identification of the person concerned on the ground that the retained personal data is contrary to the fact, the entity must, except in cases in which special procedures are prescribed by any other laws for such correction, addition, or deletion, make a necessary investigation without delay within the scope necessary for the achievement of the Purpose of Use and, on the basis of the results, correct, add, or delete the retained personal data concerned.

2. When an entity handling personal information has corrected, added, or deleted all or part of the retained personal data as requested or has decided not to make such correction, addition, or deletion, the entity must notify the person of that effect (including the content of the correction, addition, or deletion if performed) without delay.

Article 27 (Stopping the Use, etc.)

1. Where an entity handling personal information is requested by a person to stop using or to erase such retained personal data as may lead to the identification of the person concerned on the ground that the retained personal data is being handled in violation of Article 16 or has been acquired in violation of Article 17, and where it is found that the request has a reason, the entity must stop using or erase the retained personal data concerned without delay to the extent necessary for redressing the violation. However, this provision shall not bind cases in which it costs a great deal or otherwise difficult to stop using or to erase the retained personal data concerned and in which the entity takes necessary alternative measures to protect the rights and interests of the person.

2. Where an entity handling personal information is requested by a person to stop providing to a third party such retained personal data as may lead to the identification of the person concerned on the ground that the retained personal data is being provided to a third party in violation of Paragraph 1 of Article 23, and where it is found that the request has a reason, the entity must stop providing the retained personal data concerned to a third party without delay. However, this provision shall not bind cases in which it costs a great deal or otherwise difficult to stop providing the retained personal data concerned to a third party and in which the entity takes necessary alternative measures to protect the rights and interests of the person.

3. When an entity handling personal information has stopped using or has erased all or part of the retained personal data as requested under Paragraph 1 or has decided not to stop using or not to erase the retained personal data or when an entity handling personal information has stopped providing all or part of the retained personal data to a third party as requested under the preceding paragraph or has decided not to stop providing the retained personal data to a third party, the entity must notify the person of that effect without delay.

Article 28 (Explanation of Reasons)

When an entity handling personal information notifies a person requesting the entity to take certain measures under Paragraph 3 of Article 24, Paragraph 2 of Article 25, Paragraph 2 of Article 26, or Paragraph 3 of the preceding article that the entity will not take all or part of the measures or that the entity will take different measures, the entity must endeavor to explain the reasons.

Article 29 (Procedures to Meet Requests for Disclosure and Others)

1. An entity handling personal information may, as prescribed by a Cabinet order,　determine procedures for receiving requests that may be made pursuant to the　provisions of Paragraph 2 of Article 24, Paragraph 1 of Article 25, Paragraph 1 of　Article 26 or Paragraph 1 or Paragraph 2 of Article 27 (such requests are hereinafter　called “a request for disclosure and others” in this article). In such a case, any person　making a request for disclosure and others shall comply with the procedures concerned.

2. An entity handling personal information may request a person making a request for disclosure and others to show sufficient items to identify the retained personal data in question. In this case, the entity must provide the information useful for the　identification of the retained personal data in question or take any other appropriate　measures in consideration of the person's convenience so that the person can easily and　accurately makes a request for disclosure and others.

3. A person may, as prescribed by a Cabinet order, make a request for disclosure and

others through a representative.

4. When an entity determine the procedures for meeting requests for disclosure and others under the provisions of the preceding three paragraphs, the entity must take into　consideration that the procedures will not impose excessively heavy burden on the　persons making requests for disclosure and others .

Article 30 (Charges)

1. When an entity handling personal information is requested to notify the Purpose of Use　under Paragraph 2 of Article 24 or to make a disclosure under Paragraph 1 of Article 25,　the entity may collect charges for taking the action concerned.

2. When an entity handling personal information collects charges under the provision of the preceding paragraph, the entity must determine the amounts of charges within the scope considered reasonable in consideration of actual costs.
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	IX Accountability

(Ref. Para. 26)

A personal information controller should be accountable for complying with measures that give effect to the Principles stated above. When personal information is to be transferred to another person or organization, whether domestically or internationally, the personal information controller should obtain the consent of the individual or exercise due diligence and take reasonable steps to ensure that the recipient person or organization will protect the information consistently with these Principles.


	
	Article 23 (Restriction of Provision to Third Parties)

1. An entity handling personal information must not, except in the following cases, provide personal data to a third party without obtaining the prior consent of the person :

(1) Cases in which the provision of personal data is based on laws

(2) Cases in which the provision of personal data is necessary for the protection of the life, body, or property of an individual and in which it is difficult to obtain the consent of the person

(3) Cases in which the provision of personal data is specially necessary for improving public hygiene or promoting the sound growth of children and in which it is　difficult to obtain the consent of the person

(4) Cases in which the provision of personal data is necessary for cooperating with a state institution, a local public body, or an individual or entity entrusted by one in executing the operations prescribed by laws and in which obtaining the consent of the person might impede the execution of the operations concerned

2. With respect to personal data intended to be provided to third parties, where an entity handling personal information agrees to suspend, at the request of a person, the provision of such personal data as will lead to the identification of the person concerned, and where the entity, in advance, notifies the person of the matters enumerated in the following items or put those matters in a readily accessible condition for the person, the entity may, notwithstanding the provision of the preceding paragraph, provide such personal data concerned to third parties:

(1) The fact that the provision to third parties is the Purpose of Use

(2) The items of the personal data to be provided to third parties

(3) The means or method of provision to third parties

(4) The fact that the provision of such personal data as will lead to the identification of the person concerned to third parties will be stopped at the request of the person

3. When an entity handling personal information changes the matter mentioned in Item 2 or 3 of the preceding paragraph, the entity must, in advance, notify the person of the content of the change or put it in a readily accessible condition for the person.

4. In following the cases, the individual or entity receiving such personal data shall not be deemed a third party for the purpose of application of the preceding three paragraphs:

(1) Cases in which an entity handling personal information entrust the handling of personal data in whole or in part within the scope necessary for the achievement of the Purpose of Use

(2) Cases in which personal data is provided as a result of the take-over of business in a merger or otherwise

(3) Cases in which personal data is used jointly between specific individuals or entities and in which this fact, the items of the personal data used jointly, the scope of the　joint users, the purpose for which the personal data is used by them, and the name　of the individual or entity responsible for the management of the personal data　concerned is, in advance, notified to the person or put in a readily accessible　condition for the person

5. When an entity handling personal information changes the purpose for which the

personal data is used or the name of the individual or entity responsible for the management of the personal data as are mentioned in Item 3 of the preceding paragraph, the entity must, in advance, notify the person of the content of the change or put it in a　readily accessible condition for the person.

Article 31 (Handling of Complaints by Entities Handling Personal Information)
1. An entity handling personal information must endeavor to appropriately and promptly handle complaints about the handling of personal information.

2. An entity handling personal information must endeavor to establish a system necessary for achieving the objective mentioned in the preceding paragraph.
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	Network point of contact arrangements

	Chikara Yokozawa

Email: Yokozawa-chikara@meti.go.jp

Hiroko Haruguchi

Email: haruguchi-hiroko@meti.go.jp

Tel: +81-3-3501-2964(Direct)

Information Policy Division

Ministry of Economy, Trade and Industry

Reference: ANNEX 2

	
	
	


Japan’s Guidelines for the Protection of Personal Information 

NOTE) In addition to three acts, Japan has guidelines for private sector and administrative organs. These guidelines haven’t had English version.

１．Guidelines for Private Sector

Ministries and Agencies with jurisdiction over the business of entities have formulated 33 guidelines regarding 21 fields.
	Field
	Competent Ministry/Agency
	Name of Guideline

	Medical
	General
	Ministry of Health, Labour and Welfare
	Guideline regarding appropriate handling of personal information for medical and nursing-care service providers　　
http://www.mhlw.go.jp/houdou/2004/12/dl/h1227-6a.pdf
Guideline regarding appropriate handling of personal information in Health Insurance Societies

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/kenkou.pdf
Guidelines for the Secure Management of the Medical Information System
http://www.mhlw.go.jp/shingi/2005/03/s0331-8.html#i-kojin
Guideline regarding appropriate handling of personal information in National Health Insurance Society


	
	Research
	Ministry of Education, Culture, Sports, Science and Technology

Ministry of Health, Labour and Welfare

Ministry of Economy, Trade and Industry
	Ethics Guidelines for Human genome/gene Analysis Research

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/genomu.pdf
Ethical guideline for epidemiological studies

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/ekigaku.pdf
Guideline for clinical studies of gene therapy

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/iden.pdf
Ethical guidelines for clinical studies

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/rinshou.pdf


	Finance/Credit 
	Finance
	Financial Services Agency
	Guideline concerning the protection of personal information in the field of finance
http://www.fsa.go.jp/common/law/kj-hogo/index.html
Practical guideline on security control measures, etc. in the guideline concerning the protection in the field of finance

	
	Credit
	Ministry of Economy, Trade and Industry
	Guideline for the protection of personal information in the field of credit in the field of economy, trade and industry

http://www.meti.go.jp/feedback/downloadfiles/i41202ij.pdf

	Information and Communication
	Telecommunication
	Ministry of Internal Affairs and Communications
	Guidelines on the Protection of Personal Information in the Telecommunications Business

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/denki.pdf

	
	Broadcast
	Ministry of Internal Affairs and Communications
	Guidelines for Protecting Personal Information of Viewers/Listeners

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/housou.pdf


	General Matter of Business
	Ministry of Economy, Trade and Industry
	Guideline regarding Act on the Protection of Personal Information in the field of economy, trade and industry

http://www.meti.go.jp/policy/it_policy/privacy/041012_hontai.pdf
Business Guideline for the protection of personal genetic information

http://www.meti.go.jp/press/20041217010/041217iden.pdf

	Employment Management
	General
	Ministry of Health, Labour and Welfare
	The guideline that an employer should take to secure the reasonable handling of personal information about employment management of employees

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/koyou.pdf
The points to note on dealing with health information among personal information for employment management

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/tsuutatsu.pdf

	
	Seafarer
	Ministry of Land, Infrastructure and Transport
	The guideline that an employer should take to secure the reasonable handling of personal information about seafarers employment management of employees.

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/senin.pdf

	Police
	National Police Agency
	Guideline regarding measure which should be taken by those who conduct businesses under the control of National Public Safety Commission for the protection of personal information

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/kouan.pdf
Guideline regarding measure which should be taken by the Japan Police Personnel Mutual Aid Association for the protection of personal information

	Legal Affairs
	Ministry of Justice
	Guidelines for the protection of personal information handled by business entities when performing matters under the jurisdiction of the Ministry of Justice

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/houmu.pdf
Guidelines for the protection of personal　information in the field of credit management and collection

	Foreign Affairs
	Ministry of Foreign Affairs
	Guidelines for Protection of Personal Information Utilized by Entities Doing Related Activities to the Matters Administered by the Ministry of Foreign Affairs

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/gaimu.pdf


	Finance
	Ministry of Finance
	Guidelines　for　Protection　of　Personal　Information　Utilized　by　Entities　Doing　Related　Activities　to　the　Matters　Administered　by　the　Ministry　of　Finance
http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/zaimu.pdf

	Education
	Ministry of Education, Culture, Sports, Science and Technology
	Guideline concerning the measures to be taken by entities to ensure the proper handling of personal information of students and others at schools

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/seito.pdf

	Welfare
	Ministry of Health, Labour and Welfare
	Guideline regarding appropriate handling of personal information for welfare service providers
http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/fukushi.pdf

	Employment Agency
	Ministry of Health, Labour and Welfare
	Guideline for measures to be taken by employment placement providers, persons conducting recruitment of workers, commissioned recruiters and labour supply providers, etc.  

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/shokugyou.pdf

	Worker Dispatching
	Ministry of Health, Labour and Welfare
	Guideline for measures to be taken by operators of dispatching undertakings

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/haken.pdf

	Industrial union
	Ministry of Health, Labour and Welfare
	The guideline that a labor union should take to secure the reasonable handling of personal information.

http://www.mhlw.go.jp/bunya/roudouseisaku/privacy/050325-1.html

	Corporate Pension
	Ministry of Health, Labour and Welfare
	About the handling of personal information concerning the corporate pension 

etc.

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/nenkin.pdf

	Land, Infrastructure and Transport
	Ministry of Land, Infrastructure and Transport
	Guideline for the protection of Personal Information in the field of Land, Infrastructure and Transport

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/kokudo.pdf
Guideline for the Act on Protection of Personal Information in Real Estate Transaction Industry

http://www.mlit.go.jp/sogoseisaku/const/fudousan/index001.html

	Agriculture, Forestry and Fisheries
	Ministry of Agriculture, Forestry and Fisheries of Japan
	Guideline for the protection of personal information in the field of business regarding Agriculture, Forestry and Fisheries

http://www5.cao.go.jp/seikatsu/kojin/gaidorainkentou/nousui.pdf

	21 Fields in Total
	
	


2. Guidelines for Administrative Organs

Ministry of Internal Affairs and Communications have formulated guidelines regarding security control measure for organizations such as administrative organs and incorporate administrative agencies.
	Field
	Competent Ministry/Agency
	Name of Guideline

	Administrative Organs
	Ministry of Internal Affairs and Communications
	Guideline for formulation of rules for appropriate management of Personal Information Held by Administrative Organs

http://www.soumu.go.jp/s-news/20s04/040914_4.html


	Incorporated Administrative Agencies, Etc
	Ministry of Internal Affairs and Communications
	Guideline for formulation of rules for appropriate management of Personal Information Held by Incorporated Administrative Agencies, Etc
http://www.soumu.go.jp/s-news/2004/040914_4.html



Government Contact List for the Protection of Personal Information
１．Ministries with jurisdiction over legislation

	Ministry/Agency
	Contact Point 
	Phone number

	Cabinet Secretariat

*Matters concerning basic policy

 and private sector
	Office of Personal Information Protection
Policy Planning Division

Quality-of-Life Policy Bureau
	+81-3-5253-2111

（Ext.84228）

+81-3-3581-3712

 (Direct)

	Ministry of Internal Affairs and Communications

*Matters concerning national

 administrative organs and

incorporated administrative

agencies, etc
	Personal Information Protection Office

Government Information Systems Planning Division

Administrative Management Bureau


	+81-3-5253-5111

  (Ext.5359)

+81-3-5253-5359

  (Direct)

	Ministry of Internal Affairs and Communications

*Matters concerning Local Public

Bodies
	Regional Information Policy Office 

Local Planning Division 

Local Administration Bureau 


	+81-3-5253-5111

  (Ext.3106)

+81-3-5253-5525

  (Direct)


２．Ministries and Agencies with jurisdiction over the business of entities (Competent ministers)
	Ministry/Agency
	Contact Point
	Telephone

	Cabinet Secretariat
	General Affairs Division

Minister’s Secretariat
	+81-3-5253-2111

 (Ext.82122)

+81-3-3581-3013

(Direct)

	National Police Agency
	General Affairs Division

Commissioner General’s Secretariat

	+81-3-3581-0141

 (Ext. 2188)

	Japan Defense Agency
	Administrative Coordination Division

Commissioner General’s Secretariat
	+81-3-3268-3111

 (Ext.28224)

+81-3-3260-8961

 (Direct)

	Financial Services Agency
	Research Office
Planning and Legal Division

Planning and Coordination Bureau
	+81-3-3506-6000

 (Ext.3528)

+81-3-3506-6210

(Direct)

	Ministry of Internal Affairs and Communications
	Policy Evaluation and Public Relations Division

Minister’s Secretariat
	+81-3-5253-5111

  (Ext.5165)

+81-3-5253-5165

   (Direct)

	Ministry of Justice
	Secretarial Division

Minister’s Secretariat
	+81-3-3580-4111

  (Ext.2034)

+81-3-3592-7834

  (Direct)

	Ministry of Foreign Affairs of Japan
	Information Disclosure Division

Minister’s Secretariat
	+81-3-5501-8000

 (Ext.3649)

+81-3-5501-8068

 (Direct)

	Ministry of Finance
	Office of Information Disclosure and Personal Information Protection

Overall Co-ordination Division

Minister’s Secretariat
	+81-3-3581-4111

  (Ext.5622)

+81-3-3581-2925

  (Direct)

	Ministry of Education, Culture, Sports, Science and Technology
	Office of Information Disclosure and Personal Information Protection

General Affairs Division

Minister’s Secretariat
	+81-3-5253-4111

  (Ext.3244)

+81-3-6734-2571

 (Direct)

	Ministry of Health, Labour and Welfare
	Director-General for Policy Planning and Evaluation
	+81-3-5253-1111

  (Ext.7713)

+81-3-3595-2159

　(Direct)

	Ministry of Agriculture, Forestry and Fisheries of Japan
	Information Division 

Minister’s Secretariat
	+81-3-3502-8111

  (Ext.2572)

+81-3-3502-8047

(Direct)

	Ministry of Economy, Trade and Industry
	Information Economy Division

Commerce and Information Policy Bureau
	+81-3-3501-1511

  (Ext.3961)

+81-3-3501-0397

  (Direct)

	Ministry of Land, Infrastructure and Transport
	Information Planning Division

Information and Research Department

Policy Bureau
	+81-3-5253-8111

  (Ext.28134)

+81-3-5253-8333

　(Direct)

	Ministry of the Environment
	Office of Environmental Information

General Affairs Division

Minister’s Secretariat
	+81-3-3581-3351

  (Ext.6194)

+81-3-5521-8334

　(Direct)　　


-- // --
� Note here the legislation, rule, code, framework or other privacy protection scheme. Where possible please provide the URL for the website where the legislation or arrangement is available.


� Insert the full text or summary of the provisions of your privacy protection scheme(s) that correspond to the  APEC Privacy Principles identified in the column titled “APEC Principle/ Commentary”.


� Sanctions should include the nature of the remedies available, the means by which they are obtained, and by whom (for example, government, local law enforcement, private right of action, etc.).  


� Identify areas where the practice and the intent of the principle need further consideration; and identify the status of the economies’ practice, for example enacted, introduced, draft.  If your legislation, rule, code, framework or other privacy protection scheme is at the drafting or proposal stage and has not yet been enacted or implemented, please indicate here and provide any other useful comments."


� Please provide contact details such as name and/or title, address, telephone and email contacts.  This information will not be published but will be made available to economies.





� Note here the legislation, rule, code, framework or other privacy protection scheme. Where possible please provide the URL for the website where the legislation or arrangement is available.


� Insert the full text or summary of the provisions of your privacy protection scheme(s) that correspond to the  APEC Privacy Principles identified in the column titled “APEC Principle/ Commentary”.


� Sanctions should include the nature of the remedies available, the means by which they are obtained, and by whom (for example, government, local law enforcement, private right of action, etc.).  


� Identify areas where the practice and the intent of the principle need further consideration; and identify the status of the economies’ practice, for example enacted, introduced, draft.  If your legislation, rule, code, framework or other privacy protection scheme is at the drafting or proposal stage and has not yet been enacted or implemented, please indicate here and provide any other useful comments."


� Please provide contact details such as name and/or title, address, telephone and email contacts.  This information will not be published but will be made available to economies.
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