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	APEC Principle /Commentary
	Privacy Protection Scheme (legislation, rules, codes, frameworks, and other) 

	Provision

	Sanction

	Results/ Status


	A
	Is privacy a constitutionally protected right in your economy?

	Constitution of Republic of Korea, Article 17
	Constitution provides express statements that all the people’s privacy and liberty shall not be infringed. It guarantees not only passive rights not to be infringed but also active rights to control his/her information positively.


	
	

	B
	If not, what other available legislation deals with privacy or confidentiality of personal information.


	
	
	
	

	1
	I Preventing Harm

(Ref. Para. 14)

Recognizing the interests of the individual to legitimate expectations of privacy, personal information protection should be designed to prevent the misuse of such information. Further, acknowledging the risk that harm may result from such misuse of personal information, specific obligations should take account of such risk, and remedial measures should be proportionate to the likelihood and severity of the harm threatened by the collection, use and transfer of personal information.


	Act on Promotion on Information and Communication Network Utilization and Information Protection, etc, Article 23 (Restrictions on Collecting Personal Information), Article 24 (Utilization and Provision of Personal Information) Paragraph 1 and 2, , Article 30 (User's Right, etc.) Paragraph 1 and 2, Article 27 (Designation of Person in Charge of Data Protection) Paragraph 1, Article 32 (Damages)


	To lessen the possibility of personal information infringement, the Act stipulates that any information and communications service provider, etc has to collect the minimum information necessary to render the information and communications services at the stage of collection and personnel who deals with those information has to be limited to minimum. 

And no information and communications service provider shall utilize the personal information or provide it to any third party beyond the scope of the notification or the scope specified in general terms for the utilization

Every user may at any time withdraw his/her consent given to the information and communications service providers, etc. 

Every user may ask the access to his/her personal information or the specification of use or onward transfer thereof of the information and communications service providers, etc. and if his/her personal information is found to be erroneous, he/she may request the correction thereof.

The information and communications service providers, etc shall minimize the number of persons in charge of personal information of users. 

In dealing with the personal information of users, the information and communications service providers, etc. shall take technical and managerial measures necessary to secure the safety of the personal information lest the information should be lost, stolen, leaked out, changed or damaged.

Any person who handles or handled the personal information of users shall not damage, infringe upon or leak such information of users that he/she has learned while conducting his/her job. 

The information and communications service providers, etc. shall designate the person in charge data protection to protect the personal information of users and deal with complaints of users related with the personal information. 

If a user suffers any damage caused by personal data protection infringement on part of the information and communications service providers, etc., such user may claim for the damages against the information and communications service providers, etc. In this case, the information and communications service providers, etc. may not be released from the damages if they fail to prove non-existence of their intention or negligence.

	
	

	
	I Preventing Harm

(Ref. Para. 14) Con’t


	Use and Protection of Credit Information Act, 

Article 13 (Principles of Collection and Investigation) 

Article 15 (Restrictions on Collection and Investigation), Article 27 (Prohibition of Disclosure of Secrets for Non-Business Purposes) Paragraph 1, Article 19 (Security of Computer System for Credit Information), Article 16 (Entrusting of Collection, Investigation and Processing), Article 28 (Liability for Damages)

	In collecting credit information, operators of credit information business, etc. shall make clear the purposes of collection within the scope of business activities as determined by this Act or the articles of incorporation, and shall collect minimum credit information necessary to the extent that they are necessary for attainment of the purposes with fair and reasonable means.

Operators of credit information business, etc. and persons who are or were officers or employees of persons entrusted with the processing of credit information shall not disclose or use personal secrets such as credit information and private information obtained professionally for purposes other than business purposes
In cases where credit information providers or users intend to provide credit information regarding individuals they shall obtain written consent or consent by an electronic document carrying a certified digital signature from the individuals concerned 
Any operator of credit information business, etc. shall formulate technological and physical security measures with respect to the unlawful access by third parties to computer systems for credit information (including joint computer networks), or the modification, damage, destruction or other danger to inputted information
Where operators of credit information business, etc. and other users of credit information cause injury to credit information objects by violating the provisions of this Act, they shall be liable for damages for the credit information objects concerned: Provided, That this shall not apply in cases where operators of credit information business, etc. or other users of credit information prove the absence of malice or negligence. 


Where any operator of credit information business who has been requested to carry out the activities provided in Article 4 (4) causes injury to the client through his own fault, he shall compensate the client for damage.


	
	

	
	I Preventing Harm

(Ref. Para. 14) Con’t 


	Act on the Protection of Personal Information Maintained by Public Agency Article 4 (Collection of Private Information), Article 10 (Restrictions on Use and its Tender of Managed Information) Paragraph 1, 2 and 5, Article 11 (Duties of Person Handling Private Information), Article 9 (Securing Safety, etc. of Private Information) Paragraph 1, Article 9 (Securing Safety, etc. of Private Information) Paragraph 1, Article 10 (Restrictions on Use and its Tender of Managed Information) Paragraph 3, Article 11 (Duties of Person Handling Private Information), , Article 15 (Request for Appeal) 


	The head of a public agency shall not collect private information that may noticeably infringe upon the fundamental personal rights of a person such as one's ideas and belief. 
An employee or former employee whose duties were the managing of private information or a person consigned by a public agency who has or has been devoted to the operations of managed information, may not leak, manage or tender the managed information for use by any other person or for improper purposes. And also, transfer to 3rd party is not permitted without data subject’s consents.

When managing private information, the head of a public agency shall devise measures to secure its safety against loss, theft, leakage, forgery, or also impair.
When managing private information, the head of a public agency shall devise measures to secure its safety against loss, theft, leakage, forgery, or also impair. 


When tendering managed information to a person who is not the subject of information, the head of the agency in possession, in regards to the recipient of the managed information, shall restrict the purpose or measure for use as well as other necessary matters or demand the devising of necessary measures to secure the safety of the managed information.

An employee or former employee whose duties were the managing of private information or a person consigned by a public agency who has or has been devoted to the operations of managed information, may not leak, manage or tender the managed information for use by any other person or for improper purposes. 

An individual whose rights and benefits have been infringed upon by act or omission of the head of a public agency may request an administrative appeal. 


	
	

	2
	II Notice

(Ref. Para. 15-17)

Personal information controllers should provide clear and easily accessible statements about their practices and policies with respect to personal information that should

include:

a) the fact that personal information is being collected;

b) the purposes for which personal information is collected;

c) the types of persons or organizations to whom personal information might be disclosed;

d) the identity and location of the personal information controller, including information on how to contact them about their practices and handling of personal information;

e) the choices and means the personal information controller offers individuals for limiting the use and disclosure of, and for accessing and correcting, their personal information.

All reasonably practicable steps shall be taken to ensure that such notice is provided either before or at the time of collection of personal information.  Otherwise, such notice should be provided as soon after as is practicable.

It may not be appropriate for personal information controllers to provide notice regarding the collection and use of publicly available information.


	Act on Promotion on Information and Communication Network Utilization and Information Protection, etc, Article 22(Collection of Personal Information) paragraph 1 and 2


	Any information and communications service provider shall, when it intends to gather user's personal information, obtain his/her consent in advance notifying the user 1)name, department, position, telephone number, and other contact points of a person in charge of data protection 2)objective of collecting and utilizing the personal information, 3) Identification of a third party, the objective of providing the personal information and contents of thereof in case of onward transfer thereof to the third party, 4) right of the user and his/her legal representative and the exercising method of such right, 5) related with the installation, operation and its denial of automatic devices collecting personal information including the Internet access files, 6) of personal information which information and communications service providers intend to collect and 7) The possession and utilization period of personal information collected or specify such matters in general terms for the utilization of the information and communications services
	fine not exceeding 10 million won 


	

	
	II Notice

(Ref. Para. 15-17) Con’t


	Use and Protection of Credit Information Act, 

Article 22((Public Notice of Credit Information Utilization System)), 

23(Consent regarding Provision and Use of Personal Credit Information)  and Article 24-2 (Demand for Notification of Facts of Providing Credit Information) 


	The operators of credit information business and credit information collection agencies shall make a public notice of the kind, purpose of use, recipients of managed information, and the rights, etc. of credit information objects, as determined by the Presidential Decree. 


In cases where credit information providers or users intend to provide credit information regarding individuals including
1) Information or data concerning the details of financial transactions

2) Information concerning personal illness

3)Information by which an individual may be identifiable, such as his name, address, resident registration number (in the case of a foreigner, his foreigner registration number or passport number), sex, nationality and occupation, etc.; and
4) Other personal credit information to the operators of credit information business, etc., they shall obtain written consent or consent by an electronic carrying a certified digital signature from the individuals concerned as determined by the Presidential Decree

Any credit information object may demand the operators of credit information business, etc., when they provide the credit information on the principal (hereinafter referred to as the "principal's information"), to make a notification of the person who has received the provision, purpose of use thereof, date of provision, major details of the provided principal's information, etc., under the conditions as prescribed by the Presidential Decree. In this case, the operators of credit information business, etc. shall comply with it unless there exists any special ground.


	fine not exceeding 3 million won 

imprisonment for not more than three years or a fine not exceeding thirty million won
	

	
	II Notice

(Ref. Para. 15-17) Con’t


	Act on the Protection of Personal Information Maintained by Public Agency Article 6 (Advanced Notification) 


	Where the head of a public agency needs to possess private information files, the head of the central administrative agency must notify the Minister of Government Administration and Home Affairs 1) Title of the private information file, 2) Purpose of possession of the private information file, 3) Title of the agency in possession, 4) The scope of the individual and items recorded on the private information file, 5) Title of the agency, in case, that normally collection guidelines for private information or managed information is to be tendered to other agencies, 6) Expected period of inspection of private information files, 7) The extent of restrictions on the inspection of managed information and its reasons; and 8) Other similar matters prescribed by the Presidential Decree. 

while other heads of public agencies must notify the head of related central administrative agencies, and the head of the central administrative agency concerned shall integrate and then submit the notice to the Minister of Government Administration and Home Affairs. The case shall remain the same when the head of the public agency needs to alter the notified matters or cease the possession of the private information files 


	
	

	3
	III Collection Limitation

(Ref. Para. 18)

The collection of personal information should be limited to information that is relevant to the purposes of collection and any such information should be obtained by lawful and fair means, and where appropriate, with notice to, or consent of, the individual concerned.


	Act on Promotion on Information and Communication Network Utilization and Information Protection, etc, Article 23 (Restrictions on Collecting Personal Information) 


	Any information and communications service provider shall, when it collects the personal information of users, collect the minimum information necessary to render the information and communications services. It shall not refuse the relevant services on the grounds that the user does not provide any other personal information than the necessary minimum information. 

No information and communications service provider shall collect the personal information, including ideology, belief and medical record, etc., which is likely to excessively infringe upon the right, interest and privacy of the relevant user. However the same will not be applied where the consent of the user is obtained or the subject of collecting personal information is specified in other acts. 


	fine not exceeding 10 million won 


	

	
	III Collection Limitation

(Ref. Para. 18) Con’t


	Use and Protection of Credit Information Act, 

Article 13 (Principles of Collection and Investigation) 

Article 15 (Restrictions on Collection and Investigation) 


	In collecting and investigating credit information, operators of credit information business, credit information collection agencies, and credit information providers and users (hereinafter referred to as "operators of credit information business, etc.") shall make clear the purposes of collection and investigation within the scope of business activities as determined by this Act or the articles of incorporation, and shall employ fair and reasonable means to the extent that they are necessary for attainment of the purposes. 
Any operator of credit information business, etc. shall not collect or investigate 1) Information concerning national security or secrets, 2)Trade secrets or creative research and development information of enterprises, 3) Individual political thought, religious beliefs and other private information unrelated to credit information, 4) Uncertain personal credit information, 5) Information collection of which is prohibited by other Acts and 6) Other information as prescribed by the Presidential Decree. 


Where any operator of credit information business, etc. intends to collect or investigate information concerning personal illness, he shall obtain the consent of the person concerned and use the information concerned only for the purposes prescribed by the Presidential Decree.


	imprisonment for not more than three years or a fine not exceeding thirty million won
	

	
	III Collection Limitation

(Ref. Para. 18) Con’t
	Act on the Protection of Personal Information Maintained by Public Agency Article 4 (Collection of Private Information) 



	The head of a public agency shall not collect private information that may noticeably infringe upon the fundamental personal rights of a person such as one's ideas and belief. 
That would not be the case when the subject of information consents or when specifically the subject of collection is pointed out by other Acts.


	
	

	4
	IV Use of Personal Information

(Ref. Para. 19)

Personal information collected should be used only to fulfill the purposes of

collection and other compatible or related purposes except:

a) with the consent of the individual whose personal information is collected;

b) when necessary to provide a service or product requested by the individual; or,

c) by the authority of law and other legal instruments, proclamations and pronouncements of legal effect.

	Act on Promotion on Information and Communication Network Utilization and Information Protection, etc, Article 24 (Utilization and Provision of Personal Information) Paragraph 1 and 2


	No information and communications service provider shall utilize the personal information or provide it to any third party beyond the scope of the notification or the scope specified in general terms for the utilization of the information and communications services with the exception of the consent of the user or 1) when it is necessary to calculate the fees for the provision of the information and communications services, 2) Where the personal information is provided subject to processing so that any specific individual may be unidentifiable if such information is necessary to compile statistics, make academic research or conduct a market survey; and 3)special provisions exist in other acts. 

Any person who receives the personal information of users from the information and communications service providers, with the exception of the consent of such users or the existence of special provisions of other acts, shall not use the personal information for other purpose than the purpose for which such information is provided, or provide such information to a third party. 


	imprisonment for not more than 5 years or a fine not exceeding 50 million won
	

	
	IV Use of Personal Information

(Ref. Para. 19) Con’t


	Use and Protection of Credit Information Act, Article 24 (Restrictions on Provision and Use and Notification of Personal Credit Information), Article 27 (Prohibition of Disclosure of Secrets for Non-Business Purposes) Paragraph 1


	Personal credit information may be provided and used only for the purpose of determining whether or not the commercial transaction relationship with the credit information objects concerned, such as financial transactions, has been formed and maintained, etc

Operators of credit information business, etc. and persons who are or were officers or employees of persons entrusted with the processing of credit information shall not disclose or use personal secrets such as credit information and private information obtained professionally for purposes other than business purposes.


	imprisonment for not more than 3 years or a fine not exceeding 30 million won
	

	
	IV Use of Personal Information

(Ref. Para. 19) Con’t
	Act on the Protection of Personal Information Maintained by Public Agency, Article 10 (Restrictions on Use and its Tender of Managed Information) Paragraph 1, 2 and 5, Article 11 (Duties of Person Handling Private Information) 


	The head of the agency in possession excluding cases of internal use inside the agency in possession or when consigned to a person outside the agency in possession as prescribed by other Acts, shall not use or tender to another agency managed information for purposes other than those of the original possession of the private information file. 


Despite the restriction,  the head of the agency in possession may use or tender managed information for purposes other than those of the original possession of the private information file in the case 
1) Where the subject of information consents to use or tender information or where information is tendered to the subject of information,
2) Where there is a proper cause for the use of information concerned for the purpose of executing jurisdictional operations as prescribed by other Acts,

3) Where information is tendered to foreign governments or international organizations for the purpose of fulfilling treaties and other international agreements,
4) Where information is tendered in a form by which a certain person cannot be identified for the purpose of preparing statistical data and making scientific research,
5) Where the disclosure of information to a party other than the subject of information is deemed to be clearly beneficial to the subject of information in case the subject of information or his agent is unable to express his opinion or gaining his consent is impossible due to the obscurity of his address, 
6) Where it is necessary for presenting and maintaining the investigation or prosecution of crimes, 
7) Where it is necessary for the execution of judicial operations of a court; and 8) In special cases as prescribed by the Presidential Decree. 


However, even in cases falling under any of the cases mentioned before, when there is apprehension over unreasonable infringement on the rights and benefits of the subject of information or a third party then it shall not apply: 
The agency which is using managed information tendered from the agency in possession may not tender the managed information concerned to any other agency without consent of the agency in possession.
An employee or former employee whose duties were the managing of private information or a person consigned by a public agency who has or has been devoted to the operations of managed information, may not leak, manage or tender the managed information for use by any other person or for improper purposes.


	
	

	5
	V Choice

(Ref. Para. 20)

Where appropriate, individuals should be provided with clear, prominent, easily understandable, accessible and affordable mechanisms to exercise choice in relation to the collection, use and disclosure of their personal information. It may not be

appropriate for personal information controllers to provide these mechanisms when collecting publicly available information.


	Act on Promotion on Information and Communication Network Utilization and Information Protection, etc, Article 22 Paragraph 1 and 2, Article 30 (User's Right, etc.) Paragraph 1 and 2


	Any information and communications service provider shall, when it intends to gather user's personal information, obtain his/her consent in advance notifying the user 
1) name, department, position, telephone number, and other contact points of a person in charge of data protection 
2)objective of collecting and utilizing the personal information, 
3) Identification of a third party, the objective of providing the personal information and contents of thereof in case of onward transfer thereof to the third party, 
4) right of the user and his/her legal representative and the exercising method of such right, 
5) related with the installation, operation and its denial of automatic devices collecting personal information including the Internet access files, 
6) of personal information which information and communications service providers intend to collect and
7) The possession and utilization period of personal information collected or specify such matters in general terms for the utilization of the information and communications services

Every user may at any time withdraw his/her consent given to the information and communications service providers, etc. 

Every user may ask the access to his/her personal information or the specification of use or onward transfer thereof of the information and communications service providers, etc. and if his/her personal information is found to be erroneous, he/she may request the correction thereof. 


	Fine for negligence not exceeding 10 million
	

	
	V Choice

(Ref. Para. 20) Con’t


	Use and Protection of Credit Information Act, Article 16 (Entrusting of Collection, Investigation and Processing) Paragraph 1, Article 23 (Consent regarding Provision and Use of Personal Credit Information) Paragraph 1, Article 24-2 (Demand for Notification of Facts of Providing Credit Information) 


	Any operator of credit information business, etc. may entrust, within the scope of his business activities, collection and investigation of credit information to other operator of credit information business, etc. with the consent of his clients. 


In cases where credit information providers or users intend to provide credit information regarding individuals including 
1) Information or data concerning the details of financial transactions, 
2) Information concerning personal illness, 
3) Information by which an individual may be identifiable, such as his name, address, resident registration number (in the case of a foreigner, his foreigner registration number or passport number), sex, nationality and occupation, etc.; and 
4) other personal credit information as prescribed by the Presidential Decree  to the operators of credit information business, etc., they shall obtain written consent or consent by an electronic document carrying a certified digital signature from the individuals concerned as determined by the Presidential Decree
Any credit information object may demand the operators of credit information business, etc., when they provide the credit information on the principal (hereinafter referred to as the "principal's information"), to make a notification of the person who has received the provision, purpose of use thereof, date of provision, major details of the provided principal's information, etc., under the conditions as prescribed by the Presidential Decree. In this case, the operators of credit information business, etc. shall comply with it unless there exists any special ground. 


	imprisonment for not more than 1 year or a fine not exceeding 10 million won
imprisonment for not more than 3 years or a fine not exceeding 30 million won
Fine for negligence not exceeding 3 million
	

	
	V Choice

(Ref. Para. 20) Con’t 


	Act on the Protection of Personal Information Maintained by Public Agency,
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	VI Integrity of Personal Information

(Ref. Para. 21)

Personal information should be accurate, complete and kept up-to-date to the extent necessary for the purposes of use.


	Act on Promotion on Information and Communication Network Utilization and Information Protection, etc, Article 30 Paragraph 1 and 2
	Upon receiving a request for the correction of erroneous personal information, the information and communications service providers, etc. shall not provide or utilize the relevant personal information until the correction has been accomplished. 

The information and communications service providers, etc. shall,  upon being notified of the withdrawal of the consent or receiving a  request for the access to, or correction of, personal information take necessary measures to deal with the withdrawal of consent and the request in an easier way than that of collecting the personal information.


	fine for negligence not exceeding 10 million won
	

	
	VI Integrity of Personal Information(Ref. Para. 21) Con’t
	Use and Protection of Credit Information Act, Article 18 (Maintenance of Most Accurate and Recent Credit Information) Paragraph 1 and 2
	Any operator of credit information business, etc. shall manage credit information properly so as to keep its accuracy and it up-to-date. 


Records of old credit information which may be potentially harmful to credit information objects, shall be deleted in accordance with the provisions of the Presidential Decree.


	
	

	
	VI Integrity of Personal Information

(Ref. Para. 21) Con’t
	Act on the Protection of Personal Information Maintained by Public Agency, Article 9 (Securing Safety, etc. of Private Information) Paragraph 2


	The head of a public agency shall make efforts to guarantee the most accurate and up to date managed information
	
	

	7
	VII Security Safeguards

(Ref. Para. 22)

Personal information controllers should protect personal information that they hold with appropriate safeguards against risks, such as loss or unauthorized access to personal information, or unauthorized destruction, use, modification or disclosure of information or other misuses. Such safeguards should be proportional to the likelihood and severity of the harm threatened, the sensitivity of the information and the context in which it is held, and should be subject to periodic review and reassessment.


	Act on Promotion on Information and Communication Network Utilization and Information Protection, etc,  Article 24 (Utilization and Provision of Personal Information) Paragraph 3, Article 28

	The information and communications service providers, etc shall minimize the number of persons in charge of personal information of users. 

In dealing with the personal information of users, the information and communications service providers, etc. shall take technical and managerial measures necessary to secure the safety of the personal information lest the information should be lost, stolen, leaked out, changed or damaged. 
	fine for negligence not exceeding 10 million won
	

	
	VII Security Safeguards

(Ref. Para. 22) Con’t


	Use and Protection of Credit Information Act, Article 19 (Security of Computer System for Credit Information) 


	Any operator of credit information business, etc. shall formulate technological and physical security measures with respect to the unlawful access by third parties to computer systems for credit information (including joint computer networks), or the modification, damage, destruction or other danger to inputted information. 


	fine for negligence not exceeding 3 million won
	

	
	VII Security Safeguards

(Ref. Para. 22) Con’t


	Act on the Protection of Personal Information Maintained by Public Agency, Article 9 (Securing Safety, etc. of Private Information) Paragraph 1
	When managing private information, the head of a public agency shall devise measures to secure its safety against loss, theft, leakage, forgery, or also impair. 


	
	

	8
	VIII Access and Correction

(Ref. Para. 23-25)

Individuals should be able to:

a) obtain from the personal information controller confirmation of whether or not the personal information controller holds personal information about them;

b) have communicated to them, after having provided sufficient proof of their identity, personal information about them;

i. within a reasonable time;

ii. at a charge, if any, that is not excessive;

iii. in a reasonable manner;

iv. in a form that is generally understandable; and,

c) challenge the accuracy of information relating to them and, if possible and as appropriate, have the information rectified, completed, amended or deleted.

Such access and opportunity for correction should be provided except where:

(i) the burden or expense of doing so would be unreasonable or disproportionate to the risks to the individual’s privacy in the case in question;

(ii) the information should not be disclosed due to legal or security reasons or to protect confidential commercial information; or

(iii) the information privacy of persons other than the individual would be violated.

If a request under (a) or (b) or a challenge under (c) is denied, the individual should be provided with reasons why and be able to challenge such denial. 


	Act on Promotion on Information and Communication Network Utilization and Information Protection, etc, Article 30 (User's Right, etc.) Paragraph 


	Every user may at any time withdraw his/her consent given to the information and communications service providers, etc.

Every user may ask the access to his/her personal information or the specification of use or onward transfer thereof of the information and communications service providers, etc. and if his/her personal information is found to be erroneous, he/she may request the correction thereof. 

In the event that any user withdraws his/her consent, the information and communications service providers, etc. shall promptly take necessary measures, i.e., destroying his/her personal information collected. 

The information and communications service providers, etc. shall, upon receiving a request for the access to, specification or correction of, personal information take necessary measures without delay. 

The information and communications service providers, etc. shall not, upon receiving a request for the correction of erroneous personal information provide or utilize the relevant personal information until the correction thereof. 

The information and communications service providers, etc. shall, upon being notified of the withdrawal of the consent or receiving a  request for the access to, or correction of, personal information take necessary measures to deal with the withdrawal of consent and the request in an easier way than that of collecting the personal information. 

The provisions of Paragraphs (1) through (6) shall apply mutatis mutandis to the business transferee, etc. In this case, the information and communications service"providers, etc. shall be deemed the business transferee, etc. 
	fine for negligence not exceeding 10 million won
	

	
	VIII Access and Correction

(Ref. Para. 23-25) Con’t
	Use and Protection of Credit Information Act, Article 25 (Access to Credit Information and Request for Correction) 


	Any credit information object may apply for the supply or the examination of the principal's information in the possession of any operator of credit information business, etc. after producing a certificate showing his identity to the operator of credit information business, etc. or having himself identified in an objective method prescribed by the Presidential Decree and where such principal's information is different from the fact, he may request a correction of such difference, as prescribed by the Financial Supervisory Commission. 
Where the operator of credit information business, etc. who has received a request to make corrections deems that there are justifiable grounds for the correction, he shall immediately record the fact that a request for correction or fact-finding is being undertaken and after suspending the provision and use of the credit information concerned without delay, shall investigate the facts and delete or correct credit information which is found to be false or which cannot be confirmed. 


The operator of credit information business, etc. who has deleted or corrected credit information shall inform persons who were provided with the credit information concerned within the last six months, or other persons as requested by the credit information object of the details deleted or corrected. 


The operator of credit information business, etc. shall notify the credit information object of the results of the processes within seven days, and where the credit information object is dissatisfied with the results, he may request the Financial Supervisory Commission for the correction as determined by the Presidential Decree
Where the Financial Supervisory Commission has received a request for the correction, he may have the Governor of the Financial Supervisory Service investigate the facts of the case and, according to the results of that investigation, may order corrections or take such measures as are necessary with regard to the operator of credit information business, etc. 


	fine for negligence not exceeding 3 million won
	

	
	VIII Access and Correction

(Ref. Para. 23-25) Con’t
	Act on the Protection of Personal Information Maintained by Public Agency, Article 12 (Inspection of Managed Information) Paragraph 1 and 2, Article 14 (Correction of Managed Information) Paragraph 1 and 2


	The subject of information may request in writing the inspection, to the extent of what already has been recorded on the private information file register, of the managed information concerning himself to the head of the agency in possession. (including the accepted copies of the document) 


When the head of the agency in possession receives an inspection request, he shall allow the applicant to inspect the managed information within fifteen days after the date of receipt of the official request. When there is an justifiable cause not to allow the inspection within fifteen days, the applicant may be notified of the reason and the inspection may be delayed, but when the justifiable cause is extinguished, the inspection shall be allowed without delay


The subject of information to inspect the managed information regarding himself under Article 12, may make a written request to the head of the agency in possession for the correction of the managed information concerned. 


In relation to the correction request of the contents of the managed information, the head of an agency in possession, excluding special procedure guidelines of other Acts, shall without delay investigate and take necessary measures and afterwards notify the results to the concerned person who made the request. 


When deemed necessary for investigating and for the confirmation of matters of the correction request, as prescribed in paragraph (2), the head of the agency in possession may require the requester concerned to present necessary files of evidence. 
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	IX Accountability

(Ref. Para. 26)

A personal information controller should be accountable for complying with measures that give effect to the Principles stated above. When personal information is to be transferred to another person or organization, whether domestically or internationally, the personal information controller should obtain the consent of the individual or exercise due diligence and take reasonable steps to ensure that the recipient person or organization will protect the information consistently with these Principles.


	Act on Promotion on Information and Communication Network Utilization and Information Protection, etc, Article 24 (Utilization and Provision of Personal Information) Paragraph 3, Article 25 (Entrusting of Personal Information Collection, etc.), Article 27 (Designation of Person in Charge of Data Protection) Paragraph 1, Article 32 (Damages) 


	Any person who handles or handled the personal information of users shall not damage, infringe upon or leak such information of users that he/she has learned while conducting his/her job. 

The information and communications service providers, etc. shall manage and supervise trustee to observe the provisions related.

The trustee, who caused damage to the users regarding the work entrusted in violation of the provisions related, shall be deemed an employee of the information and communications service providers, etc. only with respect to compensation for such damage. 

The information and communications service providers, etc. shall designate the person in charge data protection to protect the personal information of users and deal with complaints of users related with the personal information. 

If a user suffers any damage caused by personal data protection infringement on part of the information and communications service providers, etc., such user may claim for the damages against the information and communications service providers, etc. In this case, the information and communications service providers, etc. may not be released from the damages if they fail to prove non-existence of their intention or negligence. 


	fine for negligence not exceeding 50 million won
fine for negligence not exceeding 10 million won
	

	
	IX Accountability

(Ref. Para. 26) Con’t
	Use and Protection of Credit Information Act, Article 16 (Entrusting of Collection, Investigation and Processing), Article 28 (Liability for Damages) 


	Any operator of credit information business, etc. may entrust, within the scope of his business activities, collection and investigation of credit information to other operator of credit information business, etc. with the consent of his clients. 


The operator of credit information business, etc. may entrust the processing of collected credit information to another person. In this case, the person to be entrusted shall satisfy certain requirements as determined by the Presidential Decree, and in carrying out the activities entrusted the provisions of Articles 19 through 21, 26, 28 and 29 (including penalty provisions) shall apply. 


Where operators of credit information business, etc. and other users of credit information cause injury to credit information objects by violating the provisions of this Act, they shall be liable for damages for the credit information objects concerned: Provided, That this shall not apply in cases where operators of credit information business, etc. or other users of credit information prove the absence of malice or negligence. 


Where any operator of credit information business who has been requested to carry out the activities provided in Article 4 (4) causes injury to the client through his own fault, he shall compensate the client for damage. 


	Imprisonment by prison labor for not more than 1 year or a fine for negligence not exceeding 10 million won
	

	
	IX Accountability

(Ref. Para. 26) Con’t
	Act on the Protection of Personal Information Maintained by Public Agency, Article 9 (Securing Safety, etc. of Private Information) Paragraph 1, Article 10 (Restrictions on Use and its Tender of Managed Information) Paragraph 3, Article 11 (Duties of Person Handling Private Information), , Article 15 (Request for Appeal) 


	When managing private information, the head of a public agency shall devise measures to secure its safety against loss, theft, leakage, forgery, or also impair. 


When tendering managed information to a person who is not the subject of information, the head of the agency in possession, in regards to the recipient of the managed information, shall restrict the purpose or measure for use as well as other necessary matters or demand the devising of necessary measures to secure the safety of the managed information.

An employee or former employee whose duties were the managing of private information or a person consigned by a public agency who has or has been devoted to the operations of managed information, may not leak, manage or tender the managed information for use by any other person or for improper purposes. 

In matters pertaining to a request under the conditions set forth in Articles 12 (1) and 14 (1), an individual whose rights and benefits have been infringed upon by act or omission of the head of a public agency may request an administrative appeal under the Administrative Appeals Act. Except for the head of the national administrative agency or local government, ruling authority regarding the conduct or omission of the head of any other public agency shall be the head of the central administrative agency concerned. 


	Imprisonment by prison labor for not more than 3 year or a fine for negligence not exceeding 10 million won
	

	C
	Network point of contact arrangements

	
	Contact details will be made available to APEC members through the APEC Secretariat.
	
	


-- // --

� Note here the legislation, rule, code, framework or other privacy protection scheme. Where possible please provide the URL for the website where the legislation or arrangement is available.


� Insert the full text or summary of the provisions of your privacy protection scheme(s) that correspond to the  APEC Privacy Principles identified in the column titled “APEC Principle/ Commentary”.


� Sanctions should include the nature of the remedies available, the means by which they are obtained, and by whom (for example, government, local law enforcement, private right of action, etc.).  


� Identify areas where the practice and the intent of the principle need further consideration; and identify the status of the economies’ practice, for example enacted, introduced, draft.  If your legislation, rule, code, framework or other privacy protection scheme is at the drafting or proposal stage and has not yet been enacted or implemented, please indicate here and provide any other useful comments."


� Please provide contact details such as name and/or title, address, telephone and email contacts.  This information will not be published but will be made available to economies.
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