
	Paperless Trading Individual Action Plan



	Objective

Taking into account diverse legal and regulatory frameworks in the region, APEC member economies should endeavour to reduce or eliminate the requirement for paper documents needed for customs and other cross-border trade administration and other documents and messages relevant to international sea, air and land transport, where possible, by 2005 for developed and 2010 for developing economies, or as soon as possible thereafter.



	Guidelines

Recognising the enormous potential of paperless trading to expand business opportunities, reduce costs, increase efficiency, improve the quality of life and facilitate the greater participation of small business in global commerce, each APEC economy will:

(a) Establish a timetable for reducing or eliminating paper documents related to international trade.

(b) Provide a favourable environment, including through establishing a sound legal and regulatory framework, for the delivery of paperless trading systems

(c) Ensure that measures to replace paper documents for cross-border trade administration with electronic equivalents are media and technology neutral, secure and interoperable with and between all parties involved in the international supply chain of goods and services, 

(d) Note the important role the business sector plays in providing and using electronic commerce technology, applications, practices and services, and

(e) Co-operate with and enhance the capability of other APEC economies to implement paperless trading systems.

Collective Actions
APEC Economies may take Collective Actions relating to paperless trading in areas to be agreed. 



	Executive Summary
MALAYSIA’s Approach to APEC's Paperless Trading Goals 

· Malaysia is committed to the use of information and communications technology (ICT) in all areas including for trade facilitation. The Malaysian government has put in place the physical and legal infrastructures to support an environment for trade and commerce using the electronic media. The government has established:

· A comprehensive framework of cyber laws to facilitate the adoption of e-commerce;

· Nationwide telecommunications infrastructure and services for domestic and international connectivity;

· A multi-bank Internet payment system to facilitate online payments, particularly for trade transactions; 

· A Certification Authority to manage digital certificates and digital signing, required for trust and confidence in e-commerce transactions; and

· The National Information and Communications Technology Security and Emergency Response Centre (NISER) to address ICT security issues, covering both proactive and reactive measures.

· Malaysia recognises the use of ICT by the government in providing services to the public and as a catalyst for greater use of ICT in the country. Malaysia has embarked on several initiatives on ICT to enhance the Government delivery of its services to the public. Among others, is the ICT initiative for submission of import/ export permit/ certificate and Custom declarations. 

· Malaysia is involved in regional, bilateral and multilateral discussions on issues and implementation of projects for trade facilitation using the electronic media. Malaysia actively participates in the Inter Agency Task Force to establish the ASEAN Single Window. Malaysia also participates in the Working Group on Trade Facilitation & ICT, which aim at encouraging and facilitating the adoption of electronic commerce regulatory and legislative frameworks that create trust and confidence for consumers and to facilitate the transformation of ASEAN businesses to be e-enabled.
· The Malaysian private sector is also involved in e-commerce activity at regional level. Dagang*Net Technologies Sdn. Bhd. for example, is a member of the Pan-Asian E-Commerce Alliance, which is promoting regional collaborations and providing IT Infrastructure for cross border declarations exchange using UN/EDIFACT standard.




	Business and Government Documents – 2008


	Criteria


	Improvements Implemented in the past year


	Current Requirements for Paper Documents
	Timetable for implementing paperless trading
	Capacity Building Needs/Expertise

	Business to Government


	-
	-
	-
	-

	Government import and export licenses (permits)


	The implementation of electronic import/export permit system for processing and approval by the 22 Permit Issuing Government Agencies (PIAs) are at various stages of development. 

E-Permit is an initiative by the Government to create an online system for import/export permit applications and approvals for all PIAs.

Currently, out of 22 PIA’s identified by Customs:

· 14 are at 100 per cent LIVE implementation;

· 4 are at LIVE implementation at most branches/stations; and

· 4 are currently in the process of implementing E-Permit.

	At the moment, “hardcopies” of permits are required. PIAs are still in the process of converting their permits into electronic format. 

In the case of MITI, hardcopies of permits are still needed for customs clearance of motor vehicles as well as for registration with the Transport Department. 


	In order to comply with deadline for implementation of National Single Window, all remaining PIAs need to complete LIVE implementation by August 2008. 


	ICT training.
Training on Business Process Reengineering

	Quarantine documentation


	The Veterinary Services Department requires four paper-based documents for the reservation of quarantine space and quarantine clearance.  These documents are Notice of Arrival Form, Quarantine Agreement, Daily Monitoring Form and Discharge Certificate.

Currently all data are recorded in the Veterinary Information System (VEINS) at the Quarantine stations and emailed to the headquarters where they are compiled in the internal computer system.

Four paper-based documents are required for quarantine clearance (for import). These documents are K1 Form, Import Permit (Original), Phytosanitary Certificate from country of export and Manifest. 

Import Permit which is issued by the Department of Agriculture remains as a paper-based document as it is still a requirement by importing countries. 

Paper-based Phytosanitary Certificates are received from exporting countries not implementing electronic certification yet.

	The Veterinary Services Department requires paper-based documents for the reservation of quarantine space and quarantine clearance.  

The Plant Quarantine Service (Department of Agriculture) also requires paper-based documentation for the reservation of quarantine space and quarantine clearance. All agricultural consignments (plants, plant products and regulated items) due to the nature of the risk associated with them need to be inspected by the Plant Quarantine Inspectors upon entry regardless of its need for an import permit. Consignments need to show their plant health (phytosanitary) status through the use of phytosanitary Certificate from the country of origin. This is a standard document used by the contracting parties (countries) of International Plant Protection Convention (IPPC), which is recognized worldwide. Phytosanitary Certificate should be inspected visually for its validity.

Issuance for Phytosanitary Certificate under International Standard for Phytosanitary measures No. 15 : Guidelines on Wood Packaging Material: 

· No requirement for phytosanitary certificate (PC): As most of the importing countries except for Chile and Samoa do not require a phytosanitary certificate (PC), Malaysia would not insist on the issuance of a PC for every consignment that has been treated. If a PC is required, importers should produce a letter from the National Plant Quarantine Authorities of the importing countries that they require a PC.

· Issuance of PC for regulated articles: If the issuance of PC is for regulated items such as food items, fertilisers, household effects, furniture and gunnysacks, an inspection by the Department of Agriculture is required for every PC issued. However, companies that have been recognised under the Malaysian Phytosanitary Certificate Assurance scheme are exempted from inspection. 

Ministry of Health does not issue import permit for importation of food products with the exception of Mineral Water and Package Drinking Water and Non Nutritive Sweetener. These products require license to produce or import prior to sales. Food safety and Quality Division of Ministry of Health has developed a web based import clearance system at the entry points and the system known as FoSIM. The system has linkage with Custom’s Information System. 


	E-Permit for Veterinary Services is being implemented at most branches and will complete rollout nationwide by August 2008
	-


	Health Certificates


	-
	The Veterinary Services Department issues paper-based documents for phytosanitary certificates as per-importing countries requirement.

The importation of meat and products must be accompanied by a veterinary health certificate issued by a competent Veterinary Authority of the exporting country.  Under Animal (Importation) Order 1962, Department of Veterinary Services Malaysia is given the authority to check and ensure that no products of meat and meat origins are imported into the country without a veterinary health certificate.  The Department of Veterinary Services Malaysia is the competent authority for matters pertaining to veterinary health certificate for import/ export of meat and meat products. 
Ministry of Health issues Health Certificate upon request by the importing country as a form of attestation to the safety and quality of the food products. Ministry of Health also requires that the importation of certain food products to be accompanied with health certificate as an assurance to the safety and quality of the food products and to ensure that the products are safe for human consumption. In this respect Ministry of Health has imposed the requirements of health certificate from the exporting countries on the importation of (Meat, Meat product), Fish and Fish product), Ministry of Health also issues Free sale Certificate and GMO Free Certificate upon request by industries to support the requirements of the importing countries. All these certificates are currently paper-based and have not been converted to electronic format. Codex Alimentarius Commission (an international food standard setting body) is currently developing the principles of electronic certification system particularly the exchange of health certificates between countries under the Codex Committee on Food Import and Export Certification and Inspection System. The principles will be used by member countries to develop their electronic certification system. 


	 Issuance of Phytosanitary certificates is planned to be implemented under the NSW Stage 2.

Currently, paper form certificate is still required by the trading partner.

Implementation of paperless import and export are dependent on the readiness of parties concerned to transmit electronic health certificate.
	ICT Training and Change Agent Training



	Certificates of Origin, Standards Certification


	The implementation of a paperless Certificate of Origin (COO) is not in place yet.
	Hardcopies of COO are still required as importing countries do not recognise or accept electronic submission of COO.


	MITI is in the process of implementing Electronic Preferential Certificate of Origin (E-PCO), an electronic system for COO under its computerisation project known as MITI and Agencies Trade and Industry Information Exchange Project (MATRIIX) and the National Single Window (NSW) initiative.

MITI has begun pilot testing E-PCO since 2007 and will begin Live implementation on mid-2008.
Under the ASEAN Single Window project, Malaysia and Indonesia are implementing a Pilot Project for the electronic exchange of E-CO between the two countries.

	-

	Customs documentation


	The Royal Customs Department of Malaysia (RCM)  had  implemented several initiatives  

i) Customs Information System  (CIS)

A total of 52 stations have implemented several paperless modules

ii) Customs  Golden Client

The Customs Golden Client System is a totally paperless  system 

iii)  e- Permit 

A total of 13 Permit Issuing Agencies (PIA) are Paperless. The Permit Information is routed to CIS. Hence there is no need for  importers/ exporters to produce the hardcopy of Permit 

iv)  e Excise 
The e-Excise system has eliminated the paper submission of Excise declarations and enabled automatic approval by the system.


	Supporting documents are needed to be produced upon request in stations that had implemented paperless 

“Hardcopy” declarations are still needed  to be produced in stations where paperless is yet  to be  implemented 

Hard copy Permit is required in the case whereby the PIA has not implemented e-Permit nation wide  or are still developing their respective system .


	Customs has taken initiatives and chartered an Implementation Roadmap of Paperless or fully online transaction including the rollout plan to all states. 
Based on the implementation roadmap, the rollout began in Tanjung Pelepas Port and Pasir Gudang Port, Johor on 2 January 2008 and nationwide Paperless Implementation  is scheduled to be completed by September 2008


	-

	Payment of taxes and levies on traded goods and services 


	Payment of import and export duties is done electronically via EFT System using United Nation electronic Data Interchange for Administration, Commerce and Transport (UN/EDIFACT) messages. However there is limitation to usage since it is dependable on banking hours.

Duty-Net was introduced to allow 23.5 hours of internet banking.

The Customs Golden  Clients  enjoy Deferred Payment facilities which is  done online

	In stations where paperless transaction is implemented, Customs Official Receipt is printed upon request of client..

In places where paperless is yet to be implemented, import/export declarations need to be provided.

The Clients can print the receipt upon online payment acknowledgement.

	Implementation of EFT nationwide to all Customs stations is expected to be completed by June 2008.

To resolve the issue of 24 hour service availability for Customs duty payment, Dagang Net Technologies is engaged in discussion with Malaysia Electronic Payment System (MEPS) in implementing online customs Duty payment through the Internet.
	-

	Ports and airports documentation


	Paperless Manifest had been implemented in 4 major ports,  North Port and West Port in Port Klang and Tanjung Pelepas Port and Pasir Gudang Port, in Johor.

	The other port/airport authorities are still submitting “hardcopy” manifest  to RCM.

	The implementation of paperless manifest in major airports and seaport is schedule to be completed in December 2008. 

	-

	Land transport documentation


	The Ministry of Entrepreneurial Development (MECD) is enhancing its current system, ie the Commercial Vehicles Information system (SIKAP) to online application system. The online application system would be operating electronically in which applicants could apply for licenses from anywhere. 


	-
	MECD will launch its online renewal system as soon as possible.
	-

	Seamless interface to government
	The Malaysian Government is implementing several E-Government initiatives. These include:

· E-Government Portal

· Developed by MAMPU to act as a one stop window for citizens, businesses, government employees and even non citizens to interact with the public sector agencies over the internet.

· As a one stop window for all government information and services, the myGovernment Portal simplifies the navigation to information, forms, and online services residing on some 800+ government agency websites including those hosted on the Portal.  The Portal's large collection of information and links are organised by customer segment (i.e. Individuals, Businesses, Government, and Non-Citizens) and further organised by customer intentions (e.g. Planning, Starting, Managing and Growing a Business).  It therefore provides a platform for sharing of information and conducting Government transactions in a seamless manner.  The capability has been designed for maximum usability, and incorporates the ability for electronic forms submission, uploading of supporting documents, electronic polling and status enquiry.  The myGovernment Portal has gone live since 23 May 2005. URL : http://mawar.www.gov.my
· MATRIIX
· MITI has developed an Enterprise Knowledge Portal (EKP) as part of its MATRIIX initative to aggregate and integrate information and services available within MITI and its agencies. Users will be able to access information and services on trade and industry from a single point of access, via the EKP. 
· National Single Window

· The National Single Window for Trade Facilitation (NSW-TF) is an electronic system that enables a secure, safe and efficient exchange of trade-related documents through a single point of entry in order to expedite the smooth flow of information of goods either for export, import or transit.
· The NSW will allow for:

(i) submission of data and information through a single point (single window);

(ii) re-use of data and information;

(iii) synchronised processing of data and information from relevant private and public parties; and

(iv) quick and efficient release of cargo from relevant authorities.
· Four core services identified for the first stage of the implementation are:
(i) e-Declare - electronic submission of customs declarations;
(ii) e-Permit - electronic submission and processing of export/import permits by Permit Issuing Agencies (PIAs);

(iii) Electronic Fund Transfer (EFT) - for electronic customs duty payment; and

(iv) e-Preferential Certificate of Origin (E-PCO) - for electronic submission Preferential Certificate of Origin applications.
· MITI is the lead agency to oversee the implementation of NSW-TF. A NSW Permanent Team comprising officers from Customs and MATRADE has been established at MITI to be the primary consulting and technical advisors and to monitor the implementation of the NSW-TF.

Business Licencing Electronic Support Service (BLESS)

· BLESS will facilitate business by providing:

(i) Information regarding business licensing regulations in Malaysia;

(ii) A processing service for licences including submission, approval, and tracking of applications; and 

(iii) A centralised information system for analysis, future planning and to facilitate direct engagement with business.
· BLESS will enable users to monitor the processing of their applications to ensure timelines are adhered to. Users can also provide feedback and recommendations through the systems.
· 
The development of BLESS was spearheaded by the Implementation Coordination Unit (ICU) of the Prime Ministers Department and is expected to be fully operational by March 2008 for the manufacturing sector in Klang Valley, followed by the national roll out by July 2008.
The various relevant agencies and department are re-engineering their processes to facilitate their integration into BLESS.

	-
	-
	ICT Training

	Business to Business documents e.g. Insurance certificates, Letters of Credit, Bills of Lading


	RosettaNet Standards is a series of e-business standards that allows a company to streamline its supply chain by enabling greater collaboration and improved communications between trading partners, both domestically and internationally.

Currently, four service provider are providing services for development of the electronic system using RosettaNet standard, which is widely adopted by the Electrical & Electronics sub-sector. The following Partner Interface Processes (PIPs) have been implemented by the local Malaysian Companies for exchanging business documents:

i. Cluster 0 (RosettaNet support - provides administrative functionalities)

· PIP 0A1 – Notification of Failure

ii. Cluster 3 (Order Management – support full order management business area from price and delivery quotating through purchase order initiation, status management. Order invoicing, payment and discrepancy notification also managed using this Clusters of processes):

· PIP 3A4(Request Purchase Order)

· PIP 3A7(Notify of purchase order update)

· PIP 3A8(Request Purchase Order Change)

· PIP 3A9(Request Purchase Cancellation)

· PIP 3B2(Notify of Advance Shipment)

· PIP 3C3(Notify of Invoice)

· PIP 3C4(Notify of Invoice Reject)

iii. Cluster 4 (Inventory Management – Enable inventory management, including collaboration, replenishment, price protection and reporting):

· PIP 4A1 (Notify of Strategic Forecast)

· PIP 4A2(Notify of Embedded Release Forecast) 

· PIP 4A3 (Notify of Threshold Release Forecast) 

· PIP 4A4 (Notify of Planning Release Forecast)

· PIP 4B2 (Notify of Shipment receipt)

· PIP 4C1(Distribute Inventory Report)

· PIP 4D1 (Notify of material release)

A number of banks offer desktop banking/ Internet banking facilities that enable the businesses to apply for Insurance Certificates, Letter of Credit, Shipping Guarantees, Bank Guarantees and Endorsement of transport document online.

	-
	-
	Technical and financial assistance to Malaysian companies especially small and medium enterprises (SMEs) to comply with EAN Global Standards and facilitate companies to adopt paperless transactions. 



	
	
	
	
	


	Annex : Paper Documents Mandated by Government



	Documents such as the following:


	Improvements Implemented in the past year


	Currently Required Paper Documents
	Timetable for further Improvements

	Declarations by Importers to Customs and other government agencies
	Import/export declarations are transmitted electronically to the Customs Information System (CIS). However “hardcopy” import and prohibited export declarations are still required to be submitted to the Royal Customs Department (RCM) for the clearance process. The RCM needs to accommodate paper-based documents for other government agencies or other parties that still require paper-based documents.

	Submission of “hardcopy” of import and prohibited export declaration is still required by Customs. The application of permits are still paper-based because the e-Permit systems of some PIAs are not fully operational yet.


	Customs has taken initiatives and chartered an Implementation Roadmap of Paperless or fully online transaction including the rollout plan to all states. 
Based on the implementation roadmap, the rollout began in Tanjung Pelepas Port and Pasir Gudang Port, Johor on 2 January 2008 and nationwide Paperless Implementation  is scheduled to be completed by September 2008



	Declarations by Exporters to Customs and other government agencies
	-
	-
	-

	Customs Clearance for the release of goods


	For Customs Stations in Free Zone Areas, Gate Control System (GCS) to enable electronic exchange of data/information between the Customs Administration and the terminal operators for the automatic clearance of cargo at the Customs gate is being developed but implemented in stages. For example, in Port Klang, the GCS is implemented for the release of containers.

	Hardcopy documents of import/export declarations are required for the physical release of cargo until the Gate Control System is fully in place.


	Terminal Operators have their own timeline to put in place their system to interface with the Gate Control system.

	Sanitary (Health) and Phytosanitary Certificates


	-
	Paper-based documents for sanitary (health) and phytosanitary certificates are required as per importing countries requirement. phytosanitary certificates are still in paper based and there have not been any request for electronic document.


	Electronic System for processing of sanitary (health) and phytosanitary certificates has been identified as one of the services for Stage 2 of the implementation of NSW.



	Dangerous Goods Reports


	Reports are generated from the electronic systems of the PKCS and KLIA
	-
	Implemented since January 2000
Electronic System for processing of Dangerous Goods Reports has been identified as one of the services for Stage 2 of the implementation of NSW.


	Any other Government Documents (please specify)
	-
	-
	-

	Invoice


	-
	-
	-

	Payment Order


	-
	-
	-

	Remittance Advice


	-
	-
	-

	Debit Advice


	-
	-
	-

	Credit Advice


	-
	-
	-

	Purchase Order


	-
	-


	-


	Purchase Order Response
	-
	-
	-

	Waybill


	Bill of Lading can be sent electronically via Port Klang Community Services (PKCS) from Shipping Agent to Port Kelang Authority & Royal Malaysian Customs


	-
	-

	Manifest to Regulatory Authorities


	Import/export manifest declarations can be transmitted electronically via PKCS to Port Kelang Authority (PKA) and RCM.
Import/export manifest declarations are transmitted electronically directly to Customs at Tanjung Pelepas and Pasi Gudang Ports.


	Processing by PKA is paperless using UN/EDIFACT messages
	E-manifest implementation will be done on a port-by-port basis. 



	Forwarding Instruction


	-
	-

	-

	Stowage Instruction


	Stowage instruction for container vessels by most major Shipping Agents to Port Operator is via e-mail


	Stowage instruction from other Shipping Agents is still paper-based 
	-

	Stowage Plan/Bay Plan


	Stowage Plan/Bay is done electronically by Port Operator for the most major Shipping Agents

	Stowage Plan/Bay for other Shipping 

Agents is still paper-based -
	-

	Arrival Notice Advice


	Notice of ship arrival is sent electronically via PKCS from Shipping Agents to Port Operator


	Processing by Port Operator is paperless using UN/EDIFACT messages
	Implemented since October 2001

	Delivery Order


	-
	-
	-


	Improvements in Malaysia’s Approach to Paperless Trading since 1998



	Criteria


	Position at Base Year (1998)
	Cumulative Improvements Implemented to Date

	General Policy

Position


	There is no change in the policy for paperless trading. The government has always been supportive of the use of electronic medium for trade and commerce.

To overcome barriers to e-commerce, a number of legislations have been passed by parliament. These includes: -

1. Communications and Multimedia Act 1998

2. Malaysian Communications and Multimedia Commission Act 1998

3. Digital signature Act 1997

4. Communications and Multimedia (Licensing) Regulations 2000

5. Computer Crimes Act 1997
6. E-Commerce Act 2006
7. E-Government Activities Act 2007

	The Government continues to support and encourage the adoption of ICT. It has put in place the physical and legal infrastructures to support the use of ICT. As part of its continuous effort to improve and upgrade existing facilities, the Government has restructured the telecommunications market to make it more competitive. It has also commissioned a review of the existing laws, and regulations that impede electronic transaction and proposed new legislations to give a more legal certainty to transactions by electronic means. 

Work is in progress on three pieces of legislation proposed to complete a comprehensive legal framework to accelerate the adoption of   e-transactions. The proposed legislations are:

· The Personal Data Protection Bill, to provide for a secure electronic environment; create confidence among consumers and users of both the Internet and non-network industries; accelerate uptake of e-based transactions and transform the nation into a communications and e-commerce hub. 


	Electronic certification and authentication


	The Digital Signature Act 1997 has been implemented and currently there are 2 Certification Authority (CA) namely Digicert and MSC Trustgate using the Public Key Infrastructure (PKI). The Controller of the CA is the Communications and Multimedia Commission of Malaysia. 

At present, there is no cross-border certification has been established with any country.  Within ASEAN, such capability is addressed under the e-ASEAN initiatives.

I    Ideally APEC should establish formal cross-border certification. Formal meaning that each country has legislations that provide for it, making cross-border e-commerce transactions using digital certificates issued by any country legally binding and protect relying parties in any of the country. These would certainly facilitate Internet-based trade and business transactions across borders.


	-

	Capacity Building Needs


	-
	-

	Ability to provide expertise


	-
	-

	Co-operation in bilateral, regional, multilateral fora


	-
	Malaysia is involved in a number of discussions on issues and implementation of projects for cross border commerce and trade using the electronic media. The Malaysian Customs Administration participates in the Asia Region Customs EDI project for the exchange of trade data between Customs Administration in Asia. 
Malaysia also participates in the ASEAN Single Window Steering Committee and chairs the ASEAN Single Window Technical Working Group for the implementation of the ASEAN Single Window. 


	Domestic co-ordination mechanisms


	-
	The coordination of the implementation of EDI project is done both at headquarters as well as the customs station levels. The Director General of customs chairs the CIS and CIS-DagangNet Interface Implementation Coordination Meeting that are held once every two months to monitor the implementation and to decide on the policy and direction of the Project. Representatives from the private (banks, forwarding agents, terminal operators, DNT) and the public sectors (permit issuing agencies) are members of this Committee.

At the custom stations level, the state customs directors chair their own action committees to discuss and resolve operational issue. The memberships of these committees comprise all relevant agencies and they convene regularly to prepare reports to the CIS and CIS-Dagang*Net Implementation Coordination Committee.



	Consultation and Coordination


	To coordinate and to monitor the implementation of ICT/                               E-Commerce initiatives in Malaysia, the Government has established a number of Councils/ Committees such as: 
· National IT Council

· National E-Commerce Committee (NECC) 

· Flagship Coordination Meeting (FCC)

· Committee on Government IT and Internet (JITIK)

· Steering Committee on Financial Process Exchange (FPX) project.

· Malaysia EDIFACT Committee (MEC)

	-

	Cooperation with Business Communities


	The Trade Facilitation Action Council (TFAC) led by MITI, is a forum which consists of representatives from Ministries, agencies and the private sector to discuss and address issues related to electronic initiatives for trade facilitation. The objective of the TFAC is to serve as a forum to:

· engage in discussion and consultation with industry on trade facilitation and paperless trading initiatives;

· obtain feedback ways to improve the existing trade facilitation system;

· set directions and develop strategies for national e-trade facilitation;

· monitor and resolve issues in the implementation of e-trade facilitation;

· identify and discuss other trade facilitation opportunities aimed at enhancing Malaysia's competitiveness; and

· serve as the Steering Committee for the implementation of Malaysia’s NSW. 

	-


