
2007 Individual Action Plan for United States
Highlights on Trade Facilitation Work cum Progress of implementation of Trade Facilitation Action Plan

In the Shanghai Accord, APEC Economic Leaders committed to implement the Trade Facilitation Principles with a view to reducing the transaction costs in the region by 5% by 2006.  Leaders, in 2002, further endorsed the Trade Facilitation Action Plan which laid down clear timelines for implementation in a progressive manner.  A mid-term review was conducted to review on the status of implementation at SOM III 2004.  

Recognizing that individual economy's actions are important in realizing the Leaders' commitment, members agreed at SOM II, 2002 that a report format should be developed for member economies to highlight their major trade facilitation achievements in their IAPs.  This report format largely resembles the one adopted by Leaders in 2002 with slight modification to facilitate members in reporting highlights on trade facilitation achievements while allowing for assessment of the progress of implementation on trade facilitation work taking into account the result of the mid-term review in 2004.  

Part I 
Highlights on Trade Facilitation Work

	The United States’ Approach to Trade Facilitation in 2007
The United States believes that trade facilitation is a key ingredient to economic growth.  Inefficiencies along transport lines, burdensome paperwork, and the absence of a rules-based environment all lead to major bottlenecks at national borders, which can stymie growth, deter foreign investment, and hinder private sector development.  The United States’ approach to trade facilitation is to reduce the transaction costs and complexities of international trade for business, with particular benefits to be reaped by small- and medium-sized enterprises given their particular vulnerability to opaque and undisciplined border practices.  Such measures also contribute to diminishing opportunities for corruption, which itself can end up being an economic drain no matter how small the transaction.  

The United States is currently improving its own trade facilitation regime through a number of important initiatives, including the ongoing U.S. Customs and Border Protection (CBP) Modernization Program.  To facilitate the flow of commerce with key trading partners, the United States includes trade facilitation provisions in its free trade agreements.  The United States is also pursuing the advancement of regional and global trade facilitation in the World Customs Organization, the OECD, and APEC.  Additionally, the United States is actively participating in trade facilitation negotiations in the World Trade Organization.  

In light of the potential benefits that would accrue from improving trade facilitation, the U.S. private sector has actively supported the initiative in the Shanghai Accord, and has worked closely in crafting the Trade Facilitation Action Plan, and in selecting the reforms needed to reach the 5 percent goal.  The United States consults regularly with private sector organizations called “Industry Trade Advisory Committees”.  These organizations provide input on policy matters to U.S. Government representatives on trade facilitation, and several other areas of interest to the business community.


	Key Improvements Implemented to Facilitate Trade in Various TILF Areas(Note 1)

	Area
	Improvements Made in 2005-2006
	Cumulative Improvements
Since Shanghai Accord (Note 2)

	Customs Procedures

[Movement of Goods](Note 3)
	· For improvements made on actions and measures under the Trade Facilitation Action Plan, refer to the sections under “Cumulative Improvements Since Shanghai Accord.”

	The Automated Commercial Environment (ACE)
:  Transforming Trade
In February 2003, the United States introduced to APEC the most significant customs modernization program in history – The Automated Commercial Environment (ACE).   ACE will revolutionize the processing of goods imported into the United States.  Through the implementation of ACE’s integrated, fully automated information system, import and export data will be collected, processed, and analyzed more efficiently than ever before.  Through ACE, CBP plans to replace excessive and burdensome import procedures with a streamlined process, bolstered by better coordination among government agencies, and between CBP and the trade community. 

Considering the average daily volume of import traffic into the United States, installing ACE functions at every port of entry (land and sea) is a significant undertaking.  The United States imports more merchandise than any other country in the world.  In FY 2005 the total value of goods imported into the United States reached a new high of $1.6 trillion.  Projections for FY 2006 indicate that this number will rise above $1.8 trillion.

The transformation of the United States’ commercial ports of entry is grounded in the four major business functions of ACE: 1) the ACE Secure Data Portal; 2) Account Management; 3) Cargo Processing; and 4) Border Security.  Delivery of ACE functions began in February 2003, and subsequent progress has been steady.  

The Secure Data Portal


Introduction

The ACE Secure Data Portal capability has been fielded, and its use by government and the trade community is growing.  Once fully implemented, the portal will provide a single location for the U.S. Government to communicate and share information with the trade community.  The portal, essentially a customized Web page, connects CBP, the trade community, and Participating Government Agencies (PGAs) by providing a single, centralized, online access point for communications and information related to cargo shipments.  Deployed in October 2003, the portal is expected to increase import and export efficiency while enhancing border security.  Through the development of collaborative tools such as the portal, ACE will help CBP provide “One Face at the Border” with “One Screen at the Border.”


Progress
Participation in the ACE Secure Data Portal has grown significantly.  As of April 2007, nearly 7,000 accounts have been established, including nearly 900 importer accounts, nearly 600 broker accounts, and more than 5,000 truck carrier accounts.  More than 200 users from 19 PGAs also have access to entry and entry summary data through the ACE Secure Data Portal.  Non CBP officials with access to ACE are able to share information, and review the traffic and compliance records of participants.  Participating accounts can improve their communications and collaboration with CBP officials, as well as run reports to help track their own compliance and the entry of their shipments.

Executives from several companies have praised ACE’s positive impact on the convenience, efficiency, and speed of international trade.  
There is a very strong interest in ACE from the trade community.  Each month numerous companies contact CBP to inquire about participating in ACE.  Information can be found at: www.cbp.gov/modernization.

Account Management

Introduction
An important ACE feature for the business community is the establishment of modern, commercial business practices for managing transactions and revenue.  Traditionally duties and fees have been paid for each shipment.  Through account management, ACE processes periodic payment of duties, resulting in significant savings for both CBP and the trade community.  ACE revenue collection is similar to a commercial credit card payment process, with debits and credits and a net assessment on a periodic basis.  ACE is providing a complete nationwide view of all reported activity for an importer or broker, allowing members of the private sector to more easily track their expenses.  A national approach to managing import and export transactions achieves greater productivity and cost savings in processing and revenue collection.


Progress
On July 15, 2004, importers and brokers participating in ACE’s pilot program began viewing monthly statements and making monthly payments to CBP.  Payments are being made via the Automated Clearing House
 (ACH) electronic funds transfer system.  Importers with accounts may designate brokers to pay on their behalf, and brokers may view entry summary historical data.  At inception, 6 importers paid via periodic monthly statements for a total payment of $84,000 in duties and fees. In March 2007, CBP collected $714.6 million in duties and fees (31 percent of total adjusted collections) via the ACE periodic monthly statement.  To date, CBP has collected more than 10 billion in duties and fees via ACE.  

Cargo Processing

Introduction
Numerous U.S. Government agencies require information on shipments entering and exiting the United States.  Under the current system, importers, exporters, carriers, and intermediaries (brokers, forwarders, etc.) must submit information to each agency separately.  The process is time-consuming, costly, and inefficient.  Additionally, separate channels of communication with the trade community make it difficult for agencies to share information with each other.  The results are a longer clearance process and increased costs for government and the private sector.

Once implemented, members of the trade community will be able to submit all required standardized commodity and transportation one time via ACE, which will enable this data to be shared by Federal agencies involved in the import, export, and transportation-related decision-making process..  CBP and PGAs will then process and analyze this information, and determine whether to accept the entry, refuse it, or perform an examination or seizure.  Each PGA will access information from the same source, and will communicate through ACE’s system of agency-to-agency communication.

Electronically collecting and disseminating international trade and transportation data via ACE is expected to expedite cargo clearance.  Instead of having as many as seven different cargo release systems, CBP Officers will have access to necessary information from all relevant PGAs, creating one consolidated release system at the point of entry.  As a result, the trade community should benefit from faster, more predictable processing of their conveyances and merchandise.


Progress
ACE electronic truck manifest (e-manifest) processing capabilities are currently available at 80 land border ports and are scheduled to be deployed to all 99 land border ports by the end of June 2007. 

ACE e-manifest capabilities enables electronic filing of manifests, offering the trade community increased efficiency by saving valuable time at the border, reducing processing time, and offering online tracking status of trips.  In addition, CBP Officers are provided with consolidated information that will help them expedite legitimate trade while keeping America's borders secure.  

When a truck approaches the primary booth, the e-Manifest is automatically retrieved along with the matching pre-filed entries, in-bond requests, and other release declarations for the CBP Officer to view and process.  The CBP Officer will either release the truck at primary, or refer the truck to secondary for further processing.  Subsequently, the CBP processing results will be accessible via the ACE Secure Data Portal and/or returned to the EDI filer.  

ACE truck processing capabilities also enable the use of optional electronic transponders combined with a “proximity card.”  As the truck nears the border, a signal will emit from the trucker’s proximity card, allowing CBP to identify trucks and drivers and activate the retrieval of manifest and entry data for the inspector at the primary booth.

Receiving the manifest information early allows CBP and other border security agencies to pre-screen the manifest through multiple checks before the truck arrives at the port.  The receipt of e-Manifests enables CBP Officers to focus their efforts and inspections on high-risk commerce, thereby minimizing unnecessary delays for legitimate, low-risk commerce.  Requiring manifest information to be submitted electronically greatly reduces the potential for errors and improves efficiency, resulting in faster border crossings for legitimate carriers. 

CBP began requiring truck carriers to file electronic manifests (e-Manifests) at 24 land border ports on January 25, 2007.  Truck carriers entering the U.S. through the states of Washington and Arizona, and the North Dakota ports of Pembina, Neche, Walhalla, Maida, Hannah, Sarles, and Hansboro are now required to file e-Manifests one hour before reaching the U.S. border, half an hour if they are participants in the Free and Secure Trade (FAST) program.  

With the announced expansion of the mandatory e-Manifest policy to all land border ports in California, New Mexico, and Texas, effective April 19, 2007, e-Manifests will be required at all Southern land border ports.  CBP has also announced via the Federal Register that all land border ports in Michigan and New York will require the submission of e-Manifests, effective May 24, 2007.  

The initial deployments of advanced cargo processing benefit two of the United States’ largest trading partners (and two APEC members), Canada and Mexico.  Since the vast majority of U.S.-Canada and U.S.-Mexico cross-border trade moves by land, the automated truck manifests should have a significant impact on trade facilitation.

In March 2007, filing an e-manifest reduced truck processing times on average by 23 percent, or 20 seconds per truck, compared to paper manifest processing.

CBP continues to coordinate with other federal agencies to identify requirements for ACE and to integrate agency operations into ACE design.  There are currently 30 federal agencies participating in ACE, including the Transportation Security Administration, the International Trade Administration – Import Administration, the U.S. Fish and Wildlife Service, the Federal Motor Carrier Safety Administration, the Food and Drug Administration, the Alcohol and Tobacco Tax and Trade Bureau, and the Nuclear Regulatory Commission.

Border Security

Introduction

ACE will deliver important security functions.  ACE will provide the capability to access data in the international supply chain that CBP needs to anticipate, identify, track, and intercept high-risk shipments.  Just as the automated truck manifests will facilitate the flow of goods into the United States, the advanced data on shipments entering from Canada and Mexico will help with pre-screening and advanced targeting.  ACE will link people, data, and tools through a targeting system that permits CBP to leverage trade information and collaborate with other agencies to sense and respond to threats, to develop and utilize intelligence, and to conduct investigations.  
Enforcement and compliance selectivity criteria from CBP and other government agencies will screen every ACE import transaction.  It will extend targeting to cover the vast majority of shipments entering the United States.  

The security features of ACE will advance the Secure Trade in the APEC Region (STAR) initiative.  Consistent with STAR, ACE will better enable CBP to identify and examine high-risk containers, assure in-transit integrity of containers, and increase overall supply-chain security.

Progress

Since ACE’s security benefits will flow from information sharing, the aforementioned security benefits will be increasingly realized as ACE becomes operational.  The deployment of ACE along the United States’ land-based ports, combined with the implementation of a mandatory e-manifest policy at all land border ports of entry will immediately strengthen security.  The ACE Secure Data Portal and the Automated Truck Manifest will support two types of e-Releases: Preferred and Standard.  Preferred e-Release will allow the trade community to obtain release decisions based on manifest data submitted prior to arrival at a U.S. port of entry and provide expedited travel through border crossings.  Preferred e-Release will require participation in the Free and Secure Trade (FAST)
 and Customs-Trade Partnership Against Terrorism (C-TPAT)
 programs.  Preferred release will greatly reduce the number of required data fields in a manifest.  However, pre-registration of conveyance, crew, importer, and shipper information will be required.

Standard e-Release transactions will require the completion of the complete manifest data elements that have been specified in the Multi-Modal Manifest (MMM) list developed in conjunction with CBP and the trade community.

Quantification
Pursuant to U.S. law, major government-funded IT systems or projects (costing $10 million or more) must be studied to ensure the costs will not outweigh expected benefits.  A government contractor performed a detailed Cost Benefit Analysis (CBA) of ACE to determine whether implementation of the project should move forward.  The report was published in September 2002, and a group of U.S. Government auditors closely scrutinized the 600-page study and questioned its authors at length.

Information for the CBA was gathered from questionnaire responses solicited from the trade community.  In total, input for the study was received from U.S. importers representing 10.6 percent of the value of U.S. imports.  Thirty-seven sector classifications were identified and used to aggregate the net benefits.  In their responses, importers reported their total 2001 dollar value of imports and the net benefits of ACE as a percentage of their 2001 dollar value of imports.  To estimate the expected benefits to sectors not represented by importer responses, information such as typical mode of transportation, dollar value of goods imported annually, and commodity was analyzed.  In aggregating the net benefits of all importers, the methodology used reflects the fact that some firms in each sector would not realize any net benefit.  Additionally an adoption rate was applied to each sector to reflect that some importers may not choose to incorporate or utilize ACE functionality immediately upon availability.  The cost-benefit calculation included information showing direct operational cost savings from: 1) efficient cargo release; and 2) increased electronic transactions.

The government contractor who performed the original CBA is required to periodically review data to determine if the projections remain the same.  Revisions to the cost savings estimates are made based on the state of the economy, trade flows, economic growth projections, and strategic impacts to system functionality.

In February 2003 the United States shared with APEC the findings of CBA version 2.2.  In that version, the architects of the study concluded that ACE would reduce transaction costs for companies by $22.2 billion (present value) over 20 years.   Additionally, the CBA estimated that ACE would save CBP an estimated $4.4 billion (present value).  The cost savings stemmed from:

· Customs web portal serving as a convenient single “window” into all Customs processes;

· trade accounts allowing payment of duties to be done periodically, helping streamline and manage the burden placed upon the private sector; and  

· use of a standard, commercial-level electronic data submission, eliminating the need for the private sector to send the same data in different formats to various federal agencies, significantly reducing administrative burden.

Version 6.0 contains the most recent revised calculations of the study.  In that version, the cost savings from ACE was estimated to be $17.2
 (present value) billion over the same time period.  At the same time, CBP is projected to save $8.3 billion (present value)
.



	Standards and Conformance

[Standards](Note 3)
	
	The United States has a transparent and open standards and regulatory system.  Information on standards and technical regulations is publicly available, and participation in standards development bodies is open to both U.S. and non-residents.  Proposed standards and technical regulations are published in advance and an opportunity for comment from interested parties -- whether domestic or foreign -- is provided.  Comments received are taken into consideration when developing the final standard or technical regulation. Improvements continue to be made, such as the electronic provision of information available at www.reginfo.gov (information on regulations) and www.regulations.gov (for online submission of comments on proposed regulations) and www.nssn.org (information on standards).  The United States has submitted its statement on implementation under the WTO TBT Agreement (G/TBT/2/Add. 2) and established its TBT and SPS inquiry points available on http://www.wto.org/).  The U.S. inquiry points have developed and maintain directories with detailed information on U.S. standards organizations; federal, state, and private sector laboratory accreditation organizations; and federal and private sector certification programs.

The U.S. has upgraded its electronic system for disseminating WTO TBT notifications which has improved the TBT inquiry point’s ability to respond to inquiries and disseminate information (http://tsapps.nist.gov/notifyus).

The American National Standards Institute (ANSI) and the National Institute of Standards and Technology (NIST) have launched a standards portal which contains dual-language (Mandarin and English) educational materials on the structure, history and operation of the United States and Chinese standards systems and a database of 2,000 standards with links to information on other standards (www.StandardsPortal.org). 

The United States Standards Strategy was updated to respond to critical domestic and international priorities in standardization and conformity assessment (http://publicaa.ansi.org/sites/apdl/default.aspx). 

The U.S. has provided information on the alignment of standards in the priority areas identified by the Subcommittee on Standards and Conformance in the Voluntary Action Plan (published by the SCSC).


	Mobility of Business People

[Business Mobility](Note 3)
	
	The United States has made commitments regarding temporary entry or Mode 4 in various trade agreements including the GATS, the NAFTA, the U.S.-Chile FTA, and the U.S.-Singapore FTA.  

The NAFTA, the U.S.-Chile FTA, and the U.S.-Singapore FTA include separate chapters on temporary entry of business persons.  All three provide for the entry of business persons under four categories of entry: business visitors; traders and investors; intra-company transferees; and professionals.  The treatment of business persons seeking entry under one of the first three categories of entry under any of the three agreements cited above is approximately the same.  Canadian, Mexican, Chilean, and Singaporean citizens seeking entry under these first three categories are not subject to numerical limit.

The treatment of professionals under the U.S.-Chile FTA and U.S.-Singapore FTA is, however, quite different from under the NAFTA.  Unlike the NAFTA, which includes a closed list of approximately 60 distinct professions, the U.S.-Chile FTA and U.S.-Singapore FTA use a general definition of professional that is based on the demands of the profession and the educational background required for entry into the profession.  Also, unlike the NAFTA, Chilean and Singaporean professionals are subject to numerical limits, and the U.S. employer must file a labor attestation with the U.S. Department of Labor.



	Others

[Including Electronic Commerce] (Note 3)
	· For improvements made on actions and measures under the Trade Facilitation Action Plan, refer to the sections under “Cumulative Improvements Since Shanghai Accord.”
	E-Commerce

Over the past several years (and since APEC members selected trade facilitating actions and measures in February 2003) the global economy has been changed by the growth, integration, and sophistication of information and communications technologies (ICT).  ICTs are increasingly communicating and interacting directly with other devices over a variety of networks, including the Internet.  Each day more businesses, consumers, and governments are recognizing the benefits of embracing these technologies and completing transactions electronically (“E-Commerce”).  In 2001, the U.S. Census Bureau began releasing composite business-to business (B2B) and business-to-consumer (B2C) e-commerce in an Internet release called E-Stats.  
The growth of e-commerce in the United States continued in 2004. According to figures gathered by the U.S. Census Bureau, the value of B2B and B2C e-commerce rose each year from 2000.  The most recent figures showing B2B and B2C e-commerce data in the United States are from 2004.  This information was made available with the May 25, 2006 release of E-Stats which shows B2B continuing to represent a large share of e-commerce activity (93.3% in 2004).

E-commerce continues to be an integral component of the U.S. economy. In 2004, e-commerce, on a year-to-year percent change basis, grew faster than total economic activity in three of the four major economic sectors covered by the E-Stats report.  The U.S. Census Bureau collects this data in four separate Census Bureau surveys.  The next release of E-Stats showing 2005 data will be available in late May 2007.  Additional information on these statistics and the methods for gathering them can be found at http://www.census.gov/estats. 

Retail e-commerce data is also available quarterly from the U.S. Census Bureau.  In the 4th Quarter of 2006, retail e-commerce sales in the United States, adjusted for seasonal variation and holiday/trading-day differences, totaled $29.3 billion, up 6.3% from the 3rd Quarter of 2006 and 24.6% from the same period in 2005.  First Quarter 2007 figures will be released on May 16, 2007.
The Information Security Initiative

Introduction

While the continued expansion of e-commerce will lower transaction costs for businesses and consumers, completing transactions over computer-mediated networks will (as with any medium of financial exchange) attract those focused on disruption for their own illegal gain.  E-commerce transactions often require the transmission of account numbers, passwords, and credit and financial data.  If unauthorized persons gain access to commercial networks, they may obtain this information – leading to substantial monetary losses to businesses and consumers.  In the United States, financial losses from cyber crime annually total in the hundreds of millions of dollars.  The U.S. Government is focused on preserving e-commerce as an effective medium to facilitate trade, and securing systems against increasingly clever “cyber criminals”.

To advance this effort, since 2002 the U.S. Federal Trade Commission (FTC)  has been devoting considerable resources to inform private businesses and the general public about the importance of network security.  The FTC focuses on: 1) encouraging appropriate precautions be taken to protect information; 2) providing advice about network security.

Progress

Since 2002, the FTC has pursued an aggressive campaign to educate businesses and consumers about information security and the precautions they can take to protect and minimize risks to personal information.  In May and June 2003, the FTC hosted a two-session workshop to examine the challenges consumers and businesses face in securing their computers as well as the role of technology in meeting those challenges.  In April 2004, the FTC hosted a workshop to explore issues associated with “spyware” – software that is loaded on personal computers without users’ consent.  At each of these educational events, panelists discussed ways to address these challenges, and they urged businesses to adopt a comprehensive risk-management strategy.  The FTC continues to explore these issues at various workshops and events.  In November 2006, the FTC held hearings titled “Protecting Consumers in the Next Tech-Ade.”
  Throughout the four days of hearings, approximately 100 experts talked about the prospects for technological innovation, its impact on consumers, and how the FTC could adapt its consumer protection policies in response over the next decade.   The FTC plans to issue a staff report in the spring of 2007 describing what was heard at the hearings, including what was learned about the likely privacy and security challenges of the next decade. 

Also, on April 23 and 24, 2007, the Federal Trade Commission hosted a public workshop, “Proof Positive: New Directions in ID Authentication,” to explore methods to reduce identity theft through enhanced authentication.
 The workshop facilitated discussion among public- sector, private-sector, and consumer representatives, and focused on technological and policy requirements for developing better authentication processes, including the incorporation of privacy standards and consideration of consumer usability issues.
In addition to holding workshops, the FTC continued in its active education campaign through a number of other efforts including speeches by the FTC’s Commissioners and staff about the importance of good information security practices, and outreach to the international community.  In March 2007, the FTC Chairman announced the agency’s new publication, “Protecting Personal Information: A Guide for Business” which offers five key principles for a sound data security plan, as well as steps that any business can take to protect their customers’ personal information.
  T

Over the past year, the FTC has continued to update its online information and issue alerts to consumers about a wide range of information security issues, both through the FTC website and our dedicated site, OnGuardOnline.gov.  Launched in late September 2005, OnGuardOnline is a partnership of the federal government and the technology industry to help users guard against Internet fraud, secure their computers, and protect their personal information.  The website provides plain language tips, videos, tutorials, and interactive educational games on a range of topics including spyware, phishing, Internet auctions, wireless security, and more.  Since its launch, the site has logged more than 3.5 million unique visits. 

Currently, the Web pages on OnGuardOnline.gov that are most visited are social networking and “phishing”.   As social networking sites have increased in popularity, and as news stories have reported security and other issues on these sites, attention has been focused on these "meet markets".  The Parent's Guide to social networking sites provides some practical tips so that parents can help their children use these sites more safely, and there are tips for teens and "tweens" themselves, too.  The FTC continues to advise consumers on how to spot a "phishing" scam a now-common high-tech ploy that uses spam to trick consumers into disclosing their credit card numbers, bank account information, passwords, and other sensitive information.  These spam messages often pretend to be from businesses that are known to the consumer – for example, their Internet service provider, online payment service, or bank.  Unknowingly, consumers submit their sensitive personal information to the scammers, who then use it to order goods and services and obtain credit. 
In addition, in May 2006, the FTC launched an identity theft education program: “AvoID Theft: Deter, Detect, Defend.” Materials in the “AvoID Theft: Deter, Detect, Defend” education kit include a victim recovery guide, “Take Charge: Fighting Back Against Identity Theft.” The centerpiece of the campaign is a turnkey toolkit – a comprehensive how-to guide on providing consumer education about identity theft. The toolkit, which includes everything from PowerPoint presentations to pamphlets that organizations and others can use in their outreach, will empower consumers to educate each other on identity protection. All materials are available in English and in Spanish. The FTC has distributed more than 40,000 ID Theft Education Kits. 
The FTC has protected consumers by pursuing law enforcement actions in appropriate cases.  In the past, the FTC’s security cases have been based on deception.  In several cases, the FTC alleged that companies made explicit or implicit promises that they would take appropriate steps to protect sensitive information from consumers.  Their security measures, however, proved to be inadequate, and therefore, their promises were deceptive.  More recently, however, the FTC has also brought several  information security case based on unfairness.  In these cases, the FTC alleged that the defendant’s failure to secure customers’ sensitive information was an unfair practice because it caused substantial injury that was not reasonably avoidable by consumers and not outweighed by offsetting benefits to consumers or competition.

End Result

Under the Trade Facilitation Action Plan (Action Plan), economies were asked to employ quantitative methodologies to measure the effect on transaction costs.  For those actions and measures where quantitative analysis is not possible, the Action Plan tasked economies with providing detailed qualitative analysis explaining the selected action and its linkages to the cost of trade transactions.  We could not calculate the exact cost savings of a program that educates businesses about the importance of securing computer networks.  Instead the United States offers an explanation of the Information Security Initiative’s impact on trade facilitation.

Security presents challenges for everyone in our global information-based economy.  Through education, enforcement, and international cooperation, the FTC will increase security awareness and strengthen sound information practices.  Confronting those who seek to destroy electronic networks as mediums of commerce requires continued outreach to businesses, consumers, and sub-national government entities.  E-commerce has unlimited potential to facilitate trade, but bold efforts like the Information Security Initiative must clear the way.  Reduced incidents of cyber crime and increased usage of e-commerce will be the measurement of success.

While security breaches still result in substantial losses, evidence now suggests that security-enhancing efforts are beginning to pay dividends.  In June 2006 the Computer Security Institute (CSI) and the U.S. Federal Bureau of Investigation (FBI) released the results of a survey showing that cyber crime losses are down for the fourth straight year
.  Overall, financial losses in 2005 totaled from 639 respondents were $130,104,542.  This is down significantly from 269 respondents reporting $141,496,560 in losses in 2004.  Nearly 100% of the respondents had implemented antivirus software and firewalls, and the majority had encryption software, intrusion detection systems, and server-based access control lists.  Survey respondents primarily came from the financial, high-tech, and manufacturing sectors; government agencies; and educational institutions.  

The study concludes by recognizing the importance of informing people about the causes and consequences of computer security breaches, and the manner in which organizations address computer security issues.  Governments can help ensure that computer-mediated networks remain effective instruments of trade facilitation by ensuring their own networks are protected, and by educating businesses and citizens about the dangers of cyber crime.



	Case Study of a Trade Facilitation Initiative

See above sections.


	Key Improvements Planned for 2007 (Note 4)
· Customs Procedures: Continue implementing the Automated Commercial Environment (ACE) as part of the Customs Modernization Program.

· E-Commerce:  Continue: 1) activities under the Information Security Initiative.


Part II 
Progress of Implementation of Trade Facilitation Action Plan

In accordance with the Trade Facilitation Action Plan, a menu of concrete actions and measures for trade facilitation was approved in 2002.  The selection of actions and measures was completed in SOM I 2003 and the implementation should commence immediately afterwards or as soon as practicable.  This report format summarizes the progress of implementation of actions and measures selected by individual economy, and progress made since 2004.  

	Overview on Implementation of Trade Facilitation Actions and Measures since Shanghai Accord

For the United States’ Report under the Trade Facilitation Action Plan, see above sections on “Customs Procedures” and “Electronic Commerce.”

	Menu of 
Actions and Measures (Note 5) 


	No of Items
Selected 

[a]
	No of Items
Implemented 

[b]
	No of Items
Completed

[c]
	No of Items
in Progress 

[d] = [b] –[c]
	No of Items
Pending
Implementation 
[e]  = [a] – [b]

	Customs Procedures
	17
	
	
	
	17

	Standards 
	
	
	
	
	

	Business Mobility 
	
	
	
	
	

	Electronic Commerce
	2
	
	
	
	2

	Others (if any)
	
	
	
	
	

	Total
	
	
	
	
	











(Note 1) 	As customs procedures, standards and conformance, and mobility of business people are major areas for trade facilitation, separate entries for reporting initiatives, if any, in these TILF areas are designated.  For improvements implemented in the remaining TILF areas (viz tariffs, non-tariff measures, services, investment, intellectual property rights, competition policy, government procurement, deregulation/‌regulatory review and reform, implementation of WTO obligations (including rules of origin), dispute mediation, and information gathering & analysis), please report them, if any, under “Others”.  Electronic Commerce is grouped under "Others".


(Note 2) 	Economies may select the more important cumulative improvements since the adoption of the Shanghai Accord for reporting.  Hence not all initiatives reported in the current year column have to be repeated as cumulative improvements.


(Note 3) 	The caption used in the menu of concrete actions and measures for trade facilitation is repeated here for reference.


(Note 5) 	The menu of concrete actions and measures for trade facilitation lists out 97 items of actions and measures, with breakdown as follows: Customs Procedures - 60, Standards – 20, Business Mobility – 6, Electronic Commerce – 11.  Using the item number of the menu as the basis, report in column (a) the total number of trade facilitation actions and measure selected from the menu.  Report in column (b) if implementation of any action or measure under that item has commenced.  Report in column (c) if implementation of all actions and measures under that item have been completed.  Report in column (d) if implementation of any actions and measures under that item has yet to complete. Report on square bracket any changes since 2004.





Additional Notes:





� ACE covers several items from the Movement of Goods section of APEC Menu of Actions and Measures (Menu), including: 1a, b; 3d; 4c, d; 5a, c, d, e, h, k, n, t, q; 6c; and 9a, c.





� The ACH system is the primary electronic funds transfer (EFT) system used by U.S. Government agencies to make payments, and the Financial Management Service anticipates that agencies increasingly will use the ACH system to collect funds.  Information on ACH can be found at � HYPERLINK "http://www.fms.treas.gov/ach/" ��http://www.fms.treas.gov/ach/�. 





� FAST is an expedited clearance program for known low-risk shipments.  By implementing CBP-approved security measures, FAST participants have demonstrated that their facilities are secure and their shipments are low-risk.





� C-TPAT is a joint government-business initiative to build cooperative relationships that strengthen overall supply chain and border security.  Businesses must apply to participate in the C-TPAT program.  For approval businesses must ensure the integrity of their security practices and communicate their security guidelines to their business partners within the supply chain.





� The contractors who completed (and are now updating) the study have performed a risk adjustment to ensure a higher level of confidence in the dollar amount of future benefits.





� The projected increase in cost savings to the CBP resulted from improvements in certain calculations.  For example, in version 2.2, the contractors calculated CBP benefits by counting the number of ships.  Version 6.0 calculations are based on the number of containers.





� Formulation of an information security initiative is item 2f in the E-Commerce section of the Menu.





� See � HYPERLINK "http://www.ftc.gov/techade" ��http://www.ftc.gov/techade�





� See � HYPERLINK "http://www.ftc.gov/bcp/workshops/proofpositive/index.html" ��http://www.ftc.gov/bcp/workshops/proofpositive/index.html�





� See http://www.ftc.gov/infosecurity/





� See  � HYPERLINK "http://www.ftc.gov/privacy/privacyinitiatives/promises_enf.html" ��http://www.ftc.gov/privacy/privacyinitiatives/promises_enf.html� for further information about the FTC’s enforcement activities. 





� Survey respondents came from the financial and high-tech sectors, government agencies, educational institutions, and other organizations.  The full survey can be found at � HYPERLINK "http://www.gocsi.com" ��www.gocsi.com�.
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